Hands On Training at NIC.br
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09:00 _ ] 2:30 iOS ] Improving Security Together
Ken Van Wyk (KRvW Associates, LLC)
Malware analysis with OllyDBG s
YARA

Guilherme Vénere (McAfee)
Andreas Schuster (Deutsche Telekom AG, Group Security, DE) su o Pa “ I °’ B r"ZI I

12:30 - 13:30 Lunch

13:30 - 17:00 Network Forensic for CSIRTs
James Pichardo (InfoSec Consultant at Ministry of Finance, DO)

March 30th (Friday) | M(I rth 2 7 '30, 20' 2

09:00 - 12:30 VolP Security
André Ricardo Landim, Frederico R. C. Costa (CAIS/RNP)

Network Forensic for CSIRTs (Rerun)
James Pichardo (InfoSec Consultant at Ministry of Finance, DO)

12:30 - 13:30 Lunch
13:30 - 17:00 Wifi Class (Portuguese only)

Nelson Murilo (Diretor de Seguranca, Pangeia Informética, BR)

Volatility
Andreas Schuster (Deutsche Telekom AG, Group Security, DE)

Buses leave the hotel at 8:00AM
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Symposium Plenary

March 27th (Tuesday)

09:00 - 09:15

09:15 - 10:00

10:00 - 10:45

10:45 -11:00

11:00 - 12:00

12:00 - 13:00

13:00 - 14:30

14:30 - 15:30

15:30 - 15:45
15:45 - 16:30

16:30 -17:00

Welcome and Opening Remarks
Cristine Hoepers (CERT.br/NIC.br)
Chris Gibson (Citigroup CIRT, GB)

What is FIRST
Steve Adegbite (Lockheed Martin)

CSIRT Assistance Program

Jacomo Piccolini (Team Cymru, BR)

Networking & Coffee Break

Security incidents overview in Brazilian

academic networks
Atanai Ticianelli (CAIS/RNF, BR)

TF-CSIRT
Gorazd Bozic (SI-CERT)

Lunch

[SQL|FTP|Cache] Malicious data Injection in
drive-by downloads
David Barroso (Telefonica, ES)

Networking & Coffee Break

How to Communicate with your Government

(Lessons from Japan)
Suguru Yamaguchi (JPCERT/CC, JP)

Team Updates (10 mins each)

March 28th (Wednesday)

09:00 - 09:15

09:15-10:00

10:00 - 10:45

10:45-11:00

11:00 - 12:00

12:00 - 13:00

13:00 - 14:30

14:30 - 15:30

15:30 - 15:45
15:45 — 16:45

Welcome and Opening Remarks
Ken Van Wyk (KRvW Associates, LLC)

Case Study on Recent Incidents
Nelson Murilo (Diretor de Seguranca, Pangeia Informdtica, BR)

Botnet Take-Downs
Maarten Van Horenbeeck (Microsoft Corporation)

Networking & Coffee Break

Brazilian Federal Police Cybercrime Unit:
Challenges and Perspectives

Ivo Peixinho, Carlos Eduardo Sobral, Flévio da Silva
(Brazilian Federal Police, BR)

Evaluating Your CSIRT Operations
Robin Ruefle (CERT/CC — Carnegie Mellon University, US)

Lunch

Phishing and Trojan Banking cases affecting

Brazil
Cristine Hoepers (CERT.br/NIC.br)

Networking & Coffee Break

CVSS
Seth Hanford (Cisco)

Wireless Internet Available (802.11 a/b/g)

SSIDs: NIC-A and NIC.
lpv4 addresses provided via DHCP and IPvé via SAA.
Warning: Unsecured network. Use crypto for privacy.



