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Disclaimer. IRST

All opinions expressed are my own,
and do not represent my employer.
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About. IRST

e Principal Security Engineer at Booking.com

e Contributor at MITRE ATT&CK framework

e @xorlgr

e SANS GCTI, RecordedFuture Geopolitical
Analyst, Bellingcat OSINT, ISS OSINT, ...
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Agenda. inST
e Definition

e Risk versus threat-based approach

e The 5 phases
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Definition. H<T3

Threat intelligence
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Definition. H<T3

Threat intelligence

e Intent
e Opportunity
e Capability
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Definition. H<T3

Threat intelligence

e Product
e Process
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Definition. IKDI

Threat intelligence

Direction
e Product
oo e Process

d @ Processingand
Exploitation
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Definition. T.¢TR

If you know the enemy and know
yourself, you need not fear the
result of a hundred battles.

Sun Tzu, The Art of War ==
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Risk vs threat-based approach.
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Risk vs threat-based approach.

MITRE | ATTscK

Software

Blog

Matrices  Tactics ~  Techniques ~  Mitigations ~  Groups Resources ~

IRJI

Improving Security Together

Contribute
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Data Destruction

Data Encrypted for impact
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Disk Content Wipe

Disk Sructure Wipe
EndpointDenial of Servie
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Risk vs threat-based approach.

MITRE | ATTscK

Matrices

Tactics ~

Techniques ~

Mitigations ~  Groups

Software

Resources ~

IRJI

Improving Security Together

Contribute

Orie by Compromise
Exlot Pubic Facing Applcation
Exteml Remte Services
Hardware Additions

Replcaton Through Removable
Medta

Spearphishing Atschrment

Spearphishing Link

Spearphising via Senice

Supply Chain Compromise
Trusted Reatonship

Vaid Accounts

L oo L e L prdegeecsaton L detenseiasion ] ondeeAccess L Doy

bash_orofie and bashre

Appleserpt

Accessibity Featres
Command-Lin nteface Aecount Manipuation
Compiled HTML File AppCertDLLs

Component 00

ot s Draed e

Control Panel eme Applcaton Shimming

Dynamic Data Exchange Authentcation Package

on through AP BrTS Jobs

cutlon trough Module Load Boott

cplotation fo Clent Exe Browser Extensions

Launchet! Component Object Model Hiacking

Dyt Hiacking
Powsrshell Emond
Regsves/Regasm

Regevz2 f
Runcizz

ce Applcation Starup

e\

Reopened Applcatons

Path ntercept

Plst Modifcation

Recundant Access

RegstryRun Keys / tarup Folder

ATT&CK Matrix for Enterprise

Access Token Manipulation » Account Discavery

oken Manipulation

t Manipulaton

Appleserp

Audio Capture

Accessbilty Feaures Sinary Pacing Bash History Aoplctio 2 Ao e
AppcertdiLs 6T s e Force Srowser BookmakDiscovery | COPONt Oblect Model and it ClpboardData
AopinoLLs Bypass User Account Contl Crode Domai TrustDiscovery Exsotaon of emote e s

Repostores
Applcaton Shirming Cler Comman History . File and DirectoryDiscovery Intemal Spesrphishing Dota fom Lol System
Bypass ser Account Control custe Newark Seie Scaming Logon sripts Datafom Netwrk Shared Dive
OLL SesrchOner facking oo Network shore Discovry Pasa theHash Data from Removabe Mect
oyt Hisckng NetworkSnfing Pass the Ticket Data Staged
Elewted Executon wih Prompt Password Polcy Discovery Remote Desktop Protocal Emai Collecton
emond rphers Device Discovry Remte Fie Copy ot Captre
plotaton o Prven sion Groups Discovey RemoteServie Man n the Browse

Exra Windon T— Feplicaton Though Removable Mecia ScreenCapture

Fle sy vy Registy

RS\t

System Time Discovery

Group Polcy Modifcation

o Hidden Fies and Directories
 ems. Hidden Users
sudo Hidden Window
Sudo Caching HSTCONTRO

Vald Accounte Image Fle Execution Optons Injection

Web Shal IndicaterBlocking
indcator Removal from Tools
indicator Removalon Hos

direct Command Execution

InstalRoot Certcste
nstanu

ot

C_MAIN Hiacking

Masqueradng
Moy Registry
Mehta

Network Share Connecton Removal
NTFS File Atites

Obfuscated Fles o iformaton

TLP:WHITE

Thrd party Software
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Risk vs threat-based approach. iRt
Risk-based i Threat-based
e Covers all cases e \ery specific
e Well known e Applicable to all
e Standardized levels

e Proactive security
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Together

Why?

LOLCLLLL L]

The planning, establishing, Systems added to the The process of analysts (ollecting data, exploiting Legal countermeasures
and upkeep of systems with Architecture to provide monitoring for, responding it into information, and and self-defense actions
security in mind reliable defense or insight to, and leaming from producing Intelligence against an adversary
against threats without adversaries intemnal
consistent human interaction to the network

The Sliding Scale of Cyber Security
Robert M. Lee - September 2015
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Phase 1: The beginning. =
e Typically on spare-time
e No Intelligence Requirements? Start small

e Analysis on past incidents

e Build campaigns & threat actor profiles

e Develop simple products and get lots of feedback
(WARNING: DO NOT MAKE THIS AN ECHO CHAMBER)
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Phase 1: The beginning.

Products

e Past campaigns
e Past threat actor profiles

Customers

Cyber-security
team(s)

e Cyber-security team(s)
e C(Cyber-security leadership

e Consistency of products
e Incidents analyzed

TLP:WHITE



Phase 2: External threats. In5T
e Map identified threat actors/groups to external one

e Track their activities and proactively deploy controls

e Develop processes and focus on quality

e Start measuring key indicators

e Share success stories / develop good reputation
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Phase 2: External threats.

Products

e Actor/campaign tracking
e External/internal mapping

Customers

Cyber-security
team(s)

e Cyber-security team(s)
e C(Cyber-security leadership

e Incident response from TI
e False positive/negative rate
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Phase 3: Formal CTI function. In5T
e (lear mission, vision, and purpose
e Goal-driven intelligence - be a force multiplier

e (Quality over quantity!

e Start offering intelligence products for all levels
(strategic, tactical, and operational) based on PIRs

e Formal team KPIs
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Phase 3: Formal CTI function.

Products

e Support for RFIs
e Regular threat updates

Customers

Cyber-security
team(s)

e Cyber-security team(s)
e C(Cyber-security leadership

e Response time on RFIs
e Quality of products
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Phase 4: Intelligence-driven security. =5
e Expand beyond cyber
e Provide intelligence services to all security teams

e Find links between threats from different domains

e Holistic intelligence reporting
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Phase 4: Intelligence-driven security. =57
Products |

e Analytical support

Fraud e Multi-domain intelligence

prevention

: Customers
Cyber-security

team(s) -
e All security teams

e Security leadership

security KPIs

GRC itv d e Metrics of proactive actions
Security department e Teams utilizing TI resources
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Phase 5: Intelligence-driven organization. ——t
IKDI

e Natural progression

e Build and train specialized intelligence teams

e Moving to the “left side of the boom” collectively

e Wider adoption of threat-based prioritization

e (Create an internal intelligence community
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Phase 5: Intelligence-driven organization.

IK>I
Products

e Analytical support

e Domain specific RFIs
Finance

Security

Customers
Product

PRCEINN development

e All company teams
TI teams e All company leadership

R&D

KPIs
TI teams
e Per domain KPIs

Sales e Deviations from standards

Company
TLP:WHITE



Summary.

Threat-based

Risk-based

Phase 5:

Phase 4:

Phase 3:

Phase 2:

Phase 1:

Intelligence-driven organization

Intelligence-driven security

Formal CTI function

External threats

Beginning
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