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Who are we?

CSIRT-CV is the Cybersecurity Centre of the Regional 
Government in Comunitat Valenciana, Spain

Its constituency includes Regional Government, other 
public administration, SMB and citizens

Established in 2007
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Precedents (I)

Virtual SOC definition and test pilot started in 2018
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Precedents (II)

Ransomware “pandemic” in Q1 2021
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Cybersecurity Emergency Action Plan

For 1 year (july 2021 to june 2022)

Awarded to S2 Grupo (HQ in Valencia)

Objectives:

Deploy tools to protect municipalities from main types of 
cyberattacks they are suffering (ransomware).

Deploy, where necessary, sensors to detect risky 
situations as soon as possible.

Prepare municipalities so that if a cyberattack is 
successful, impact on essential services is minimal.
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Emergency contract



2022 TF-CSIRT Meeting & FIRST Regional Symposium Europe

March 2nd, 2022

Cybersecurity Emergency Action Plan

Scope of action

5M+ citizens in 542 municipalities

Bigger municipalities have bigger risk
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Type Micro Small Medium Big

Criteria (Hab) < 1.000 < 5.000 < 20.000 > 20.000

Municipalities 224 161 92 65

Population 88.061 365.554 907.707 3.696.731
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Actions: Micro

MicroCLAUDIA:

Backups:

Training & Awareness:

All computers

Instructions to review and check

Generic
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Criteria (Hab) < 1.000 < 5.000 < 20.000 > 20.000
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Population 88.061 365.554 907.707 3.696.731
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Actions: Small

MicroCLAUDIA:

Backups:

External Visibility:

Training & Awareness:

All computers

Procedure review 

Quarterly review

Generic and specific for TI Managers
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Actions: Medium

MicroCLAUDIA:

Backups:

External Visibility:

GLORIA Agent:

Training & Awareness:

All computers

Periodic review and verification

Quarterly analysis, w/ focus on remote 
administration services

All computers

Generic and specific for TI Managers
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Type Micro Small Medium Big

Criteria (Hab) < 1.000 < 5.000 < 20.000 > 20.000

Municipalities 224 161 92 65

Population 88.061 365.554 907.707 3.696.731



2022 TF-CSIRT Meeting & FIRST Regional Symposium Europe

March 2nd, 2022

Actions: Big

MicroCLAUDIA:

Backups:

External Visibility:

GLORIA Agent:

CARMEN/CLAUDIA:

Online Reputation:

Training & Awareness:

All computers

Periodic review and verification

Continuous analysis, w/ focus on remote 
administration services

All computers

Local sensor deployment on 15 bigger ones

Credential leak service

Generic and specific for TI Managers
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Type Micro Small Medium Big

Criteria (Hab) < 1.000 < 5.000 < 20.000 > 20.000

Municipalities 224 161 92 65

Population 88.061 365.554 907.707 3.696.731
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External support
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Red Nacional de SOC
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Tooling Challenges
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Tooling Challenges
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Specific for Munic. Distributed in Munic.
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Tooling Challenges
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Specific for Munic. Distributed in Munic.
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Work Plan

July 2021

Design of procedures

Analysis of architecture

Training of the initial team

HW buy orders placed

August 2021

Initial contact with munic.

MicroCLAUDIA installed

Analysis of GLORIA convergent
architecture

Initial set of KPI created
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Work Plan
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Work Plan (II)

September 2021

GLORIA installed and configured

CARMEN Machines received and 
preconfiguration started

New service Password Leaks 
added to pool of services

IT Questionnaire sent

Online Reputation service setup

November 2021

First CARMEN deployed to 
municipality

GLORIA configuration and use 
cases finished
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Work Plan (III)

January 2022

GLORIA Agent deployment 
started

70% MicroCLAUDIA deployed

March 2022

Finished definition of training 
paths for each type of munic.

Online reputation and SIEM 
services growth as more 
agents/devices deployed
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How is it going so far? MicroCLAUDIA deployment
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How is it going so far? MicroCLAUDIA deployment per region
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How is it going so far? MicroCLAUDIA deployment per region (II)
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Totals Alacant Castelló Valencia

Total municipalities 158 143 283

Deployment in process 85 (53,80%) 132 (92,31%) 215 (75,97%)

Computers deployed 6201 2145 10796

With depth information Alacant Castelló Valencia

Municipalities w/ depth 94 (59,49%) 139 (97,20%) 222 (78,45%)

Computers informed 11199 3776 17917

Computers deployed 5826 2145 10522

KPI Depth Achieved 52,02% 56,81% 58,73%
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How is it going so far? Password Leaks
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How is it going so far? Summary
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Applies to 584 584 319 141 15 65 584

Applied 446 534 84 6 8 64 466

In process 0 0 115 8 2 0 0

Not applied 138 50 120 128 5 1 118
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Conclusions

Benefits for Municipalities

Improvement of cybersecurity 
baseline

Creation of trusted network of 
contacts

Centralised incident notification

Perimetral assessment

Better backup procedures

Better ENS coverage

Starting point to ask for Europe’s 
recovery funds

Benefits for CSIRT-CV

Unified management

Capacities improvement

Independent input channel

Synergies
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Questions?
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¡ Thank you very much !

☺



C/ Ramiro de Maeztu Nº9 46022 Valencia, España

Teléfono: +34-96-398-5300  Email: csirtcv@gva.es 

www.csirtcv.gva.es | csirtcv@gva.es 

facebook.com/csirtcv | twitter.com/csirtcv


