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Intro and background

Bypass techniques analysis
Secondary DLL mapping
Direct system call invocation
Code splicing

Comparison and takeaways
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INTRO

Hooking is used to intercept function calls in order to alter or augment their behavior

User-mode hooks are used in many security products and tools
AVS\NGAVs
EDRs
Sandboxes
DLPs
And more...

Why?
Stable, simple (nevertheless, not without faults)
Lack of Patch Protection
Full context

Bypasses exist for a very long time

Last ~1.5 years there’s an increasing number of reports (malware and pentesters)
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https://www.blackhat.com/docs/us-16/materials/us-16-Yavo-Captain-Hook-Pirating-AVs-To-Bypass-Exploit-Mitigations.pdf

HOOKING BACKGROUND
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Kernel
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Application

kernel32!CreateProcessA

kernel32!CreateProcessinternalA

kernel32!CreateProcessinternalW

ntdll!NtCreateUserProcess

ntoskrnll...

ntoskrnl!NtCreateUserProcess

ntoskrnll...

User

Kernel

Application

Kernel32!ReadProcessMemory

KernelBase!ReadProcessMemory

ntdll!NtReadVirtualMemory

wow64cpulX86SwitchTob4BitMode

wow64!\Wow64SystemServiceEx

ntdll!NtReadVirtualMemory

ntoskrnl!...

ntoskrnl!NtCreateUserProcess

ntoskrnll...
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HOOKING BACKGROUND

Inline Hooks

Control flow instructions

function_A:
0x401000: 900204000 jmp hook_A
0x401005: 89 nop
function_A: 0x401006: 50 push eax
0x401000: 55 push ebp 0x401007: 8b44240c  mov eax, [esp + 0xc]
0x401001: 89 e5 mov ebp, esp 0x40100a: ...
0x401003: 83 ec 40 sub esp, 0x40 ‘
0x401006: 50 push eax hook A:
8)):28188; 8b 44 24 Oc mov eax, [esp + Oxc] 0x402000: 55 S 5
0x402001: 89 e5 mov ebp, esp
0x402003: 83 ec 40 sub esp, 0x40

0x402006: €906 104000 jmp function_A +6
Generatlng exceptions

function_B: function_B:

0x403000: 55 push ebp 0x403000: cc int 3
0x403001: 89 e5 mov ebp, esp ‘ 0x403001: 89 e5 mov ebp, esp
0x403003: 83 ec 50 sub esp, 0x50 0x403003: 83 ec 50 sub esp, 0x50
0x403006: ... 0x403006: ...
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BYPASS TECHNIQUES ANALYSIS

Secondary DLL mapping



BYPASS TECHNIQUES
Manually Load DLL From Disk

ReadFile() + Reflective Loading

FormBook, reported by FireEye
Infostealer
Referred to as "Lagos Island method”

Loads ntdll.dll

Code injection and Process Hollowing
File system and registry access
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https://www.fireeye.com/blog/threat-research/2017/10/formbook-malware-distribution-campaigns.html

BYPASS TECHNIQUES
Manually Load DLL From Disk

ntdllINtClo=s=:

775b54c8 bE3z000000 mowr geax, 32h

775b54cd balO03ife?f mow gdx, of fzet SharedlszerDatalSy=temCallStub
775b544d2 f£12 call dword ptr [edx]

775b54d4 =20400 ret 4

0:000> u poi{SharedlserDatalSy=tenCallStub) 13
ntdll | KiFastSy=tenCall :

775b70b0 Abd4 oy edx, esp
775b70b2 0f34 syzenter

ntdll | KiFastSy=tenCal lRet :

775bY0b4 =3 ret

|D:DDD}"

0:000: nu 0066548 L4

0066548 bBE3Z2000000 Mo gax, 32h
006654cd badcsBE58900 Mo edx, 39854Ch
00eetdad:s f££12 call dword ptr [edx]
00ea54d4 20400 ret 4

0:000: nu poi(0x898354C) L3

00e670b0O B8bd4 mow edx, esp
00ea?0b2 0Of34 sy=enter

00e6e70b4d =3 ret

|D:DDD}"
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BYPASS TECHNIQUES
Manually Load DLL From Disk

.f_.u,"' Event Properties
P

|Euent IPrncess

Stack

Frame Module

E 10  ntkmilpa.exe

Location

ZwTield Execution + (b 56

Address FPath
kcBZalelea CAWindowshsystem3Z2hntkmilpa.exe
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0:000r laddres= 0xczZ0000

T=zage:

Ba=se Addres=s:
End Address:
Fegion Size:

State:
Protect :

Type:

Allocation Bas=e:

Allocation Protect:

I 11 Zunboriomwm = b hddd b hddd
L e d250cfcS9ded 9585, .. dZ250cfcS9ded 9585, .. e OE6F 7 A Users Win 7 Desldop®worc\wd250c
L1z dZ250cfcSdedShE5. . dZ250cfcSdedShE5. . 10978712 C o Users  Win M Deskdopworkc wd 250c

<unknown s

ooez0oooo
ooesb0onn
goz27b00on
goooiooo
gooooo4n
goozoaoo
ooez0oooo
oooooo4n

0:000: laddres=s 0x77Y570000

T=zage:

Ba=e Addres=s:
End Addre=s=:
Fegion Size:

State:
Protect :

Type:

Allocation Base:

Allocation Protect:

Image FPath:
Module Hame:

Loaded Imagse Hame:
Mapped Image Hame:

Inage

F7EF0000
77571000
goooilo0o
goooilo0o
gooooonz
Qlroooono
F7EF0000
ooooooan

MEM COMMIT
PAGE EXECUTE READWEITE
MEM FPRIVATE

PAGE EXECUTE READWEITE

MEM COMMIT
PAGE READONLY
MEM_IMAGE

PAGE EXECUTE WRITECOPY

ntdll.dll

ntdll

CosWindows~S¥YSTEMI2w~ntdll . dll

0:000> |
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BYPASS TECHNIQUES
Clone DLL

CopyFile() + LoadLibrary()

Hancitor, reported by MalwareBytes

Downloader

Copies kernel32.dll
Call CreateProcess as part of Process Hollowing
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https://blog.malwarebytes.com/threat-analysis/2018/03/hancitor-fileless-attack-with-a-copy-trick/

BYPASS TECHNIQUES
Clone DLL

Brealpoint 0 hit

push - kernel32 | CopyFileE=l:
call ebp+var_8 ; kernel32!ExpandEnvironmentStringsW Eﬁgagfﬁguﬁgéfiesp+4} push 18h
mov R S S 05c7ecdl  "C:~Windows“system32-kernel3Z? . dll"
F“J;'-h : ¥ Lrea _';'F L2 5 S DEE?EEED nmon
push esi ; module handle 0:006> du poii{esp+d)
call 5" ne_aeer T 0Sc7e=dl  "C wUsers ~Win?-AppData~Local-~Tenp"
cmp A e St B » LHEERTOT TOUR 05c?e=80 "~krnlidZ2 . dll"
pop X 0:006> g
pop B CX Brealpoint 1 hit
mow ebp+var_s|, eax kernel 32| LoadLibrarvil:
shor ol 766b3c01 8bif mow edi. edl

0:006: du poii{e=sp+d)
05z7e=d40 "C ~I=ers~Win?-AppData~Local>~Temnp"
05c7e=80 "~lkrnli? . dll”

kernel32 CreateProcessW is hooked: |D ;006 "
call
Mo [ebp+var_8], eax
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BYPASS TECHNIQUES

Clone DLL

“—F Event Properties

|Euent IPrncess Stack

Lo | eS|

Frame

K2

sl s gl
= S R
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Module Location Address Path
mtikmlpa.ee JwYieldbEwecoution + kbbb BZadelea CAWindows systemIZntkmipa.exe
rtdll.dll MtCreate UserProcess + (o k77156784 CAWindows \S5SYSTEMIZmtdll.dll
berml 32 dll CreateProcessintemal W + (7bd  Ic730cebdd  Chllsers’Win M AppData® Local Temp ol 32 dll
kermil 32 dll CreateProcessW + Zc e 73032079 CAllsers’Win W App Data® Local Temp oaml 32 dll
sunknown = ez Bf 1631 ez Bf 1631
0:006: !lmi lkrnl3z
Loaded Moduls Info: [lkrnl3z2]
Module: krnliZ
Baze Addre==s: 73020000
Image Hamse: C:~U=zer=s~Win?~Applhata~Local~Temp~krnlizZ. dll
Machine Type: 332 (138610
Time Stamp: |4ce?bisef Sat How 20 14:02:55 2010
Size: (d4000
CheclkSum: |[d70=hb
Characteristic=: |2107 pert

0:0063> !lmi kerneld?

Loaded Module Info:
Module:

Ba=sse Addre==:
Image Hame:
Machine Tvpe:
Time Stamp:
Size:

Checl-Sum :
Characteristic=s:

[lkernel3d2]

kernel3?z
7eee0000
CoWindows =syvy=temiZ2~lkerneli? dll
332 (I386)

d-=Yhief Sat How 20 14:02:55 2010

d4000
d? 0=hb
2102

pexrf

0:006> |
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BYPASS TECHNIQUES

Section Remapping

[Nt]CreateFile() + NtCreateSection(..., SEC_IMAGE, ...) + ZwMapViewOfSection()

Osiris, reported by MalwareBytes

Banking trojan

Remaps ntdll.dll
Process Doppelganging\Hollowing hybrid (“Transacted Hollowing”)
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https://blog.malwarebytes.com/threat-analysis/2018/08/process-doppelganging-meets-process-hollowing_osiris/

BYPASS TECHNIQUES

Section Remapping

.E_J." Event Properties | = || =] ||-'E&|
| Event | Process | Stack
Fame  Module Location Address Path
K. 10 ntkmipa.exe ZwYieldExecution + b56  [x8238elea  C:\Windows'system3Zntkmipa . exe
11 ritdll dll MtCreateFile + Qo Mc15450d4| CrWindows'System 32 wntdll dll
)12 e7d3181ef643d77h..  e7d3181ef643d7 70 Az 11 CUsers"Win T Deskdop worca 7d 31
U113 e7d3181ef643d77h.. e7d3181ef643d770... (x44aadd CAlUsers " Win T Desktop work e 7d 31
U 14 e7d3181ef643d77h.. e7d3181ef643d770... Ox44d 251 CAlUsers " Win T Desktop work e 7d 31

¢ Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Toeols Options Help

2H | ABE | YAS =B #4F | &AB A(DM

Time o... Process Name PID TIDD  Operation Path Result Dietail

R2817.. Ee?d3151efﬁ43-:|... J044 2044 &% Load Image CWindows \System 32rtdll dll SUCCESS Image Base: (77R40000, Image Size: (k13c000
hZ28:25.. §'eidI181ef6d3d... 3044 2044 &% Load Image C:A\Windows  System 32 mtdll dl SUCCESS Image Base: 1500000, Image Size: (13000

0:000> !dlls —c ntdll

Nz00231dz28: C: ~Windows~SYSTEMIZ2»ntdll dll
Ba=e O=77540000 EntrvPoint 0x00000000 Size 0=0013=000
Flag= 0x30004004 LoadCount O=z0000ffff Tl=Index O=z00000000
LDFEF_TIMAGE_DLL
LDFEF_EHTRY_ FPROCESSED

0:000> 1dlls —c Ox01500000
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BYPASS TECHNIQUES ANALYSIS

Direct system call invocation



BYPASS TECHNIQUES
NTDLL Parsing

Calling system calls directly
DarkGate, reported by enSilo

Crypto miner and stealer

Used for Process Hollowing and writing to the registry
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https://blog.ensilo.com/darkgate-malware

BYPASS TECHNIQUES
NTDLL Parsing

=1 Event Properties ||| = |[Q]

Event | Process | Stack

Frame  Module Location Address Path

K 2 ntkmilpa.exe AlwYieldBxecution + kbbe ([x8Zadelea C\Windows'system32'\ntkmipa.exe
a3 darcgate exe darkgate exe + 2057 bed205 70 CAUsers " Win M darkgate exe
L4 darcgate exe darkgate exe + (Z20E6fe (bed 206G e CAUsers " Win M darkgate exe
5 darkoate exe darkgate exe + Z080a (bed2080a CAlUsers"Windarkgate exe
s darcgate exe darcgate exe + Zeled (edZeded CAUsers " Win M darkgate exe
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BYPASS TECHNIQUES
NTDLL Parsing

User ' Application ‘ User Application

Kernel32!ReadProcessMemory

kernel32!CreateProcessA

KernelBase!ReadProcessMemory

kernel32!CreateProcessinternalA —

kernel32!CreateProcessinternalW User wow64cpu!X86SwitchTo64BitMode

_ wow64!Wow64SystemServiceEx
e (T [ ndiiNtReadVirtualMemory |-

Kernel ntoskrnl!...

ntoskrnl!NtCreateUserProcess
ntoskrnl!NtCreateUserProcess

ntoskrnll... ntoskrnll...
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BYPASS TECHNIQUES

Heaven’s Gate

Make system calls from within WOW64 emulation layer
32-bit application on 64-bit Windows

Globelmposter, reported by enSilo

Ransomware

Used for Process Hollowing
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https://blog.ensilo.com/globeimposter-ransomware-technical

BYPASS TECHNIQUES

Heaven’s Gate

21 //
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0: kd: L
# REetiAddr Call Site
o0 fff££800° 02afb9d3 nt |HtCreateSection
01 0oooooo0" 0leatblld ntlKiSy=tenServiceCopyEnd+0x13
02 ?5bzl192e” YSbholiel Oxleatb0l
03 75bz3dfdb " YS5bodled 0x75bzl92e YSboldel
04 75bzl8ide” YSbol93e 0=x75bo3fdb” YSbodled
0% YS5bcd21lb” PEbod8c? 0xYSboli3e” YSbol93e
e 7751debe” 7751de?c 0x75bz421b° YS5bod 827
07 oooooooosooo0o0o0040 0x7751debe” 7751de?c
0: kd: u Oxleatbdl L7
Qooooo00 " 0leatbi0l 0Of05 sy=call
Qoo00000 " 0leatb0a 8945f0 mow dword ptr [rbp—-10h].eax
Qoooo0o00" 0leatble 0365fc add ezp.dvord ptr [rbhp—4]
QOo00o000" 0leatbi09 300000000 call goooooon” D1leathle
00a0o000 " Nleatble o744240423000000 mow dword ptr [rsp+4]. 230
QoOooo0o00" 0leatble 83042404 add dword ptr [r=p].0Dh
QOO00o00D0 " 0leatbla cb retf
|D: kd}“
1: kd: Lk
¥ Fetiddr Call Site
00 ff£££800°02afb9d3 nt!HtREeadFile
01 00000000 74fezel? nt | KiSystenServiceCopyEnd+0x13
0z 00000000 74fe29f5 wowbdcpu ! CpupSy=cal 15tub+0x9
03 00oo0oooo0” 75054286 wowbdcpu !l ReadWriteFileFault+0=x31
04 00000000 7505z69% . wowbed |FunCpuSimulation+0=a
05 00000000 77254323 wowed | WowedLdrplnitializet+lxdZa
O 00000000 77ab9780 ntdll ! ILdrpInitializeProcess+0xl17e3
07 oooooooos?7ae3?le ntdll! ¢Y ; FHODOBFM: . "string'+0x22790
08 00000000 00000000 ntdll!IdrInitializeThunk+l=e
H: kd}"
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BYPASS TECHNIQUES

Heaven’s Gate

User ' Application ‘ User Application

Kernel32!ReadProcessMemory

kernel32!CreateProcessA

KernelBase!ReadProcessMemory

kernel32!CreateProcessinternalA —

kernel32!CreateProcessinternalW User wow64cpu!X86SwitchTo64BitMode

_ wow64!Wow64SystemServiceEx

oo D [ ntdliINtReadVirtualMemory |
cernel [ NEOSKEAI

ntoskrnl!NtCreateUserProcess

ntoskrnl!NtCreateUserProcess

ntoskrnll... ntoskrnll...
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BYPASS TECHNIQUES ANALYSIS
Code splicing



BYPASS TECHNIQUES
Code Splicing (a.k.a. Byte Stealing)

Rebuild function stubs elsewhere

Commonly used by packers

CodeFork’s Gamarue, reported by Radware

Downloader for bots, spamming, miners...

Copies the first instruction of library functions it uses
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https://security.radware.com/malware/codefork-malware/

BYPASS TECHNIQUES
Code Splicing (a.k.a. Byte Stealing)

0:000r u eip LG

00334£f13 8b3d013£3300 mow edi.dwvord ptr d=:[333F01h]

00334£f19 33fe HOT ezi,e=1

00334f1b e807300000 pu=h a007h

N0334£f20 8975fc o dwvord ptr [sbp-4].e=1

Q0334f23 ££47 call edi

0:000x u po1i0x333£f01y L2

0033asbl Bbff o edi . edi

N033asbh: =99=9b3a77 Jmp kernel3i? |SetErrorHodeStub+0x? (7762d4a53)
0:000> dd 0x333£01

00333£f01 0033asbl 0033aesc0 0033asd0 0033ase=0

00333£f11 0033aef0 0033af00 0033af£f10 0033af20

00333£f21 0033af30 0033af40 0033af50 0033afel

00333£31 0033af70 0033afa0 0033af£90 0033afal

00333f41 0033afb0 0033afc0 0033afd0 0033afel

00333f51 0033aff0 0033b0O0O0 0O0O0O0O0OOO0 Q0033bL15s0

0:000> u 0=x33ascl0 L2

0033aecl Bbff oW edi,edi

0033asc: =9838713577 Jmp kernel 32 |CreateProcessW+0xs (F769204£)
0:000: u Ox33affl L2

0033aff0 Badn pu=h 40h

0033atfy =93c473977 Jnp kernel 32 |CreateToolhel pidSnapshot+0x2 (Y76t ?33)
W:DDD}||

0:000: u kerneli? | CreateProcessW 17

kernel 32| CreateProcessl:

77697044 3bif mow edl,=di
77R9204f G5 pu=sh ehp

0:000: u kerneli?!CreateToolhelpiZSnapshot L2
kernel i | CreateToolhel pidSnapshot

P7ecE?3dl 6adl pu=h 40h

P7ecf733 BR1BLRESYT push of f=et kernseli?
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BYPASS TECHNIQUES
Code Splicing (a.k.a. Byte Stealing)
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=7 Event Properties = |[ﬂ]
Event | Process | Stack
Frame Module Location Address Path
K 2 ntkmlpa.exe ZwYieldExecution + (kb56 B2alBelea C\Windows'system32 ntkmipa.ex
U3 ndldl MtCreatelzserProcess + (ke 77585784  C\Windows \SYSTEM3Z ntdll dll
U4 kemel 32 dll CreateProcessintemalW + (e/bd e/ 76debdd  CA\Windows'system32\kemel 32 dll
Us kemel 32 dl CreateProcess\W + (Zc O /77692079  C\Windows'system 32 kemel32 dll
Us “unknown > (e 33550F (b 33556f
U7z “unknown > (c3350a7 c3350a7
Uz (Gamarue_downloa... Gamarue_downloader_payload... (e4040f4 C:\Users"\Win 7\ Deslktopword\Gar
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BYPASS TECHNIQUES

Comparison

Technique Runtime Indicators Forensic Artifacts

\ERISENUNANETNDINM Callstacks missing relevant et IR e o e Significantly different from the
From Disk DLLs ¢ - Y norm

_ Changes to file system
Callstacks with unexpected

Clone DLL DLLs

Identical PEs in memory | \er level\dependencies can be

hooked

Y=o dle] s W2CIaaFToJollafed Multiple mappings of same PE Multiple mappings of same PE  Can’t be used for complex code

NTDLL Parsing Callstacks missing ntdll.dll Limited functionality

Callstacks missing WOWG64

Heaven’s Gate system DLLs

Limited functionality

Internal\lower level\dependencies
can be hooked

Code Splicing
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BYPASS TECHNIQUES

Summary

Used by all sorts of malware families
Sophisticated actors, though not necessarily APTs
Usually to mask the initial steps and establishing foothold

None of the techniques are actually new

Some techniques are not as commonly used in the wild
Unhook Flashbang\ReflectiveDLLRefresher: detectible and reversible
Bring Your Own Indexes (BYOI): version dependent
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https://breakdev.org/defeating-antivirus-real-time-protection-from-the-inside/
https://github.com/CylanceVulnResearch/ReflectiveDLLRefresher
https://secrary.com/Random/BypassUserHooks/

ANALYSIS AND DETECTION TACTICS

Events regarding system DLLs can be used as indicators
Copy, multiple read\load operations

Check the callstacks

Place hooks\breakpoints at non-trivial locations
Randomize as much as you can

Hook many different layers (“mine” the path)
Correlate user-mode and kernel-mode data

Use information provided by the OS (ETW)
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CLOSING REMARKS

These are only a handful of examples

Trivial to implement, simple to use (most have source code available)

Hardly any recent innovations, yet still very effective

MITRE ATT&CK doesn’t reference hook bypassing as defense evasion

Using user-mode hooks for security is not enough
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https://attack.mitre.org/

ENSIL

QUESTIONS?

é; www.breakingmalware.com

omri@ensilo.com @ in/omri-misgav
udi@ensilo.com @ in/udiyavo @ @UdiYavo
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