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IT-ISAC Mission

Share: Report, exchange, and analyze across the IT sector
information on electronic incidents, threats, vulnerabilities,
solutions and countermeasures, best security practices, and
other protective measures;

Trust: Establish a mechanism for systematic and protected
exchange and coordination of information and trusted
collaboration; and

Lead: Provide thought leadership to policymakers on cyber
security and information sharing issues.




[T-ISAC Capabilities

* 24x7 Response Operations Center

* Technical Committee for facilitating information sharing
among members

* Special Interest Groups (such as the Emerging Threat SIG)
to focus on specific member defined issues

* Training and Education initiative

* Secure member portal




Panel Objectives

* Facilitate the sharing of effective information sharing practices
and triggers

* Explore barriers to sharing information across borders and
identify solutions

* Identify gaps in current capabilities and promote solutions to
plugging those gaps.




Topic 1: Corporate Polices

* Does your company have set triggers for
sharing

* Who do you share with?

* What value is there in your sharing?




Topic 2: Global Considerations

* What'’s your corporate philosophy about
sharing with national governments?

* How do you address critical infrastructure
issues in other countries or regions?

* As multi nationals, how do you coordinate
with law enforcement?




Topic 3: Gaps

* Do we have regional gaps in information sharing
and incident response?

* Do we have gaps in detecting or responding to
threats on the Internet Infrastructure?

* How do we plug these gaps?
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