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Risk assessmen
and
risk managemen

Track
standardisation

Information exchange
nd cooperation

Promote
best practices

Becoming a centre
of expertise

Giving advice and
assistance to
Commission and
Member States
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*onica Structure of ENISA

ENISA

» 25 Member States representatives
« 3 Commission representatives
« 3 Stakeholders (Industry, academic, consumers)

* Mr. Andrea Pirotti
« 38 staff (end of 2005) and 44 staff (2006)

» 30 Members from industry, academic and consumers

* 5t0 9 Leading NIS experts
» 4 Working Groups foreseen in 2006
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» Approve Working program
» Approve budget

* “Lead the Agency”
* Reports to MB

e Input for WP and WG-work
* Reports to ED

 Technical advice on specific questions/tasks
* Reportto ED
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Organisational Chart of the European Network and Information Security Agency
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. . Public Relstions
P olicy Adviser Ofiicer

Administration Department Technical D epartment Cooperation and Support
Head of Administration Head of D epartment Department
Secretary Secretary Head of Cepartment
Secretary
Human Resources . Computer Incident and
| HR Ofiicar || Rlzlgm:‘lggegﬁ'ﬂi || Response Handling
it ] Juniar Exert AL
HE Junior Assistant Juniar Expert
Finance Awareness Raising
Budget Officer Hetwork and Information || Seniar Expert
Accountant Secwurity Technologies Junior Expert
Firencial Assistant — Seniar Expert dunior Expert
HR/Budget Lisizon Officer Jurnior Expert
Assistant Juniar Exert Relations with EU
Bodies and Member
States
Legal Services | Senior Exgpert
— Legal Advizer Junior Expert
Procurement Officer Technical & Procedural Juriar Expert
Security Policies
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| IT Assistant | Senior Expert
ge===ani Junior Expert
Juniar Expert
4¢ Secretary to the Units
—{ Secretary to the Units L Secretary to the Units
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 ENISA budget is allocated by the European
Parliament and Council

e Total budget 2004 - 2008 is EUR 34.3 min
e 2005 budget is EUR 6.8 min

* Preliminary Draft 2006 budget is EUR 6.8 min
— Personnel (EUR 3.6 min)
— Functioning of the Agency (EUR 1.35 min)
— Operational Expenditure (EUR 1.85 min)



:*en}sa Start-up phase 2005

« ® Secuwrity Agency

7 Seconded National Experts

P2/4 Signing Seat Agreement

Selection and Establishment
of the ad hoc WGs

1/5 — Financial|Independence

Establishment of the Work Programme 2006

join ENISA
1
Selection and Establishment .
of the PSG }‘ 28/2 - PSG Meet|ng ’ 2/6 - PSG Mesting
‘ 11/3 - Management Board Meleting 30/6 - ENISA
‘ Newsletter




:*en}sa Operational phase 2005

* ¥ Secuity Agency

Move to Heraklion, Crete

Experts take up duties

" 9112
‘ 30/9 - Management Board Meeting

\ 4
\ 4

Establishment of the Work Programme 2006

" 26/9 - WG Meetings ‘

18/11 ‘NLO’ Day
‘whq is who dire

- PSG Meeting

xx/1P — WG
Reports

ctory’
13/12 Workshop

on CERTs

14/12 Workshop

on Awdreness

Raising
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“=. | ENISA - EuRoPEAN NETWORK AND INFORMATION SEGURITY AGENGY

Doc. type: Decision Ref MB 2005/02

WORK PROGRAMME 2005

“INFORMATION SHARING IS
PROTECTING”

1. Ad-Hoc Working-Group CERT COOPERATION AND
SUPPORT

2. Inventory of CERTSs in Europe
3. Workshop CERTSs in Europe
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l] 9 Independent CERT Experts [

Technical Advise to ENISAs Executive Director
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20.06.2005

TERMS OF REFEEFNCE FOR THE AD HOC WORKING GROUP ON CERT
COOPERATION AND SUPPORT

1. Background and objectives

EMNIZA has been established to develop a culture of security by ensuring a high and effective
lewvel of network and information security. In order to achieve this goal the Agency shall
enhance the capabilities of Community, Member States and business comtunity to prevent,
address and respond to such network and information security issuss.

 Validated Inventory of CERTs
 Gap analysis of areas not covered by CERT services
« Recommendations for enhancing co-operation between CERTSs

e Checklist on how to establish a CERT and of recommended
training

 Report as input to the Management Board

11
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WP2005: Inventory

kT, B Cermany
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+ enisa CERTBw
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R ol ComCERT
= dCERT
CERTs in Europe ., . ;
ESACERT
FSC-CERT
5 United Kinadam GHS-CERT
BT 5B5 mCERT
BTCERTCC Micro-BIT
CITIGROUP (UK) PERMALAH
DAH-CERT PRE-CERT
E-CERT RUS-CERT
EUCS-IRT S-CERT
JAHET-CERT SECU-CERT
MLCIRT (UK) Siemens-CERT
MODCERT T-COM-CERT
OGCBS Telekom-CERT
OXCERT
Q-CIRT B0 lreland
RESG HEAHET-CERT
RM CSIRT
Sky-CERT
UHIRAS
== The Metherlands
AAB GCIRT
AMMC-CERT
CERT-IDC
CERT-KUH
CERT-RUG
CERT-UU
GOVCERT.HL /
KPH-CERT 78
SURFnet-CERT f
UvA-CERT ol
I Belgium
BELHET CERT
HCIRC CC
G S - e
et CERT.PT
CERT-LEXSI ey
CERT-Renater = Spain
esCERT-UPC
IRIS-CERT
SIAPI-CERT

o Luemboury

LUX-CERT
CSRRT-LU

EEewitzerland
CC-SEC

CERH CERT
IP+ CERT
05-CIRT
SWITCH-CERT

lceland Parnay Sweden BER
RHnet CERT HorCERT SITIC
UniMett CERT SUHet CERT
© TS-CERT /d
sA UU-IRT o ¢
e i, 3
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CERT ENEL
CERT-IT
CERT-RAFVG
GARR-CERT
GOVCERT.IT
520C
S0C-IDS-CEl

ALt —
ACOnet-CERT

natta "l
mtCERT

Greece B=
AUTH-CERT
GRHET-CERT

Finland
CERT-FI
ETSIRT
Funet CERT
Hokia HIRT

Lithuanis [
LITHET CERT

RUZZiS
RU-CERT
WebPlus ISP

Poland mes

Abuse TP 5. A.
CERT POLSKA
PIOHIER-CERT

Crech Republic B
CESHET-CERTS

Huncgary
CERT-Hungary
HUH-CERT
HIIF-CSIRT

Slovenia e
SI-CERT

e,

Croatia S

| CARHet CERT

Cyprus
CYPRUS

CERTs in Burope w11 & European Metwork and Information Security Agency (EMISA), 2005
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4 ¥ Security Agency Legal Issues
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Co-Operation
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BEST PRACTICES 13
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enffa WP 2006

Outlook 2006

* Focus “Setting Up of CERTS”

* Facilitate Staff and Management Training
 Promote “CERT-idea” (where appropriate)
e Discuss alternatives

o Attend meetings & cooperate

 Respond to requests
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 Meetings
— 2005: Dec (Crete)
— 2006: Feb (Vienna), May (Crete), Sep (Rome)

e Initial input to work programme 2007

e E-mall discussions to inform ENISA
— Lessons to learn from Sony rootkit incident
— How to plan for future worms
— Educating users, vendors & regulators
— Professionalising IT security
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i+ Contact Detalls

ENISA

(European Network and Information Security
Agency)

Marco THORBRUEGGE

Senior Expert Computer Security and Incident
Response

Cooperation and Support Department
+30.2810.39.1372
marco.thorbruegge@enisa.eu.int
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