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How	poliDcally	moDvated	actors	
aGack	



disclaimer	
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 there are a lot of politically motivated actors 
 

  
 in this talk I will mainly focus on 2 groups 

 
 

 Pawn Storm (aka APT28, Fancy Bear,…) 
 

 C Major  
 

  
  
  
  
  

 
 

  
  
 



2015-16:	poliDcal	actors	enter	people’s	
lives	
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April	2015	–	TV5	
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April	2015	–	TV5	Facebook	page	
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October	2016	
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2016	–	Pawn	Storm	contacts	media		
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December	2016	
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Pawn	Storm	seeking	contact	with	media	
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 Why is that ironic? 
   

 
 



Pawn	Storm	seeking	contact	with	media	
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     Pawn Storm tries to compromise media 
  
  

 
  
   

 
 



Pawn	Storm’s	poliDcal	aGacks	
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 2015: Bundestag 
   National Democratic Institute (US) 

 
 2016: Turkish Parliament 
   DNC 
   CDU 
   DCCC 
   Parliament Montenegro  
    

 
 



Pawn	Storm’s	poliDcal	aGacks	

Copyright	2014	Trend	Micro	Inc.	 12	

 2017: Konrad Adenauer Foundation 
   Friedrich Ebert Foundation  
   Emmanuel Macron 
    

 
 



Konrad	Adenauer	phishing	site	

Copyright	2014	Trend	Micro	Inc.	 13	

  
  
  

 
  
   

 
 



Growth	of	2nd	stage	C&C	Pawn	Storm	
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facilitators	–	locaDon	of	C&C	servers	
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fake	news	collector	–	likely	Pawn	Storm	
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TM	paper	
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Trend	Micro	blog	about	mobile	malware	
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Summary	of	C-Major	
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C-Major	characterisDcs	
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 many campaigns 
  
 malware usually poorly detected 
  
 heavily focused on military targets 
   

 
 
 



C-Major	characterisDcs	
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 social engineering pretty good 
  
 some use of n days… but limited 
  
 use of social media like Facebook 
   

 
 
 



C-Major	characterisDcs	
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 malware: 
  
 - Windows 
 - Android 
 - BlackBerry 
 - IOS (?)  
   

 
 
 



C-Major	characterisDcs	
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 Windows malware 

 
 simple, but effective 
 modular 
 full spying suite  
 encryption added, later not used 

 
 probably off the shelf malware as well 
  
  
   

 
 
 



1st	stage	malware	–	very	basic	
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 - it reports back to C&C 

 
 - gets an updated version 

 
 - can install additional components 

 
 



1st	stage	malware	–	very	basic	
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 no encryption 

 
 hardcoded C&C IP  
  
 hardcoded backup C&C domain 

 
 campaigns use different TCP ports 

 
 
 

  
 



1st	stage	malware	–	very	basic	
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1st	stage	malware	–	very	basic	
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 actor is VERY sloppy with the C&C  
 backup domain 

 
 usually not registered 

 
 sometimes an existing domain….  

 
 
 

  
 



Biggest	target	
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is	C-Major	more	than	
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Pakistani	targets	
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Iran	
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Iran	gets	targeted	significantly		
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 IPs from ~55 unique Iranian ASNs 
 including universities 
  
 filename: bazi irani.exe 
  
 dedicated botnet: 

   
 C&C: 91.194.91.104, vpnbackups360.com 
 port 11011 

 
  

 
 
 



Afghanistan	

Copyright	2014	Trend	Micro	Inc.	 34	



dedicated	botnet	Afghanistan		
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 IPs from ~8 unique Afghan ASNs 
  
  
 213.136.94.203 , myhosting36.com   
 port 11011 

 
  

 
 
 



dedicated	botnets	Pakistan		
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 probably targeting dissidents 
  
 C&C 
 5.189.161.200, webserver246.com  
 port: 7865 
  

 
 
 



Long	tail	of	targets	
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 AE   BH 
 CD   EG 
 JO   MM 
 MU   MV 
 RW   SA 
 SC   SD 
 TR 
  
  
  
  

 
 
 



locaDon	of	C&Cs	
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 used to be mainly at 
 Contabo, DE 
 Digital Ocean 

 
 now also at  
 Leaseweb 
 HostKey 

 
 
 



skill	level	of	this	actor	
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 Good / reasonable:  
 targeting 
 social engineering 
 stable hosting 

 
 Bad / mediocre 
 malware 
 0days 
 global impact 

 
 



nothing	to	worry	about	it,	right?	
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our	invesDgaDon	started	with	this	e-mail	

Copyright	2014	Trend	Micro	Inc.	 41	

  
 



QuesDon	
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how will actors like C Major  
develop over the next few years 

 
 



QuesDon	
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how will actors like C Major  
develop over the next few years 

 
 

Will they perhaps learn from Pawn Storm? 
 

  Will they get more aggressive? 
 
 
 
 



Lessons	to	learn	
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 better malware  
 

 0days 
 

 credential phishing 
 

 disruptive campaigns (TV5) 
 

 influencing public opinion 
 

 influencing events 
 

    
 
 
 



Pawn	Storm	also	quick	learner	
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 fast use of Hacking Team exploits 
 

 use of IDN domains in phishing 
  [not new, but in news April 14 2017] 

 
    

 
 
 



Pawn	Storm	is	also	an	eager	student	
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Pawn	Storm	credenDal	phishing	
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Pawn	Storm	does	LOTS	of	targeted	phishing	

	

	



why	is	credenDal	phishing	a	big	deal?	
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 - often starting point attack 

 
 - unexpected attack angles 

 
 - risky features that enable  
   social engineering 

 
  

 
   

   
  

 
 

 
   

 
 
 



why	is	credenDal	phishing	a	big	deal?	
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 unexpected attack angles   

   
  

 
 

 
   

 
 
 



Bethany	got	Gmail	phishing	Jan	26	2015	
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SHE DID NOT CLICK ON THE PHISHING LINK 



GloZell	got	Gmail	phishing	Jan	26	2015	
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SHE DID NOT CLICK ON THE PHISHING LINK 



Hank	got	Gmail	phishing	Jan	26	2015	
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HE CLICKED ON THE PHISHING LINK  
  SURE, JUST TO FIND OUT WHAT IS GOING ON  



high	profile	target:	the	White	House	
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Hank	clicked	–	so	what?	

This	is	one	of	the	MANY	aIacks	and	it	
is	only	the	first	stage.		

	

Pawn	Storm	does	get	into	the	US	
government	networks	
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John	Podesta	did	click	
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domesDc	espionage	
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Pawn Storm targeting 
 
-  Russian artists 
-  Russian Journalists  
-  Russian scientists 
-  some Duma members 
-  mail.ru developer 
-  Russian military attache NATO country 
-  former Russian prime minister  

 



domesDc	espionage	
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many “small” APT actors are already  
 
good at domestic espionage 

 



journalists	–	targeted	all	the	Dme	
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 CLICKED ON YAHOO PHISHING LINK ON DEC 2014   



NYT	targeted	

	

	
	

	

	
	

	
Copyright	2014	Trend	Micro	Inc.	 59	

Dec 23 2014: 40 employees attacked   

 Dec 30 2014: 16 employees attacked   

 
 
corporate e-mail NYT outsourced to Gmail 
  



OAuth	abuse	
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OAuth	abuse	
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OAuth	abuse	against	Yahoo	users	
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OAuth	abuse	against	Yahoo	users	
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OAuth	abuse	against	Yahoo	users	
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OAuth	abuse	
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phishing	–	more	advanced	
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Pawn	Storm	is	also	targeOng	high	profile	
companies	directly	with	fake	OWA	servers	



phishing	–	NATO	armed	forces	
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webmail-mil.dk	

	

webmail.exerclto.pt	

	

web.mailmil.lv		

	

webmail-mil.gr	

	

	



targeted	phishing	by	Pawn	Storm	
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the	list	of	phishing	domain	is	endless	

	

and	will	conOnue	to	grow	

	

root	cause	
	



too	many	webmail	servers	
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too	many	webmail	servers	of	criOcal	
organizaOons	online…	

	



too	many	OWA	servers	
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why	is	it	dangerous	to	expose	your	webmail	to	
the	internet?	



how	do	targets	open	fake	OWA?	
OperaOon	Pawn	Storm	has	an	extremely	simple	
trick	to	lead	targets	to	the	fake	OWA	site	
	
Read	more	on	Trend	Micro’s	blog	–	Oct	24	2014	
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Academi	aka	Blackwater	
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Academi	–	phishing	site	
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Academi	example	
- employee	gets	an	e-mail	that	interests	him	
- e-mail	has	link	to	typo	squaIed	news	site	
	

	tolonevvs.com	
	
- click	on	link	and	get	redirect	to	tolonews.com	
-  tolonevvs.com	has	obfuscated	javascript	
- not	malicous,	sets	open	windows	property	to	

	webmail.academl.com	
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Target	clicks	link	in	OWA	e-mail	
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Simple	JavaScript	
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Simple non-malicious javascript 



OWA	“closed”	à	phishing	
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other	targets	with	tab	nabbing	
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webmail	should	be	locked	down	
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-  mandatory VPN 
-  two factor authentication 
-  physical security key (works with Gmail) 
  
 
 
  

  



some	lessons	learned	
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   Operation Pawn Storm is  
 
-  very aggressive, impact on average citizen 
 
-  tries to influence public opinion 

-  tries to interfere with elections / events  

-  other actors will learn from them 

 
 

 


