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The Rise of “Branded” 
Vulnerabilities





Basic Idea
There are Bad Vulnerabilities

There are Loud Vulnerabilities

And there are some that are Bad and Loud

Attention is a limited resource.

We want to optimize attention against risk. How are we doing?
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Basic Idea

Attention



Defining Terms
Badness:

● EPSS - (Point in Time)
○ >.9 (as of 8-22-23 pull)

● Known Exploited Vulnerabilities (CISA) - KEV

Attention:

● Google Trends - Point in time (and buggy)
● Google Search Results (how many results you’d get now)
● NVD References



Badness vs. Attention



Defining Attention
Google Trends

- Measured at a point in time
- Relative to some benchmark amount
- Only 5 terms at a time

Search Results

- Measured as if you searched today
- Can limit to keyword matching
- Rate limited

CVE References

- Vendors
- US Gov



We’re paying more attention!

Median Google Search Results for KEVs

Broken out by year of CVE



We’re paying more attention -
sooner!



Does Attention Correlate with 
EPSS?

EPSS vs Google Search Results



Log Scale

EPSS vs Google Search Results
Log Scale



Trendiness vs Total search 
Results (KEV only)

Google Trend Max vs Search Results



Ok but what about recently?



What are we not paying attention 
to but maybe should?

Google Search # < 20%

EPSS >= .9

44 CVEs in KEV

● More obscure products
● Older



What are we paying too much 
attention to?
Google Results above 80% percentile

EPSS < .2

● Newer
● More mainstream
● Security Cos



Corresponding Trends



Are attackers (and researchers) 
building exploits faster?



Are attackers using more server -
side exploits?



Shoutout 
“These growing nation-state attacks coincided 
with organizations struggling to manage an 
explosive landscape of vulnerabilities that 
amplified systemic risk. 

The constant disclosure of vulnerabilities 
affecting legacy infrastructure like Microsoft 
Active Directory continued to burden security 
teams and present an open door to attackers, 
while the ubiquitous Log4Shell vulnerability 
ushered in a new era of “vulnerability 
rediscovery,” during which adversaries modify 
or reapply the same exploit to target other 
similarly vulnerable products.”

https://go.crowdstrike.com/rs/281-OBQ-266/images/CrowdStrike2023GlobalThreatReport.pdf



Do Popular Vulns Bring More 
Vulns?

CVEs are so fetch

P-value (one-tailed): 
1.4937050372030368e-57



Examples

ProxyLogon
March 2021: CVE-2021-27065
Microsoft Exchange Server Remote Code Execution Vulnerability (HAFNIUM Exploited)

Adobe:
July 2018: CVE-2018-4993, CVE-2018-4979
Adobe Acrobat Pro DC URL Parsing Insufficient Verification of Data Authenticity 
Information Disclosure Vulnerability

Oracle:
January 2020: CVE-2020-2551, CVE-2020-2555

CVE-2020-2551: Unauthenticated RCE In Oracle WebLogic



Wild Speculation



More Vulns = More Bad Vulns



Finally: Let’s Forecast



KEVs in 2023, 2024

Predictions:

2023 KEVs = 169
2024 KEVs = 183



Predicting Headliners
How many headliners can we expect next year? Predictions:

Coolkid = lots of 
search results

Trendy = Spike in 
interest

2023 CK = 17
2024 CK = 19

2023 Trendy = 7
2024 Trendy = 8



In Summary

Attention breeds more 
vulns

More Attention

Sheer volume means 
more bad ones

More Vulns

And Attackers seem to 
be using them more

Faster Exploit 
Turnaround
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There is Hope
Against increased speed of disclosure and exploitation, we also need to increase 
speed of prioritization and action.



There is Hope

KEV updating faster

Good Job, KEV!

Against increased speed of disclosure and exploitation, we also need to increase 
speed of prioritization and action.



In The Future

KEV updating faster

Good Job, KEV!

EPSS, SSVC Helping orgs 
prioritize and execute

Against increased speed of disclosure and exploitation, we also need to increase 
speed of prioritization and action.



There is Hope
We need to improve our attention precision - that is, ensure we as defenders are 
paying the right amount of attention to the right vulnerabilities.

We need to evaluate context when adding attention to a vulnerability.

Is it being exploited (maliciously?)

What is the EPSS Score?

What does it enable? ( RCE, Info Leakage, etc)

How widespread is it?

“EPSS is more valuable when you don’t know if something is actively being exploited or not.”



Bonus Section!
You’re Welcome?



R.I.P. cvetrends.com



Where did you go?



And so… www.vulntrends.com
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