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Q&A :
O— Beacon Analysis
Feel free to ask questions at any Analysis of the encrypted network
moment traffic between a Cobalt Strike
® beacon and a Team Server @}
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Network traffic analysis
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cobaltq“ruls[ﬁ?

SCREENSHOTS TRAINING

Software for
Adversary
Simulations and Red
Team Operations

oomioe

Adversary Simulations and Red Team
Operations are security assessments
that replicate the tactics and techniques
of an advanced adversary in a network.
While penetration tests focus on
unpatched vulnerabilities and
misconfigurations, these assessments
benefit security operations and incident
response.
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BLOG

Defining Cobalt Strike
Components So You Can BEA-
CONfident in Your Analysis

ALYSSA RAHMAN

OCT 12, 2021 | 23 MINS READ

#MALWARE #THREAT RESEARCH

Cobalt Strike is a commercial adversary simulation software that is marketed to red teams but
is also stolenand actively used by a wide range of threat actors from ransomware operators to
espionage-focused Advanced Persistent Threats (APTs). Many network defenders have seen
Cobalt Strike payloads used in intrusions, but for those who have not had the opportunity to use
Cobalt Strike as an operator, it can be challenging to understand the many components and
features included in this framework.

In this blog post, we will walk through important definitions and concepts to help defenders
understand Cobalt Strike and, hopefully, identify new ways to hunt for, respond to, and attribute
malicious actors using this tool
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https://blogs.blackberry.com/en/2021/10/blackberry-shines-spotlight-on-evolving-cobalt-strike-threat-in-

*2zBlackBerry.

Intelligent Security. Everywhere
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ReposHub

<> Miscellaneous </> Office </> ORM </> Database Drivers </> Build Automation < More

Cobalt Strike 4.4 : Wipe Your Ass With The Real Cobalt Strike

Cobalt Strike 4.4 (August 04, 2021)

7af9c759ac78da920395debb443b9007df5 1fa66a48f0fbdaafb30b00a8a858 Cobalt Strike 4.4 Licensed
(cobaltstrike.jar)

Distribution Packages (released with Cobalt Strike 4.4)

5adf9d086a2f59be9095458f207de9e947a05696e63365a4da02acdc17caal130 Cobalt Strike MacOSX Distribution
Package (20210804) 8331a77fb2f81ce9697954668f441f02813789c24b47d077 1ffdceddf8d91fe Cobalt Strike Linux
Distributions Package (20210804) fdcc265fcf1d87bdfd0f7ea91138d7d9f8128f8ed157d427317619002aadd 17d
Cobalt Strike Windows Distribution Package (20210804)

WWW.NViso.eu
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ReposHub
</> Miscellaneous <> Office </> ORM </> Database Drivers </> Build Automation 4 More...
USAGE:

® First you will have to unpack cobaltstrike.7z

* Jteamserver "ip_address” "password” ['malleableC2profile” "kill_date"]

o

o

o

e then Run on a different terminal : ./start.sh
* put your pass and ur username and click connect
o THATSIT!

KITS [for now]:

e Artifact Kit
* Mimikatz Kit

TO DO:

NVISO Y

IP Address - (mandatory) Enter the externally reachable IP address of the team server. Cobalt Strike uses
this value as a default host for its features.
Password - (mandatory) Enter a password that your team members will use to connect the Cobalt Strike
client to the team server.

Malleable C2 Profile - (optional) Specify a valid Malleable C2 Profile.
Kill Date - (optional) Enter a date value in YYYY-MM-DD format. The team server will embed this kill date
into each Beacon stage it generates. The Beacon payload will refuse to run on or after this date and will
also exit if it wakes up on or after this date.

WWW.NViso.eu
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Cobalt strike
MANUALS V2
Active Directory

I Tier . Increasing privileges and collecting
information

1 . Initial exploration
1.1 . Search for company income

Finding the company's website

on Google : SITE i revenue (mycorpora
"mycorporation.com revenue" )

check more than 1 te, if possible

(owler, manta, zoominfo, dnb, rocketrich)

ion.com | revenus) (
non

1.2 . Defined by AB

1.3 . shell whoami < ===== who am I

1.4 . shell whoami / groups -> my rights on the bot (if the bot came with a
blue monik)

1.5 . 1 . shell nltest / delist: <===== domain controllers
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Team Server = C2 Server
Beacon = Bot
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Team Server = Management Ser
Beacon = Agent
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c2ktatic
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Cobalt Strike View Attacks Reporting Help

OR O EH=¢ 8 LPUXwBED o B G

external internal ~ user computer note pid last

0.0 0000 0.0 A AE QEI

"
Kl 54.197.211.22 172.30.0.175 PIRE WIN-UC1QENHV... 7752 2s

Beacon 172.30.0.175@7212 X

Beacon 172.30.0.175@7752 X

beacon> shell dir c:\

[*] Tasked beacon to run: dir c:\
[+] host called home, sent: 38 bytes
[+] received output:

HWIRE C PRMIRSHEE.

IREFSR: E206-3785

c:\ BB

09/11/2017 - 30 out.txt
26/07/2012 : <DIR> PerflLogs
10/07/2014 : <DIR> Program Files
14/06/2017 : <DIR> Program Files (x86)
09/12/2017 2 <DIR> Users
16/07/2017 . <DIR> Windows

1 @R 30 fiycé

5 fAB# 14,901,997,568 {iytiHnH

[WIN-UC1QENHV2MS] PE# /7212
beacon>
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RSA(metadata)
I
AES(commands)

Beacon Server

RSA: public key RSA: private key
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Cobalt Strike: Using Known
Private Keys To Decrypt Traffic -
Part 1

We found 6 private keys for rogue Cobalt Strike software, enabling C2 network traffie
decryption.

The communication between a Cobalt Strike beacon (client) and a Cobalt Strike team
server (C2) is encrypted with AES (even when it takes place over HTTPS). The AES key
is generated by the beacon, and communicated to the C2 using an encrypted metadata

blob (a cookie, by default).

WWW.NViso.eu
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Beacon analysis

Share View

|=| Documents

Manage

Application Tools

» ThisPC » Local Disk (C:) » Training » install

~

Name
3 Quick access )
: olefile-D.46
[ Deskto =
: S python-3.8.5
* Downloads

Date modified Type Size

11/18/2021 10:32 AM Compressed (zipp... 11D KB
8/15/2020 11:16 PM Application

| Pictures
J’! Music
B videos

@ OneDrive

3 This PC
J 3D Objects
[ Desktop
|=| Documents
& Downloads
Music

Pictures
Videos
Local Disk (C:)

= I

¥ MNetwork

2itemns 1 item selected 25.5 MB

5 Python 3.8.5 (32-bit) Setup

pgthfqn

Install Python 3.8.5 (32-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

® Install Now
C\Users'testuser1\AppData\Local\Programs'\Python\Python38-32

Includes IDLE, pip and decumentation
Creates shortcuts and file associations

—>» Customize installation
Choose location and features

Install launcher for all users (recommended)

windows

Add Python 3.8 to PATH I

www.nviso.eu | 23
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5 Python 3.8.5 (32-bit) Setup

pgth{c)ﬂn

windows

Optional Features

Documentation

nstalls the Python documentation file.
pip

nstalls pip. which can download and install other Python packages.
tel/tk and IDLE

nstalls tkinter and the IDLE development environment.
Python test suite

nstalls the standard library test suite.
py launcher [ for all users (requires elevation)

nstalls the global ‘py* launcher to make it easier to start Python.

Back Mext

NVISO Y
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B Python 3.8.5 (32-bit) Setup _

Advanced Options

l Install for all users I
[“] Associate files with Python (requires the py launcher)

Create shortcuts for installed applications

[ Add Python to environment variables

Precompile standard library

[ Download debugging symbals

[ Download debug binaries (requires VS 2015 or later)

Customize install location |
| CaPython3s-32 Browse

pgth{(){ﬂ

Wlﬂd()ws Back & Install Cancel

www.nviso.eu | 25
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User Account Control

Do you want to allow this app to make
changes to your device?

[*ja Python 3.85

Verified publisher: Python Software Foundation
File origin: Hard drive on this computer

Show more details

Yes Mo

NVISO Y
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3 Python 3.8.5 (32-bit) Setup _

Setup was successful

Special thanks to Mark Hammond, without whose years of
freely shared Windows expertise, Python for Windows would
still be Python for DOS,

MNew to Python? Start with the online tutorial and
documentation.

See what's new in this release.

@ Disable path length limit
Changes your machine configuration to allow pregrams, including Python, te
bypass the 260 character "MAX_PATH" limitation.

pgth{(:{n

windows
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1 + | Exercises

Home Share{} View

= v » ThisPC » Local Disk (C:) » Training »* Exercises »
Mame Date modified Type
#F Quick access
1-simple-exercises 1118 File folder
[ Desktop y )
2-careful-real-malware nn File folder
¥ Downloads 3-demo 171 File folder
|| Documents [# basefddump 7/ Python File 41 KB
i Pictures [# decoder_add1 11/24/2 Pythen File 2KB
J’a Music [# decoder_sh 11/24/2 Python File 2KEB
B videos [# decoder_chr 11/24/2 Python File 2KB
[# decoder_roll 11,/24/2 Python File 2KB
@& OneDrive [# decoder_xarl 11724/ Python File 2KB
I This PC E' decode-vbe 4116 Python File 11EKB
§ 3D Objects [# emldump 7 Python File 35KB
[# msofferypto-crack 1/ Pythen File 83 KB
[ Desktop . i
[# oledump 8/ Python File 102 KB
& Documents E‘ plugin_biff 8/16 Python File
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¥ | Exercises

~
Home Share View
.

N cmd|
Marne " Date modified Type Size
7 Quick access _ _ o _
B Desktop 1-simple-exercises 111872021 'I,,:-_'-_l AM F!|E folder
2-careful-real-ralware 11/18/2021 10:25 AM File folder
¥ Downloads 3-demo 11/18/202110:25AM  File folder
= Documents [ baseBddump 7/23/2018 12:18 AM Python File 41 KB
| Pictures |_:' decoder_add1 11/24/2019 £:29 PM Python File 2 KB
Ja Music |_:' decoder_ah 1172472019 6:09 PM Python File 2 KB
B videos [¢ decoder_chr 11/24/2019 6:57 PM Python File
|_:' decader_roll 1172472019 6:42 PM Python File
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Share View

v 4 » ThisPC » Local Disk (C:) » Training » Exercises »
~
Mame Date modified Type
3 Quick access

File folder
[ Desktop

1-simple-exercises

2-careful-real-malware File folder

BN C\Windows\System32\cmd.exe
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Share View
v » ThisPC » Local Disk(C:) » Training » Fuercises
~ .
Name How do you want to open this file?
3t Quick access

1-simple-exercises
[ Desktop P

Keep using this app

Other options

"B Code Writer
<> e
E Look for an app in the Microsoft Store

More apps

|, 2-careful-real-malware

[ /| Always use this app to open .py files

OK

WWW.NViso.eu
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B LESKLUE

2-careful-real-malware
Microsoft Windows [Version 18.8.19843.1348]
(c) Microsoft Corporation. All rights reserved.
C:\Training\Exercises>oledump.py -h
C:\Training\Exercises>oledump.py -h
C:\Training\Exercises>oledump.py -h
This program requires module olefile.
http://www.decalage.info/python/olefileio
You can use PIP to install olefile like this: pip install olefile

pip is located im Python's Scripts folder.

C:\Training\Exercises>_

www.nviso.eu | 32
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COLaISI Uit ISarsingimvval = L T o W T e

Bl C\Windows'\System32\cmd.exe

C:\Training\Exercises>c:\Python Scriptsipip.exe install ..\install\olefile-8.46.zip,

www.nviso.eu | 33
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BN Ch\WindowshSystern32hcmd.exe

: riptsipip.exe install ..\installlolefile-8.46.zip
nstalliolefile-8.46.zip
y install for olefile, since package 'wheel’ is not installed.
ected pac s: olefile
setup.py For olefile ... done

WWW.NViso.eu
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BN Ch\WindowshSystern32hcmd.exe

: riptsipip.exe install ..\installlolefile-8.46.zip
nstalliolefile-8.46.zip
y install for olefile, since package 'wheel’ is not installed.
ected pac s: olefile
setup.py For olefile ... done

WWW.NViso.eu
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Practical & Hands-on
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1768.Py

c:\Python38-32\Scripts\pip.exe install pefile
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Cobalt, ,,Co

Physical properties

? Phase at STP solid
Melting point 1768 K (1495 °C,
2723 °F)
Boiling point 3200 K (2927 °C,
5301 °F)
Cobalt ) ) -
o Density (near r.t.) 8.90 g/cm”
Pronunciation I koubolt/ gy tisten)!"? o ) .
Appearance hard lustrous bluish gray when liquid (at m.p.) 8.86 g/cm
metal Heat of fusion 16.06 kJ/maol

Standard atomic 58.933 194(3)12
weight A .,4(Co)
Cobalt in the periodic table Molar heat capacity 24.81 J/iimol-K)

Heat of vaporization 377 kJ/mol

Vapor pressure

B Co PPa) 1 10 100 | 1k |10k 100k
Rh
at T(K) [ 1790 | 1960 | 2165 | 2423 | 2755 | 3193

iron «— cobalt — nickel

WWW.NViso.eu
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“emd.exe

C:\demo\the_compromise>1768.py ntupdate.exe_211118 145816.dmp
File: ntupdate.exe_211118 145816.dmp
found: xorkey b'.’' ©xP0PODOBO Ox00810800

payload type Bx8001 Bx88082 1 windows-beacon_dns-reverse_http

port 0x0001 exeeez2 53

sleeptime PxB0B2 ©x0004 30860

maxgetsize 0x0002 exe084 2098660

jitter 0x0801 exeBez2 29

publickey ©x0003 ©x0166 36819+380d66622a864886170d610101050003818d003081890281816089caBi64edS544ctbfc8966dco9889

1248b2cc8f3d4643d203d76a7837eebB14e6817829974c4225145d584c1175c8b536372ac52708a359137c83ff8bfdbcc8fbddba%4ff4d2bdcBaaciellc7ceed8dBbo62b735006)
dccfdb51b9d3806199c803844fd7ee53c3e9276731c8e43016d55308508FFc67239823114111c41c87178c182030100610000000000800000020000000000000000000000000000)
£086000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000)

server,get-uri ©x0003 ©x0108 'wallet.thedarkestside.org,/search/’

DNS_STRATEGY Bx6601 Bxee82 8

DNS_STRATEGY_ROTATE_SECONDS Bx8002 Bx80864 -1

DNS_STRATEGY_FAIL_X Bx6002 oxeeed -1

DNS_STRATE-GY_FAIL_SEC-ONDS Bx8002 Bxe684 -1

SpawnTo 0x0003 Bx001@ 'AT- \x1c\x@e\x92h\xa®\x05\x010A\x8a\x135"
spawnto_x86 Bx0803 Bx0848 Xwindir¥\\syswowsd\\WerFault.exe®

spawnto_x64 0x0003 exesd4e 'Xwindir¥\\sysnative\\WerFault.exe’
CryptoScheme 0x0801 exeee2 o

get-verb ©x0003 ©x6816 'GET'

post-verb Px0003 ©x8818 'GET'
HttpPostChunk 0x0802 x4 96

license-id 0x0002 exeeed4 591978423
bStageCleanup PxBOB1 Bx6002 B

bCFGCaution BxE001 oxeee2 o

maxdns exeeel exeeea2 245

DNS_Idle 6x0802 oxobbd 134743844 8.8.4.4

DNS_Sleep gxeee2 exeee4 186008

www.nviso.eu | 41



Beacon analysis NVISO | W

maxdns ex0e0l oxeee2 245
DNS_Idle Ox0002 ox08ed 134743844 8.8.4.4
DNS_Sleep Ox0002 oxeeed4 loeocoo
DNS_beacon Ox0e83 exee21 (NULL ...)
DNS_A Ox0ee3 @xee2l 'cdn.’
DNS_AAAA Ox0e83 Oxev21 "wwwe.'
DNS_TXT Oxeee3 exeezl 'api.’
DNS_metadata Ox0e03 exe021 www.'
DNS_output Bx0e83 oxee2l 'post.’
DNS_resolver Ox0ee3 exeeef (NULL ...)
HostHeader Bx0ee3 exeese (NULL ...)
UsesCookies 8xaeel axee82 1
proxy_type 8x@801 8xe8882 2 IE settings
TCP_FRAME_HEADER 8x8883 8x8888 '\x8e\xed’
SMB_FRAME_HEADER 8x8803 0x0888 '\xee\xed’
EXIT_FUNK Oxe001 exeee2 @
killdate 6x0002 oxoeed o
textSectionEnd 8x8002 8xe084 8
process-inject-start-rux 8x0061 oxeee2 64 PAGE_EXECUTE_READWRITE
process-inject-use-rux exe001 exeee2 32 PAGE_EXECUTE_READ
process-inject-min_alloc 80002 0x0004 4896
process-inject-transform-x86 0x00083 8x8188 '\x80\x00\x08\x04MZ\x90\x00\x00\x00\ 80\ x84L! Th"
process-inject-transform-x64 0x0003 8x0100 '\xB0\x00\x00\x84MZ\x90\x80\x00\x00\x00\x04L! Th'
process-inject-stub 0x0083 8x8018 ' "+\x&8f\'URZ\x8dYU\x9eid¢~]H"
process-inject-execute 6xB083 8xB880 '\xB6\x18\x08\x00\x00\x08\nntdll.d11\x88\x88\x08\xe8\x13Rt1UserThreadStart\x80\x87\x10\
xB8\x88\x88\x08\rkernel32.d11\x88\x08\x00\x88\rLoadLibraryA\x8a\x82 \x88\x85\ x84
BxB834 process-inject-allocation-method 8x8681 6x8882 1
oxeee0
Guessing Cobalt Strike version: 4.3 (max ©x8846)
Sleep mask 64-bit 4.2 deobfuscation routine found.

C:\demo\the compromise:
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Exercise 01:
beacon.exe
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Exercise 02:
VBA maldoc with shellcode
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Exercise 03:
Excel 4 macros with shellcod
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Exercise 04:
Stager shellcode & beacon
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Exercise 05:
PowerShell & Shellcode




Beacon analysis NVISO | W

Exercise 06:
Process Memory Dump
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Exercise 07/:
Packed/Protected Beacon
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Analysis of the encrypted network
traffic between a Cobalt Strike @}

beacon and a Team Server

Network traffic analysis
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[

Cobalt Strike: Using Known
Private Keys To Decrypt Traffic -
Part 1

We found 6 private keys for rogue Cobalt Strike software, enabling C2 network traffic
decryption

The communication between a Cobalt Strike beacon (client) and a Cobalt Strike team
server (C2) is encrypted with AES (even when it takes place over HTTPS). The AES key
is generated by the beacon, and communicated to the C2 using an encrypted metadata

blob (a cookie, by default).

https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/ WWW.NViso.eu | 51
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Wireshark

c:\Python38-32\Scripts\pip.exe install pyshark
c:\Python38-32\Scripts\pip.exe install pycryptodome
c:\Python38-32\Scripts\pip.exe install minidump
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metatool.py
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Exercise 08:
Checksum8 URL
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cs-parse-traffic.py
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Exercise 09:
Unencrypted Traffic
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cs-decrypt-metadata.py
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Exercise 10:
Leaked Private Key
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cs-extract-key.py
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Exercise 11:
Process Memory Dump (version
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Exercise 12:
Process Memory Dump (version
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cs-analyze-processdump.p
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Exercise 13:

Sleep Mask Process Memor
Dump
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Exercise 14:
Data Transforms
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Exercise 15:
Unencrypted DNS
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0.0.0.240 0xFO 0000 M mode dns A
0.0.0.241 0xF1 0001 Y mode dns A
0.0.0.242 0xF2 0010 N mode dns-txt
0.0.0.243 0xF3 0011 ¥ mode dns-txt
0.0.0.244 0xF4 0100 N mode dnsé
0.0.0.245 0xF5 0101 ¥  mode dns6
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Exercise 16:
Encrypted DNS
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solutions.txt




