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Blue Team Perspective
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Intro
https://blogs.blackberry.com/en/2021/10/blackberry-shines-spotlight-on-evolving-cobalt-strike-threat-in-new-book
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Team Server = C2 Server

Beacon = Bot



Intro
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Team Server = Management Server

Beacon = Agent



Intro

www.nviso.eu |  18



Intro
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Analysis of Cobalt Strike beacons
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Beacon Analysis



Beacon analysis

www.nviso.eu |  23



Beacon analysis

www.nviso.eu |  24



Beacon analysis

www.nviso.eu |  25



Beacon analysis

www.nviso.eu |  26



Beacon analysis

www.nviso.eu |  27



Beacon analysis

www.nviso.eu |  28



Beacon analysis

www.nviso.eu |  29



Beacon analysis

www.nviso.eu |  30



Beacon analysis

www.nviso.eu |  31



Beacon analysis

www.nviso.eu |  32



Beacon analysis

www.nviso.eu |  33



Beacon analysis

www.nviso.eu |  34



Beacon analysis

www.nviso.eu |  35



Beacon analysis
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Practical & Hands-on



Beacon analysis
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1768.Py

c:\Python38-32\Scripts\pip.exe install pefile



Beacon analysis
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Beacon analysis
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Exercise 01:

beacon.exe



Beacon analysis
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Exercise 02:

VBA maldoc with shellcode



Beacon analysis
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Exercise 03:

Excel 4 macros with shellcode
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Exercise 04:

Stager shellcode & beacon
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Exercise 05:

PowerShell & Shellcode



Beacon analysis
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Exercise 06:

Process Memory Dump



Beacon analysis
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Exercise 07:

Packed/Protected Beacon



Analysis of the encrypted network 
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Wireshark

c:\Python38-32\Scripts\pip.exe install pyshark

c:\Python38-32\Scripts\pip.exe install pycryptodome

c:\Python38-32\Scripts\pip.exe install minidump



Network traffic analysis
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metatool.py



Network traffic analysis
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Exercise 08:

Checksum8 URL
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cs-parse-traffic.py
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Exercise 09:

Unencrypted Traffic
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cs-decrypt-metadata.py
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Exercise 10:

Leaked Private Key



Network traffic analysis
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cs-extract-key.py



Network traffic analysis
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Exercise 11:

Process Memory Dump (version 3)
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Exercise 12:

Process Memory Dump (version 4)
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cs-analyze-processdump.py
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Exercise 13:

Sleep Mask Process Memory 
Dump



Network traffic analysis
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Exercise 14:

Data Transforms
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Exercise 15:

Unencrypted DNS
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www.nviso.eu |  67

Exercise 16:

Encrypted DNS



Feel free to ask questions at any 
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solutions.txt


