
Follow The Dynamite: 
Com m em orating T eam T NT ’s  

Cloud A ttack s



Who We Are

● Security Researcher

● Assembly reader

● Gopher hunter

Dr Joakim Kennedy

● Security Researcher

● Cloud threat hunter

Nicole Fishbein



Agenda

● TeamTNT???

● The Redis Phase...

● On Cloud 9...

● Public speaking and Clusters…

● Dealing with the fandom (imitation is the 

sincerest form of flattery)



Intro 

● What is cryptojacking?

● TeamTNT - an active cybercrime group 



Der Anfang



Winter 2020

● Targeting Redis

● pnscan

● A lot of script files..

● Binary tools
○ Tsunami (whois.irc)

○ RatHole (bioset)

○ Watchdog

● Punk.py

● Exfiltrates: SSH keys, bash history,

known SSH hosts, and the host file.



Targeting of Redis



“Copyright” HildeGard TeamTNT...



Hiding Files



Credential Stealing



Exfil of Stolen Credentials



Tsunami

● Kaiten and Ziggystartux

● Compiled from an earlier version

● DoS and shell commands

● kthreadd



RatHole

● Open source backdoor

● Blowfish encryption



Oldest Artifact

● Rathole binary 2019-10-06



Historical Traces

● ash.sh VT 2020-01-07



Der Frühling 2020



Spring 2020 - T argeting Dock er

● First documented evidence of the group in a report by Trend Micro

● A shift to target exposed Docker containers 

● Usage of open-source tools
○ Masscan

○ Zgrab

● Connections to previous campaign 
○ Scripts

○ Tsunami (dns3)

● Usage of COVID19 terms



Targeting Exposed Docker Instances



Attack Flow
● Set the container to execute init.sh which will download and execute other scripts



Connection to other scripts



COVID-19



Der Sommer 2020



Continue Attacking Docker



Rootkit



Credential Theft and Lateral Movement



Der Herbst 2020



Fall 2020 

● Implementing new capabilities and features 

● Overview of the TeamTNT’s Twitter account



Utilizing Legitimate Tools

Easy to install - easy to control



Expansion of Credentials Stealing



Fileless Malware



Social Media







Der Winter 2021



Winter Summary

● Lacework Labs reported on ~200 infected Tsunami bots
○ 90 unique IP addresses

● Most bots located in Asia (Tencent, Alibaba, and Amazon)

● libprocesshider

● Kubernetes

● Ezuri packed binaries



Exploring Windows?



Sniffer



Windows CUDA Miner



Der Frühling 2021



Expansion of Credentials Stealing...Again



Using AWS CLI



Compromised 50,000 Servers



Copycat



Der Sommer 2021



Reaction to the CopyCat



The Chimaera



Future?



Conclusion

● Cryptojacking major threat to Linux environments

● TeamTNT predominant threat actor

● Docker and Kubernetes

● Public presence on the clear web

● Open Source Tools



Questions?
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