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History of Industrial Environments
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OT with Manual Vulnerability Management
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Time consuming – acceptable for only few vulns per year!
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Can we proceed like this?
How the vulnerabilities grow in IT
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Can we proceed like this?
How the vulnerabilities grow in OT

0

50

100

150

200

250

300

350

OT vendor 1 OT vendor 2 OT vendor 3 Siemens

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

Siemens AG 2022 | TLP:WHITE



Detailed look at Siemens
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3rd party vulnerabilities



Not just the vulnerabilties increase
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How fast is the problem growing?

Can this work in future?

Think for yourself:

• Is this exponential or linear growth?

• In how many dimensions does it grow?

• Number of vulns in OT code

• Number of vulns in 3rd party code

• Number of affected products

• Number of vendors performing vulnerability handling

Manual handing of vulns and advisories does not scale.
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Bridging Siemens-Customer Processes (e.g. Patch handling)
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Bridging Siemens-Customer Processes (e.g. Patch handling)
Current status
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Bridging Siemens-Customer Processes (e.g. Patch handling)
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Our Website for Advisories 

1. CSAF

a. Kurze Intro

b. Beispiel

https://siemens.com/cert/advisories
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https://siemens.com/cert/advisories


CSAF – A quick glance into the format
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Identifying products – not a simple problem
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-> CPE is not a solution for us -> our approach: use our own order numbers



Bridging the gap to SBOM: VEX
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SBOM: deep visibility into supply chainCSAF: detailed information about a vulnerability

VEX: short vendor statement “affected” / “not affected” *)

*) CSAF offers a corresponding profile!
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Only partly applicable to OT

Tools and processes Quality of Advisory Processes



Thanks for your attention!
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