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The Problem

What is the Problem to be
addressed?

Who is impacted?
Why should it be addressed?

How does this research contribute
to a solution?
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Pacific Island nations do not use a coordinated regional approach to manage their

cybersecurity threat responses.
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Pacific Islands nations

Governments

Residents

Who iS impaCted? CompaniesCommunities

Universities

Visitors to the region

Neighbouringgovernments

Visitors, tourists

Companies, partners
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Why should it

be d d d re SSEd P % Two significant
O

problems

The lack of regional CERT framework creates two significant problems for the Pacific
Islands region.
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How does this Working

research toolkit
contribute to a Theoretial

. moae
solution?

Two key contributions to our understanding of how national CERT services can be
delivered in the Pacific Islands region
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Pacific Islands region

MICRONESIA

Caroline Is. Marshall Is.

POLYNESIA
Bismarck Arch. Kiribati

Solomon Is. Tuval
- uvalu  Tokelau

Samoa

Santa Cruz
MELANESIA ~
Vanuatu .

18 member nations of the Pacific
Islands Forum

3 ethnic and cultural sub-regions
(excluding Australia)
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Research Scope

Research Aim
Research Questions

Research Objectives
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Research Aims

How do nations
prioritise and

align cyber
threat
capabilities?

Understand how nations
prioritize and align cyber threat
capabilities, within a
multi-stakeholder regional
CERT framework
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Research
Questions

To meet these aims, this
research addresses three
guestions.

1. How do Pacific
Island national CERTs

select cybersecurity
threat response

capabilities, within a

regional framework?
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Research
Objectives

To address these questions,
the research has four
objectives

1. Conceptual

model for a multi-

stakeholder

Pacific Islands
regional CERT
framework
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Conceptual Model (Initial)

Conceptual Foundation

Initial Conceptual Model
Theoretical Framework (CHAT)
Updated Conceptual Model
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Conceptual
Foundation

The foundation for a regional CERT
model has three pillars (Adams,
2020)

#Fik31CON22



Conceptual
Foundation

The foundation is enacted by four
action-based drivers (Adams, 2020)

Network

Affiliated,
independent

national
CERTs

Partners

Provide
support that
targets
national
priorities

Capabilities

Align to national
interests;
Collaborate on
shared interest

Support

Internal
governance,
sound
planning
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Initial Conceptual
Model

The initial Conceptual Model is built
on the Conceptual Foundation.

It contains three key themes.

Global | Centralised CERT capability

® International behavioural norms
e Regional cooperation
® Institutional frameworks

Regional | Regional Framework

® |Integration with regional bodies
® Decision making
e Remediation approach

National | National Drivers

® Architecture

® Internal governance
® Critical infrastructure
e Capability maturity
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Initial Conceptual
Model

The three themes are linked by
enablers.

National Governance

e Determines how a national
government will choose to engage
with a global “best practice” approach
to CERT delivery

CERT services

® Connects the national government’s
policy approach and priorities with a
regional community

Aligned CERTs

e National CERTs present their interests
through a regional framework, using
global institutions and practices
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Limited research

How do affiliated CERTs choose
which functions to share, retain
and ignore?

“a

[Research Question 1]

CERT services

[Research Question 3]
Relationship > Regional

Framework, CERT services

Regional
Engagement

Integration with regional bedies
Remediation approach

Decision making

Dependent concept - KNOWN

Global CERT capability

* International norms
* Regional cooperation
* |nstitutional framework

4”80 . 1
T o™ e

National Drivers

Architecture

Internal Governance
Critical infrastructure
Capability Maturity

CERT services :

Relationship -
UNKNOWN

Dependent concept - KNOWN

[Research Question 2]

Relations

RT servic

Drivers, CER

hip > Nationa
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National Go.vernance CHAT - 2nd generation
[Tools and signs]

/ :
Aligned CERT Research Question

y, Contradiction CERT services
[Subject] =)

[Outcome]

T 2
SO 0
D S
s &
D

c O
— LL

National Drivers Regional Framework Global CERT capability
[Rules] [Community] [Division of labour]
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CHAT - 3" generation

_—\/ Mediating Mediating
O o artifacts Object, Objects artifacts
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S Community Division ] Division Community
— L of labor of labor

Objects

Object 1 — the services that a national CERT will provide
Object 2 — the individual interests of a national CERT, reflected in a regional CERT

Object 3 —the shared interests of different participants, reflected in a regional CERT
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Study One
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10 participants

Australia
Switzerland
Lithuania
Bosnia

APNIC

USA — commercial
USA - CERT/CC
New Zealand
Kiribati

Malaysia

Nov 2021 — Mar 2022
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Conceptual Model (Updated)
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Conceptual

Updated
Model

Study One highlights key elements
of the Conceptual Model

Themes

Global | CERT capability
® [nternational behavioural norms

Regional | Regional Framework
® Integration with regional bodies

National | National Drivers
e Capability maturity

Enablers

e National Governance
® CERT services

Challenges

e Fluidity, lack of resources
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Global CERT capability

e  Fluidity
o Limited resources

* International norms
* Regional cooperation

~— =\
* |Institutional framework ) =
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[Research Question 1]

CERT services

[Research Question 3]

Relationsh p > Reg onal Regi0n3| : National DriverS
Framework, CERT services Engagement ‘

[Research Question 2]
Relationship > Nationa

Drivers, CERT services
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Architecture

Integration with regional bodies Internal Governance
Remediation approach Critical infrastructure
Decision making Capability Maturity

CERT services

Relationship -
UNKNOWN

Dependent concept - KNOWN Dependent concept - KNOWN
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National Governance
[Tools and signs]

/
/ :
Aligned CERT / Research Question

/ Contradiction CERT services
[Subject] — =g
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[Outcome]

National Drivers Regional Framework Global CERT capability
[Rules] [Community] [Division of labour]
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Implementation Approach

#Fix31CON22



Implementation

Approach

‘Conceptual Model
(initial)

Updated

Conceptual Model
(final)
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Deliverable: It ici
Deliverable: Participants

Participants: Members of
Pacific Island national CERTs

One nation from each of the
3 sub-regions

Structure: Semi-structured
interview

One SIS nation will be
Deliverable: Iterative selected from Polynesia, Analysis: Inductive analysis
updates to the 7 Micronesia of content and semantic
conceptual framework themes

Participants: Members of
Pacific Island cybersecurity
partners

Participants: (1.) Members of Key
national and sectoral CERTs across n Progress
the Asia-Pacific region, and USA; Com piéte
(2.) Members of global non-

government/ private partners

Deliverable:
Conceptual
Framework
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