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About Cyber Threat Intelligence SIG
The Cyber Threat Intelligence (CTI) SIG’s
• Goal: Create common definitions of Cyber Threat Intelligence to enable useful 

discussion. Create best practice materials and resources.  
• Started: 2018 in 30th Annual conference in KL.  Originally proposed in February 2016 

at TC in Munich,

• Products: A common body of knowledge called the curriculum and a resources 
guide. Online Summits and contributions to FIRST Technical Summits.  CTI 
Training/Workshops, Briefing Papers and Shared Tools to help practitioners of Cyber 
threat Intelligence.

• Membership: 191 subscribed members across FIRST.



CTI SIG Mission and Goal
1. Promote the benefits of Cyber Threat Intelligence (CTI) and provide accessible and 

clear content to benefit FIRST members and attract new members to our community.

2. Creation of a FIRST wide common body of knowledge (CBK) on Threat Intelligence 
and establish it as an industry standard. 
This includes:
- Definitions of commonly used terms 
- List of Tools that can be used by CTI Teams
- List of Data Sources
- Best practices / Methods

1. Promote events through FIRST
2. Support CTI activities globally 
3. Stay apolitical - not a sharing forum

We help members to develop maturity of CTI activities and connections instead.



Membership
● About the SIG: https://www.first.org/global/sigs/cti/
● How to apply: Talk to SIG Chair, or use the “Request to Join” in FIRST Portal
● Email Participants must be willing to actively participate in CTI SIG activities

● To set expectations - multiple roles: 

Reviewer, Contributor or Curator.

https://www.first.org/global/sigs/cti/


So what we have achieved in 2022?



Achievements in 2022: CTI Curriculum
1. Cyber Threat Intelligence Curriculum (version 2)

Ref: https://www.first.org/global/sigs/cti/curriculum/

Version 3 will be released this year!

https://www.first.org/global/sigs/cti/curriculum/


Achievements in 2022: CTI Curriculum

To be released:



in 2022: CTI Events
3. Participation in planning and organizing FIRST CTI events



What...in 2022: Standard bodies work
On projects, previously we had achieved these..



What...in 2022: Standard bodies work

New Projects:

- CTI Curriculum Translation Project (to support multiple languages)
- Research to improve CTI Platform related products/tools

Maintaining Previous Developed Projects:

- MITRE ATT&CK’s CTI SIG threat techniques addition framework on new technique
Achievement: “TimeBomb” concept in malware sub-technique addendum at T1124 

“System Time Discovery”

- ICS/OT Indicator Taxonomy for MISP (updates in maintenance section)

- Megalist Project second version released (dev v0.4.07) (updates)

4. Maintenance & improve the projects we had achieved:



What’s next? Road map to 2023
Members:
- Keep encouraging members for more contribution and collaboration
- Finding new ways of working to engage with busy FIRST membership
Curriculum:
- Cyber Threat Intelligence Curriculum fourth version

- additional chapters to fill more gaps in details in published curriculum
Events:
- FIRST Cyber Threat Intelligence Conferences in 2023
- Workshop and training for 2023 during the FIRST events

New Project:
- CTI TTX Plan, Re-activation for a lot of pending ideas to develop! Stay tune!



Questions?
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