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“Hunting”
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Formal Definitions?



Threat Hunting In Brief

Identify Missed Intrusions!

Support SOC By Identifying Adversaries!

Supplement Automated Detections Through 
Interactive Search!



Threat Hunting Components

Threat Hunt

Questions

What Are Threat Actors 
Doing?

What Technical 
Observations Relate To 
Threat Actor Behavior?

Visibility

How Do I Identify 
Threat Actors?

What Resources Are 
Required To Hunt 

Adversaries?



Pre-Requisites For Hunting

https://www.allotsego.com/wp-
content/uploads/2022/03/elmer-211x300.png



Pre-Requisites For Hunting

Adversary 
Understanding

Telemetry & 
Data

Query & Search 
Competency



Data & Understanding
Understand Threats

What Artifacts Exist Related 
To Threat Behavior?
How Do Threat Actors 
Operate?
What Are Threat Actor 
Goals And Objectives?

Understand Visibility

What Can I See?
What Data Sources Are 
Available?
What Is The Time 
Sensitivity Of Observations?

Understand Search Capability

How Do I Query Data?
How Effectively Can I 
Search For Activity?
What Queries Can I Create 
And Pursue?



Hunting In Isolation



Improving Visibility



Developing A Model?

https://miro.medium.com/max/862/1*VXxdieFiYCgR6v7nUaq01g.jpeg



Understand 
Adversary 
Operations

Understand 
Available 
Visibility

Understand 
Risks To 

Organization

Hunting 
Hypotheses

Developing A Hunting Process



Hunting Hypothesis Criteria

Specific Measurable Detectable

Relevant Timely Testable



Hypothesis Components: Adversaries

Identify Threats In 
Operating Space

Understand 
Operations & 

Tendencies Of These 
Threats

Learn Behavioral 
Aspects Of Adversary 

Operations



Understanding Adversary Operations

https://www.recordedfuture.com/assets/diamond-model-intrusion-analysis-6.png

https://thedfirreport.com/wp-content/uploads/2021/08/1-10.png



Intelligence-Driven Understanding

Which 
Adversaries Are 

Of Interest?

How Do These 
Adversaries 

Operate?

What Are Their 
Goals Or 

Intentions?



Hypothesis Components: Telemetry

What Sensors Do I Have?

What Activity Can I See?

How Can I Identify Adversary 
Behaviors Of Interest?



Visibility & Telemetry

https://www.elastic.co/guide/en/beats/packetbeat/current/images/kibana-query-filtering.png

https://static01.nyt.com/images/2018/05/21/business/21WARROOMS-norse/00WARROOMS-norse-
articleLarge.gif?quality=75&auto=webp&disable=upscale



Pillars Of Visibility

Necessary 
Telemetry

Host 
Visibility

Network 
Visibility

Artifact & 
File 

Analysis



Compensating For Visibility Gaps

Where Visibility Gaps Exist, Leverage Existing 
Tools And Telemetry To Make Up For Missing 

Items As Best You Can!



Hypothesis Components: Organizational Value

What Purpose Does The Organization Serve?

How Can The Organization's Primary Mission Be Impacted?

What Are The Most Significant Risk Scenarios?



Focus & Operational Significance

Resources Are Limited – Focus Hunting Activity 
On Items Necessary To Maintaining 

Organization’s Security Posture & Operations!



Putting It All Together

Hunting 
Hypothesis

What 
Adversaries 

And 
Behaviors 

Are Relevant

How Are 
These 

Behaviors 
Detected

What Risk 
Does This 
Present To 

My 
Organization



Threat Hunting in Practice



Simple Example: BEC

“BEC-Focused Adversaries Will Attempt To Extract Financial 
Value From The Organization By Spoofing Or Injecting Into 
Legitimate Communication Channels, We Can Identify This 

Activity Through Email Headers And Lack Of Proper Signatures 
And DKIM”



Simple Example: BEC

Identify Threat - BEC

Determine Impact - Monetization

Develop Way To Flag Activity - Email 
Observables



More Complex Examples: Ransomware



Intrusion Techniques & Behaviors

Cobalt Strike PSExec WMI Credential 
Harvesting

ADFind DC 
Compromise

Admin Share 
Copy

Scheduled 
Task 

Persistence



Hunting Considerations

• What Behaviors Are Covered By Existing Detections?
• Where Do Gaps Exist?Focus

• What Data Exists?
• What Can You See?Possibility

• How Is Your Hunt Team Organized & Deployed?
• Do You Have Time to Hunt Effectively?Resources



Possible Hunting Hypothesis

“Ransomware Affiliates Will Utilize Active Directory 
Enumeration Tools Such As ADFind, BloodHound, Etc., For 

Discovery And Reconnaissance Purposes. If Logs Or Visibility Are 
Available, Identifying Excessive AD-Related Activity Or LDAP 

Queries Can Identify This Precursor To Ransomware 
Deployment.”



Hunting to Detections



Repetitive Hunting Is Wasteful!



Hunting As Process

Evaluate Hunt 
Effectiveness

Translate Successful 
Hunt To Detection

Enable Improved, 
Continuous 

Security Monitoring



Threat Hunting & Detection Engineering

Detections 
Determine 
Security 
Baseline, 
Posture

Hunting 
Supplements 
And Informs 
Detection 
Development 
and Coverage



Conclusion

Understand Adversaries!

Know Visibility And Monitoring Capabilities!

Leverage Above To Hunt For Threats, Improve 
Security Posture!

Capture Successful Hunts As Detections To Codify 
Security Success!



Questions?

Joe.Slowik@gigamon.com
@jfslowik


