
N-IOC TO RULE THEM ALL



ABOUT ME (STEPHAN BERGER)
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Head of Investigations at InfoGuard AG

• Spending probably too much time on 

• Luckily I have an excellent team covering my back 

• Master of musical song references

• SysAdmin / SOC-Analyst / CSIRT / Consultant 



MALWARE EVENTS IN SWITZERLAND
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Source: govcert.ch



TOP 10 MALWARE SAMPLES (GOVCERT.CH)
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Source: govcert.ch



TOP 10 MALWARE FAMILIES (GOVCERT.CH)
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• Nanocore RAT

• Ave Maria RAT

• Agent Tesla

• QakBot
• Redline Stealer

• Remcos

• Loki Password Stealer
• 404 Keylogger
• Formbook

• Netwire RAT
Source: April 2022 – December 2022



REVERSE ENGINEERING..
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WORK SMARTER, NOT HARDER
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SAMPLES: VX-UNDERGROUND
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IOC #1: DEFENDER EXCLUSIONS
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅ ✅ ✅



ARTIFACTS: EVENT 5007
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ARTIFACTS: REGISTRY
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IOC #2: POWERSHELL
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AT FB 404 LPS AM RC NCR QB RLS NWR
(✅) ✅ (✅) ✅
AT FB 404 LPS AM RC NCR QB RLS NWR

(✅) ✅ (✅) (✅) (✅) ✅ ✅



ARTIFACTS: EVENT 4104
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ARTIFACTS: EVENT 4104
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ARTIFACTS: EVENT 4104
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IOC #3: SCHEDULED TASKS
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅



ARTIFACTS: C:/WINDOWS/SYSTEM32/TASKS/*
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ARTIFACTS: TASKS WITH COMMAND & LAUNCHSTRING 
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ARTIFACTS: EVENT LOGS
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SECURITY.EVTX

• 4698: A scheduled task was created
• 4699: A scheduled task was deleted
• 4700: A scheduled task was enabled
• 4701: A scheduled task was disabled
• 4702: A scheduled task was updated

MICROSOFT-WINDOWS-TASKSCHEDULER%4OPERATIONAL.EVTX

• 140: User <user> updated Task Scheduler task <task_name>
• 141: User <user> deleted Task Scheduler task <task_name>



IOC #4: RUN KEYS
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅



ARTIFACTS: SYSMON EVENT ID 13 - REGISTRY SET
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ARTIFACTS: WHEN IN DOUBT..
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IOC #5: STARTUP FOLDER
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅



ARTIFACTS: AUTORUNS
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ARTIFACTS: AUTORUNS
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IOC #6: APPDATA
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅ ✅



ARTIFACTS: SYSMON EVENT ID 11 - FILE WRITE
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ARTIFACTS: FILEFINDER (VELOCIRAPTOR)
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EXTRA MILE: C:\USERS\PUBLIC
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IOC #7: DYNDNS
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅



ARTIFACTS: DNS LOGS
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Source: learn.microsoft.com



ARTIFACTS: PASSIVE DNS
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Source: isc.sand.edu



ARTIFACTS: DNS CACHE
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Source: Velociraptor



IOC #8: HIGH-PORT || IP-ONLY
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AT FB 404 LPS AM RC NCR QB RLS NWR
✅ ✅ ✅ ✅ ✅ ✅



ARTIFACTS: FIREWALL LOGS
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MIGHT BE NOISY!

BETTER FILTER ON THE IMAGE (SYSMON EVENT ID 3) 404 Keylogger sample below



RECAP
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Defender Exclusions

Powershell

Scheduled Tasks

Run Keys

Startup Folder

AppData

DNS Logs

High Port || IP Only



CASE SOLVED: CATCHING EVIL ON THE FLY!
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QUESTIONS?

Twitter
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LinkedIn



ARTIFACTS: 4688 REGEDIT
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ARTIFACTS: «ONLY» PROCESS INFORMATION

40



EXTRA MILE: THREATFOX
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