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SOC & CSIRT Response to Attacks & Threats 

based on attack defence graphs Evaluation Systems
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Develop and implement a security automation and decision support 

platform that enhances the effectiveness of SOC and CSIRT operations. 

PROJECT OBJECTIVE
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SOCCRATES Use Cases – different view 

attack

time

increase cyber resilience (UC2 - UC5)

remove vulnerabilities & mitigate threats

ICT infrastructure changes vulnerabilities threat intelligence
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attack attack

active adversary

improve incident response (UC1)

direct 
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SOCCRATES Use Cases – General Flow
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MODEL OF THE INFRASTRUCTURE

What we neededWhat we needed

• Machine readable model of the infrastructure

• Correlate multiple data sources

• Detect changes and trigger workflows
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What we neededWhat we needed

• Attack simulation on the infrastructure, triggered 

by security event

• Real-time business impact assessment on 

compromised asset, or response action
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• Integrated Attack Defence Graph (ADG) 

analysis tool, called securiCAD.
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process model to calculate impact on the business
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AUTOMATED RESPONSE 

What we neededWhat we needed

• Generate Courses of Action (CoAs)

• Rank CoAs (effectiveness vs business impact)
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LESSONS LEARNED

What we have learned about running such a large ambitious project

Common software development 

platform & best practices
1

Start early with setting up a 

realistic test environment
2

On-site validation

Performance tests, and 

Plan sufficient time for 

integration

3

• Include performance / stress 

testing capability
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LESSONS LEARNED

What we have learned about security automation for SOCs & CSIRTs

Unique contextual understanding → improve analyst decisions

• New vulnerabilities and infrastructure changes 
1

Value of structured and 

predefined workflows

• Make analysts reflect on 

threats, events and effects

2

Analyst trust is paramount

• All recommendations must 

provide clear and visible 

evidence

3

June 5th, 2023



June 5th, 2023

TAKE AWAY

www.soccrates.eu

security automation & decision support can enhance the effectiveness of SOC & CSIRT operations

http://www.soccrates.eu/
https://www.soccrates.eu/platform-software/
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