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PROJECT OBJECTIVE S& CCRATES _

Develop and implement a security automation and decision support
platform that enhances the effectiveness of SOC and CSIRT operations.
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SOCCRATES Use Cases S©CCRATES_
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SOCCRATES Use Cases - different view S©CCRATES_

increase cyber resilience (UC2 - UC5) improve incident response (UC1)
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SOCCRATES Use Cases - General Flow S© CCRATES_
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SOCCRATES PLATFORM

S©CCRATES -
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MAIN INNOVATIONS S©CCRATES_
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MAIN INNOVATIONS S©CCRATES_
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MAIN INNOVATIONS S©CCRATES_
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MODEL OF THE INFRASTRUCTURE S© CCRATES_

What we needed What we did

« Machine readable model of the infrastructure l

» Correlate multiple data sources

» Detect changes and trigger workflows

Sources: | (F-secure

What we learned

 Ability to detect changes useful to SOC analysts ‘

« Correlation is a major challenge

« Scalability in operational environments
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AUTOMATED SECURITY REASONING

S©CCRATES -

What we learned l
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AUTOMATED RESPONSE

S©®CCRATES

What we did
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LESSONS LEARNED

S©CCRATES -

What we have learned about running such a large ambitious project

platform & best practices
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LESSONS LEARNED SO CCRATES_

What we have learned about security automation for SOCs & CSIRTs

.‘@'. Unique contextual understanding — improve analyst decisions
<+ New vulnerabilities and infrastructure changes

Value of structured and

predefined workflows

« Make analysts reflect on
threats, events and effects

Analyst trust is paramount
« All recommendations must
provide clear and visible

evidence
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TAKE AWAY

S©CCRATES -

security automation & decision support can enhance the effectiveness of SOC & CSIRT operations
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Q&A S®CCRATES -

innovation

mnemonic | —— Moz _
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