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Introduction

Targeted Attacks — Symantec TRIAGE methodology
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Introduction
Characteristics of Targeted Attacks

Targeted Non-targeted
e Attack relevant to interests of e No regard to recipient
recipient

e Low copy number High volume

e Tailored malware, often embedded e Common malware, often based on
in weaponized documents exploit kits

Clear revenue stream

e Obscure business model

W
389/53-2946 i
s MDA A BRENASTARASISLO FOR 1
LESLIE CARROLL ARTHUR

wPrivacy breach

901615

Y IP theft
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Targeted Attacks —2011-2013

Average Number of Spear-Phishing
Attacks Per Day, 2011-2013

Source: Symantec
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Data Set
Spear Phishing Emails

e SKepTIC (and a combination of various filters/analyzers) used to block
targeted attacks sent to Symantec.cloud customers

e Data set: over 100K attack emails blocked between 2011 - 2013
e Every email attachment was further analyzed:

— AV Signatures from most common AV engines

— Dynamic analysis: file and registry activities, network activity
e |P addresses of attackers mapped to geographical location

e Targeted recipients and domains mapped to industry sectors

— Based on the SIC taxonomy

- The enriched dataset was fed to TRIAGE for multi-dimensional clustering
analysis and campaign/threat group identification
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Email-targeted Spear-phishing Attacks Intelligence
Going from isolated attacks to coordinated )

campaigns (attribution)

RELATIONSHIPS DATA FUSION

TARGETED ATTACKS Jeoll v
N\ ORIGINS '

\\".T// From
IP Address AGGREGATION
Mailer MODEL

Date

TARGET A

To Address : - s
BCC Address mportance Factors,

Interactions

ATTACK
attachMDs 1D D
Subject .

Symantec TRIAGE technology:
identifies attack campaigns performed by various threat groups
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An Attack Campaign /iNy

el

A series of emails that:

* Show clear evidence that the
A Sykipot Campaign Identified By Symantec’s TRIAGE Methodology

Su bJ S Ct an d ta rget h as be en 15b7096da!(6:69cab5c37129!2'120(
d e I I b e ra te Iy Se | e Cte d . Services and Consultgncy Food.Guldelmes Support Administration...
. 550537(!6670017a700d0d91g93588792 Health and Sustainability Guidelines R...MIc i bk e OB G
* Contain at least 3 or 4 strong L gt . o
| tl t t h . I willlshik@(rémoved].com _ [rem].Support@[removed].gov
Corre a OnS 0 O er emal S, Defence industry
M ® [...] Employee Satisfaction Survey ® [:198:5.164 KEY
such as the topic, sender R Attack Source
.. . [..:249.194:155 ® @ 531269d8057a0fe03c9aad8cabage3s @ Subject
address’ reci p|ent doma In, 1A Aderd@[removed].com @ Targets
e @ Dates
» [.].29.153.156
source |P address, etc. o ® uos
e o > @IP Address
April 14, 2011 April 18, 2011 April 25, 2011 @ Mailer

* Are sent on the same day or
across multiple days.

A Sykipot campaign (2011)
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Typical Use case:
Bottom-up Forensics Analysis

e Start from specific I0C’s:

e MD5: 78c3d73e2e2bba6d8811c5dc39edd600
e Zero-day exploit: CVE-2012-0779
e C&C:126.19.84.7

- Any previously identified campaign associated to one of these 10C’s ?
e Find and visualize all related attacks (campaign analysis)

e Quickly identify which “threat group” is likely behind these attacks

e Other way around:

e CommentCrew is presumably linked to following IOC’s:

— MD5: el117eclea73b6da7f2c051464ad9197
— C&C: 50.115.140.211

— Exploit: CVE-2012-0754.B

- Can we identify an attack campaign associated to these I0C’s ?
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Why TRIAGE Analytics? @

Intelligence Extraction and Attack Investigation 47]\&‘

= |dentify groups of attacks related to the same campaign, likely orchestrated
by a specific “threat group”

= Correlate indicators across data sets, enterprises, geographies, industry
sectors, etc

= Determine the patterns and behaviors of the intruders, i.e., their tactics,
techniques, and procedures (TTP’s)

Find “how” they operate, rather than “what” they do

Challenge: Intrusions sourced by the same attackers (group) may have
varying degrees of correlation (md5, IP, from/to domains, attachments, etc)
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Typical challenge addressed by TRIAGE
Identify Commonalities and Overlapping Indicators

Reconnaissance Recipient [userl]@0rgl.gov.uk [user2]@org2.gov. Lk [user3]@org2.gov.uk
Attach_name Global Puisé Project***.pdf Agenda© G20*** pdf

Weaponization | |
Attach MD5 dd2ed3f7dead4al***] 2e36081dd7f62e[***]

Date 2011-85-13 2041-05-14 2011-07-02

From addr.

: Sender IP 745 R3 A% 7A7175,82 ¥ **
Delivery

Subject FW:Project Document™,  Project Document G20 Ds Finance Key
Info — Pawis July 2011

Email body [body1] [ody2]
Exploitation AV signature CVE-2014=0611.C

Persistence C&C domains www.webserver, *** INJA]
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Targeted Attack Intelligence
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Targeted Attacks 2013

2012

+91%

Increase in targeted attack campaigns
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Targeted Attack Campaigns

2011 2012 2013
122 779
Email per Campaign 78
111 59
. : 61
Recipients/Campaign 408 -
Campaigns 165
Duration of Campaign  4days 3 days 8.3 days
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Focused versus Large-scale campaigns

Type 1: More focused
campaigns : 68 %

Type 2: Mass-scale
(MOTA):
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Elderwood Campalgn AAer 2

“Targeted” campaign does not aIways mean small in size!

s SN ’ mark_leese@wg880dd.com i :-:"'-f‘{;.__.- .
= e
~AXERE T = -

= An Elderwood Campalgn that used “gg880dd.com” accounts
=  Qver 1,800 attacks on April 25, 2012
= Exploits CVE-2012-0779 (disclosed May 5, 2012)

= Was targeting only 2 large Defense/Manufacturing industries




1200+ attacks

= On 10 days in April/May
william[remov@ij@aercgs 280

waga[remg@;/eusdmaero =def2. COf— éé% - = Qver hit

d —~ y ~ =
tqu|[rcjen?11<)rsglg]\l5a§ro- AT = = : 26%5 10
aeroBcom ] 317

APT1/CommentCrew - CVE-2012-0754/0158

T oA g Wil = Mainly Defense & Aerospace

scop[removed]@aero-deft.com

d] 211133
Ol o 29976¢5409 focabs55p93908

charigorg 7 3fecd601 404abdé8f7 3ff5cerecryrs
7 - * % ala e
: 184.105.*. oS i

5bdb1528135411460c967391a4d 15014

173.252.

[removed] Us199:36.%* o

ostmaster@?2
p @ s

PTa["[’emOdeDQe"Q'de? 92 ’ / 953b138a2d8e562®3b850dc798a3688
paul_[remove aero-sat1.com 4

engineefihg3.com 4 g ; Apiil Is the Cru:eesxof}&g’wz'éibaz for China
orlifremoved)]@gero-def1.com 4 4 Chesualremove@@aero-def3.com

Current Market Outlogk 2011 to 2030 report

mul[removed]@gero<def1.com 7 / EW- EY2013 Dfense Budget
neenogiosnzesn /. UpdAate.[removed].com P e
michaellremoved|@amnaBorp)fidm FW: Security. Predictions for 2012 and 2013
/ FW:-The [removed] Company Department of Dgfense FY12.A STTR Solicitation Topic Interests

FW: Unattended Ground Sensors: Applications, Market and Technology Trends Report

sec-indugtry1.com

melissa[remov@i]@aero1.com ' 4 FW: air quality’'sensor te€hnology for use on aircraft
def_ind 2.Com / Fwd: Understand y@ur blood test relparl
def—indgy)n com Glremoved]adi@n@univ1.ac.uk
Gary[removed}@aero-def3.com
H ISA/APSANPSAHun@n Rights Conference
lorraine[rem ov‘j] @aero1.com S

aero-sai1.com
Kevin[remove@l@aero5.com
Stevelremovedi@aero-def3.com

o Microsoft Office Outlook, Build 11.0.6353

laura_[removedfi@aero-sat1.com

jose p h [re mov‘] @aero 1 .com Re:FW: FY201EDefense Budget
EXP/CVE@ 1 2 0754 ' Y Re:FW: Security Predi@ons for 2012 and 2013
. - & Re:FW: The [removed] mj D rtment of Qefe FY12.A STTR Solicitation Topic Interests
jon [re movec@aero 1.com eRevFW Srfaie:d:dlefm:: ;{an:opr: A:plu%%::r;\::rkel and Technu\gg‘; ?r;nds??pepor\e e
. Re:FW; air quality sensor 3hnology for use on aircraft
jill. [removed]@.ef;rzo-def&com Undeliverable: EXRBR9K RETR SR 4% 2030 report
engineefihg2.com
’ / aero-def2.com
Jbr?[remove@Char 't¥2-°rg | aberta[remov.]@aeroz.com
james[remove@@gov-inst1.mil i 50
) eng-defficom e1117ec1ea73b6dari2c051464ad9197 SR
iwa[removed]@@gineering1.com andrew.[remo! Gaero4.com
7101c03b87ac516Dc1caBadaribosda asay[remove.@aeroZ com

hiremovedjpre@s@charity1.org e B R cdon @ Attacker ) MDs

frederick[refio 0l. |
rederid <=[n’ﬁ 8&% o Subject Netw.
Rept dom. @) Mailer

Sender IP



Doc types

e More than 50 percent of email attachments used in spear phishing attacks were
executable files in 2013.

e Microsoft Word and PDF documents are both used regularly, making up 7.9 and 5.3
percent of attachments, respectively. However, these are both down from 2012.

* Java .class files also made up 4.7 percent of email attachments used in spear phishing
attacks.
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Email Topics Used in Targeted Attacks

mé = Plegglgy Minister wacse. very §
URG NTMC-E'g g |I'1QUII'Y '—Non INVOICE Evidence
o pdy "% Q.2 e a)-l-rea ysz;";FWd Quotation Copy ce ccou
o et 1208 CEEFWI Znvoice-Declassified
Docs 26092013 Fargo Advsors_§ FWOXam g 30p e >

E,I::, Sﬁ?gyV|de ; LéJ S U: @ el = pbeéyyime ntNEV\p/ Reqport
gStatementn: §83§ rg. e r Statement
Slp FW K,,, ﬁ 5 = ""E"“RAL%;L Attached Recelpt

Confirm Rewardscmsma Renittance Presldent
sQAEu4DO Coun opp,ess;o,, Busmess'
gn«m e SHERPAS % Deposit Conﬁrmatmn Swm pbEC ] gObama
detais 1”5l Sh elkhl . Shipped Fmt mmuta Arms arranqemen s

PAYMENT
Draft > Frocict an Purchase

2
(& Whistleblowing Ordermpr%fggtlon

*" Paper Transfer

Most frequently occurring words used in targeted spear-phishing
email attacks throughout 2013.
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“Watering Hole” Attacks (2012-2013)

< Targeted Attacks predominantly start as spear phishing attacks
© In 2012, Watering Hole Attacks emerged (popularized by the Elderwood Gang)
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Effectiveness of Watering Hole Attacks

& o

Watering Hole Infected 500 All Within
Attack in 2012 Companies 24 Hours

< Watering Hole attacks are targeted at specific groups

© Can capture a large number of victims in a very short time
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Example of Watering Hole Attack

Market\\ atch

'HE WALL STREET JOURNAI
Home News Viewer Markets Investing Personal Finance Industries Economy/Politics Trading Deck

Home > Collections > Apple

Facebook, Twitter, Apple in hacker sights

> In 2013 this type of attack will become widely used

O Several high profile companies fell victim to just such an attack

@:Syma ntec. | 22
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Relationship with Vulnerabilities

Zero-Day Vulnerabilities, Annual Total, SR * There were a total of 23 zero-day
B 1006 -2013 vulnerabilities discovered in 2013.
N This is up from 14 in 2012.

Source; Symantec

e There have been more zero-day
vulnerabilities discovered in 2013
than in any year since Symantec
began tracking them, and more than
the past two years combined.
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Relationship with Vulnerabilities

Scanned Websites With VuInerabiIities

53% g 78% .
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Spear-phishing campaigns are becoming more aggressive ...

An employee

of a multinational
company receives
an email referencing

an INVOICE ...

Dear Employee,

Please take a moment to open
the attached invoice:

Sincerely, 4
Sender

The “Francophoned” attack campaign
(April 2013)



Spear-phishing campaigns are becoming more aggressive ...

Minutes later, she receives
a phone call ...

Please process
the invoice ...

Attacker impersonates a high-ranked executive,
requesting the victim to open immediately the attachment ...



Spear-phishing campaigns are becoming more aggressive ...




Targeted Attacks: Profiling Victims

Organizations and Individuals
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Top 10 Industries Targeted ri] P
Industries in Spear-Phishing Attacks, 2013 T

Source: Symantec

Public Administration (Gov.) — 16%
Services — Professional — 15

14

o =
3

Services — Non-Traditional

‘Manufacturing
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Targeted Attacks by Industry in 2012

Manufacturing

Finance, Insurance & Real Estate
Services — Non-Traditional
Government

Energy/Utilities

Services — Professional
Wholesale

Retail

Aerospace

Transportation,
Communications, Electric, Gas

0% 5% 10% 15% 20% 25% 30%

< Manufacturing moved to top position in 2012
O But all industries are targeted
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Spear Phishing Attacks by Size of Targeted Organization, 2011 - 2013

Organization size

100%

2,501+
Employees

1,501 to 2,500

1,001 to 1,500
501 to 1,000

251 to 500

1t0250 —| 18%

- 50%

31%

-50%

30%

2011

2012

2013

-61%
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Risk Analysis
Epidemiology Concepts

#subjects with factor

#subjects without factor

Similar population

#subjects with factor

#subjects without factor

Control group
@ symantec. 5D



Risk Analysis
Epidemiology Concepts

Odds Ratio (OR): Calculate strength of association of factor with “diseased” state
by comparing probabilities.

Diseased Control
(afflicted) (unafflicted)
With risk factor P11 P10
Without risk factor Po1 Poo
P11 X Poo
OR =
P1o X pPoi

Odds ratio > 1 =» positive correlation
< 1 = negative correlation
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. Impacted by Targeted Attack
Industries Sent by Spear-Phishing Email

Source: Symantec

”At-RiSk" Ratio of Organizations in an Industry &] || I
=10k

Risk 1IN

ngh Public Administration (Government)

Manufacturing ]
Wholesale 5

W e Transportation, Communications,
Med'um Electric, Gas & Sanitary Services

8 Finance, Insurance & Real Estate

Construction

Agriculture, Forestry & Fishing
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“At-Risk” Organizations by Size

Ratio of Organizations Targeted by Industry Size
Sent by Spear-Phishing Email m II.I

Source: Symantec

Risk 1IN

High 1,501-2,500

1,001-1,500

501-1,000

Medium 251-500
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“At-Risk”

Individuals  Risk of Job Role Impact by Targeted Attack A
Sent by Spear-Phishing Email m

Source: Symantec

Based on data Risk
collected from:

High

Medium

Linked [[}}

twitter¥
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Most Likely To Be Targeted in 2013

To: JohnDoe@drillanddig.com
Subject: Re: Order Payment
From: Attacker

Please click on this executable to see your order information.

Personal Assistant
at a Large Mining
company

@Symantec.. -




Targeted Attacks by Job Function in 2012

30%

Sales
24%

25%

20% = C-Level
17% Shared

) = Seif Mailbox

15% enior 13%
12%
10%
Recruitment )
o 4% Media
5% 3% PA

1%
————

0%

O Attacks may start with the ultimate target, but often look opportunistically for any
entry into a company
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Conclusions — Lessons Learned
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Targeted Attacks — Lessons Learned

* The Number of Targeted Attacks has steadily increased over the last few
years

e Campaigns are becoming more persistent, more diverse and widespread
(sometimes even automated), more prevalent

* Increases in zero-day vulnerabilities and unpatched web sites facilitate
move to watering hole style targeted attacks

* Most industries are at elevated risk, in particular in favorable economic
markets or government-related areas, and large organisations

e Users continue to fall for social engineering tricks and are not applying
street smarts to online activity

* Urgent need for more advanced intelligence capabilities to better defend
ourselves against such attacks (moving target)
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Thwarting Targeted Attacks

Security Intelligence

Holistic Security Monitoring

Removable Media Device
Control

Email & Web Gateway Filtering

Data Loss Prevention

Encryption

Incident Preparedness &
Response

* Human Intelligence regarding active and anticipated attack campaigns, targeted
attacks, and emerging threats

* Use full capabilities of monitoring solutions to provide full visibility into security
posture and events across the entire enterprise footprint

* Restrict removable devices and functions to prevent malwareinfection

* Scan and monitor inbound/outbound email and web traffic and block accordingly

* Discover data spills of confidential information that are targeted by attackers
* Detect and prevent exfiltration of confidential information that are targeted by
attackers

* Create and enforce security policies so all confidential information is encrypted

* Ensure formal Incident Response capabilities are in place and fully tested
* Conduct periodic penetration tests and red-team exercises to evaluate defense
and response capabilities from the perspective of an attacker
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INTERNET SECURITY THREAT REPORT 4 2014
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Olivier Thonnard
Olivier Thonnard@symantec.com
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2013 was the Year of the IMlega Breach
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