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Setting The Scene



Natural Language Generation (NLG), which is a subfield of artificial 
intelligence and computational linguistics […] can produce meaningful texts 
in English or other human languages from some underlying non-linguistic 
representation of information.

“Building Natural Language Generation Systems” by Ehud Reiter and Robert Dale, 2000

NLG Definition



Widespread Use of NLG

Journalism

Business Intelligence

Financial Analysis and Reporting

Real Time Traffic & Weather Forecast

Sports Reporting

Property Bot



NLG in Journalism

The Washington Post, August 5, 2016, WashPostPR

Forbes, November 14 2017, Adelyn Zhou

The Guardian, July 6 2017, Julia Gregory

https://www.washingtonpost.com/pr/wp/2016/08/05/the-washington-post-experiments-with-automated-storytelling-to-help-power-2016-rio-olympics-coverage/
https://www.forbes.com/sites/adelynzhou/2017/11/14/ey-deloitte-and-pwc-embrace-artificial-intelligence-for-tax-and-accounting/
https://www.theguardian.com/technology/2017/jul/06/press-association-wins-google-grant-to-run-news-service-written-by-computers


NLG Powered News Generator for Automated Journalism

Monok.com, April 15 2020

https://www.monok.com/puff/cuomo-ordains-new-yorkers-to-wear-face-masks-in-public


NVIDIA Leverages NLG to Augment Marketing Analytics

Automated Insights' Wordsmith platform integrated within Tableau

https://automatedinsights.com/customer-stories/nvidia/


Databook - 5.8 M Executive Summaries Written Per Year

https://narrativescience.com/wp-content/uploads/2019/05/Databook-sample-BoA.png

https://narrativescience.com/wp-content/uploads/2019/05/Databook-sample-BoA.png


Mastercard - Customer Habits & Buying Patterns

https://narrativescience.com/wp-content/uploads/2019/05/Mastercard-customer-report.png

https://narrativescience.com/wp-content/uploads/2019/05/Mastercard-customer-report.png


From Structured Data to Narratives



From Structured Data to Narratives

Document 
Planner Microplanner Surface 

Realiser



• Context determination - Decide what information should be communicated 
out of the full dataset available

• Document structuring - How the information should be structured

à Produces a document plan object

Document Planner



• Lexicalization - Chose the words that will represent concepts
• Referring expressions generation - chose proper names, pronouns and 

references
• Aggregation - group information that should be expressed in one lexical 

block (phrase, paragraph, section)

à Produces a text specification object

Microplanner



• Generating final text blocks from a text specification tree, produced by 
microplanner

à Produces final text

Surface Realiser



• Association for Computational Linguistics (ACL)
https://aclweb.org/aclwiki/Downloadable_NLG_systems

• Multiple commercial NLG services for various domains

NLG Systems & Services

https://aclweb.org/aclwiki/Downloadable_NLG_systems


NLG in the Cyber Threat Intelligence 
Domain



• Automated email Generation for Targeted Attacks using Natural Language

Avisha Das, Rakesh Verma
Department of Computer Science University of Houston, Houston, Texas

NLG in the Cyber Threat Intelligence Domain



NLG in the CTI Domain - The Challenge

Millions of 
structured

information
Finished intel 

product is often 
a written report



• Free up analyst´s time by automating what can be automated

• Expanded coverage

• Increases capability for investigations by looking at big data sets

• Consistency & conformance to standards

How NLG Can Help Intelligence Analysts?

Augmentation rather than Replacement



Narrator - A Proof-of-Concept



• Use STIX2 bundles as input data format.

• Require high quality STIX2 with necessary relations / properties set.

• Create draft report, which must then be further edited by an analyst.

• Focus on producing routine factual sections of a document which human 
authors often find monotonous to write.

NLG Applied to CTI - PoC Constraints



Proof-of-Concept Narrator - NLG for CTI



Lessons Learned, Pitfalls and Takeaways



• Strict criteria on quality of the produced content required
(style, structure, words used) 
• Limits the use of artificial neural networks (unpredictability)
• Post-generation moderation is required

• STIX2 partially not fit for purpose, due to limited object properties

• Additional sanitization required (due to analysis / information was missing in 
structured data)

Lessons Learned



• NLG requires a matching use case.
• Start with realistic goals.
• Data must be structured enough.
• Requires significant SME and engineering investment.
• Leave neural networks for later, and use them for text style transfer, 

synonyms selection, data importance estimation, etc.

Takeaway



• Algorithmic Transparency

• Algorithmic Bias

• Balancing Artificial and Human Intelligence

• Additional controls for sensitive information?

Further Consideration



Thank You
Questions? - jorg@eclecticiq.com / sergey@eclecticiq.com


