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whoami

1. Greeting.
2. Introduce yourself.
3. Establish personal link.
4. Manage expectations.

Picture source: https://tenor.com/pl/view/inigo-montoya-hello-killed-my-father-gif-9985166
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whoami

• Senior Analyst – Standard Chartered Client and Third-Party Intelligence team
• Teaching Assistant – SANS FOR578 Cyber Threat Intelligence
• European Cybersecurity Fellowship 2024-2025 Cohort
• You can read my thoughts on OSINT, national security, and threat intelligence at 

counterintelligence.pl
• Views, opinions, and conclusions presented here are my own and not of any of my current 

or past employers!

• Feel free to reach out:
o kamil.bojarski@lawsec.net
o @lawsecnet
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Infrastructure Analysis in Threat Intelligence

• Allows tracking adversarial activities 
during recon and weaponization phases.

• Allows long term tracking of activity 
groups regardless of possibility 
to observe intrusions directly.

• Wealth of data avaialble from internet 
scanning services and indicator 
submission platforms.

• Main issues are related to signal to noise 
ration of findings.

• Let's cover methods, sources, and use 
cases of infrastructure tracking for 
defense operations.

Picture source: https://apps.dtic.mil/sti/pdfs/ADA586960.pdf
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Infrastructure Tracking Along Kill-Chain

• Because of how internet facing adversarial assets are used, infrastructure 
hunting provides a unique opportunity to tackle earlier phases of kill-chain.

• One of the few opportunities to track weaponization.
• In terms of phishing attempts visibility into newly created infrastructure 

(victim branded credential harvesting panels) can provide early indicators 
of targeting.

• On the other end of the spectrum infrastructure insights can lead IR and 
compromise assessment efforts.

• Effective tracking of exfiltration nodes allow visibility into exfiltration.
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Infrastructure Tracking Along Kill-Chain

Recon – hosts conducting mass scanning, direct network scanning attempts

Weaponization – tracking C2 nodes before use, phishing credential harvesting sites

Delivery – active phishing pages, second stage payload hosting

Command and Control – C2 communication, profiling active C2 nodes

Actions on Objective – data exfiltration, hands-on operations command input
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Applying Intelligence Cycle To Infrastructure 
Tracking

• As with every intelligence activity, correct 
intelligence requirements support proper 
direction of investigations and aligned 
outcomes.

• Multitude ways to approach the planning 
phase. From proactive detection of targeting 
of vendors to support for threat hunting and 
IR activities.

• Collection and processing will often involve 
working with data sets at scale.

• Outcomes will have operational implications, 
however can they can be also used to support 
strategic outlook.

Picture source: https://giphy.com/gifs/trust-the-process-jobs-not-finished-mPKa6OI5oRsmextwBq
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Applying Intelligence Cycle To Infrastructure 
Tracking

• Planning and direction – proactive hunting for 
infrastructure created vs hunting for support of 
incident response and security operations.

• Collection – internet scanning sources, active vs 
passive collection, use of threat intelligence feeds.

• Processing – normalization of results from 
multiple sources, automatization of queries.

• Analysis – infrastructure profiling, pattern analysis, 
query building.

• Dissemination – indicator sharing, describing 
adversarial tradecraft.

Picture source: https://usnwc.libguides.com/c.php?g=494120&p=3381427
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Applying Intelligence Cycle To Infrastructure 
Tracking

Tactical Operational/Strategic

Discovery of related infrastucture during 
incident response.

Discovery of infrastructure based on external 
reporting.

Retrohunts based on temporal patterns of 
active infrastructure.

Establishing methodology of use and creation 
of infrastructure.

Early detection of phishing infrastructure. Assessing use of infrastructure based on 
service configuration.

C2 node discovery and alerting or blocking.
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Breakdown of Sources

• Internet scanning services (general visibility):
o Shodan
o Censys
o FOFA
o GreyNoise
o PassiveTotal (kinda :-( )

• File/URL submission services (already used assets):
o VirusTotal
o URLScan
o Hybrid-Analysis
o Intezer

• Threat intelligence exchange (analysis leads):
o Pulsedive
o Alienvault
o Abuse.ch
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Contemporary Challenges in Tracking

• C2 nodes have to be exposed for effective 
operations.

• But proliferation of public cloud services 
made quick rotation and setting up infra 
easy.

• Privacy protection for domain registration 
is very common.

• As such we can encounter very common 
profiles of infra that will not be useful for 
tracking or detection.

• This translates to high noise to signal 
ration that infrastructure hunters have to 
be aware of.
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Infrastructure Indicators as Composite Objects

• Due to ease of creating infrastructure that 
blends in with legitimate assets, use of a single 
feature for resilient tracking is not viable.

• Combining multiple features into profiles allows 
switching from atomic indicator to TTP context.

• Contributes to both detection and 
understanding of the scope of adversarial 
activities and evolution over time

• Joe Slowik did a great job describing this 
approach in 2020.

Picture source: https://www.domaintools.com/resources/blog/analyzing-network-infrastructure-as-composite-objects/
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Picture source: https://imageresizer.com/meme-generator/edit/angry-penguin
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Profiling Infrastructure Creation

• To move from atomic observables, we 
need to understand how the threat 
actor approach setting up 
infrastructure.

• As with all instances of TTPs this is not 
convenient for a TA to change.

• Especially true for eCrime activities 
where actors are more interested in 
scaling activity to a large number of 
victims rather than conducting targeted 
intrusions.

• bit.ly/infrastructure-exploitation
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Profiling Infrastructure Creation
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Profiling Infrastructure Creation
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Cobalt Strike Malleable Profiles
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Cobalt Strike Malleable Profiles



PUBLIC

Invisible Strings –Contemporary Challenges And Techniques Of Infrastructure Tracking Version 1.0

Cobalt Strike Malleable Profiles
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Cobalt Strike C2



PUBLIC

Invisible Strings –Contemporary Challenges And Techniques Of Infrastructure Tracking Version 1.0

Cobalt Strike C2
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Cobalt Strike C2
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Cobalt Strike C2
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Mythic C2 Profiling
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Mythic C2 Profiling
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Mythic C2 Profiling
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Mythic C2 Profiling

Favicon  Certificate Headers (values + headers hash)
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Mythic C2 Profiling
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Mythic C2 Profiling
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Mythic C2 Profiling
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Volt Typhoon

Picture source: https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-038a
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Volt Typhoon
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Volt Typhoon
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Volt Typhoon

Picture source: https://github.com/blacklotuslabs/IOCs/blob/main/KVbotnet_IOCs.txt
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Volt Typhoon



PUBLIC

Invisible Strings –Contemporary Challenges And Techniques Of Infrastructure Tracking Version 1.0

Volt Typhoon
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Volt Typhoon
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Volt Typhoon
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Volt Typhoon
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Photograph source: https://www.flickr.com/photos/evarinaldiphotography/6966830273
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Infrastructure Tracking and Attribution

Picture source: https://go.recordedfuture.com/hubfs/reports/cta-2019-0206.pdf
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Infrastructure Tracking and Attribution

Picture source: https://go.recordedfuture.com/hubfs/reports/cta-2019-0206.pdf
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Infrastructure Tracking and Attribution

Picture source: https://go.recordedfuture.com/hubfs/reports/cta-2019-0206.pdf
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Infrastructure Tracking and Attribution
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Infrastructure Tracking and Attribution
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Infrastructure Tracking and Attribution

Nameservers

Temporal pattern

Hosting provider

IP ranges
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Indicator Sharing For Effective Defense

Picture source: https://imgflip.com/memegenerator/197671929/Kombucha-Girl
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Indicator Sharing For Effective Defense
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Indicator Sharing For Effective Defense
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Thank you!
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