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Agenda

1. Maturity models unpacked: Why bother?
2. “But the intelligence is such a complex field…”: Structuring the Unstructured
3. Making the Intangible Tangible: Turning Ideas into Action
4. DIY CTI: Make your own plan for maturity



How did it all begin?



Different shades of intelligence for:

• Governmental Stakeholders

• Pharmaceutical Industry

• Banking & Finance

My expierience a.k.a whoami



What are maturity models? Why do we need them?

Logical sequence of levels or stages, from initial state to maturity

Predictable patterns of evolution

Levels presented by actionable details

Self-assessment and benchmarking

Guided growth and development

Improved efficiency and effectiveness



How CTI may mature...if left alone

Senior Leaders

Red Team

Security Awareness

Threat Hunting

OT / ICS



What is a mature CTI?

Direction and 
Planning

Collection & 
Process

Analysis & 
Production

Dissemination 
(Delivery)

Feedback

CIT as integral part of the organization

Constant situational awareness

Detailed and updated requirements

Collection Management Framework

Tools & Automatization

Metrics and optimization

Constant Dialogue

Recipients: Tools & Humans 

Timely & Actionable

Automated

Input -> Process – Output

SAT & Bias Management



So how can we get there?



“But the intelligence is such a complex field…”

Diversified 
Stakeholders

Scope of Reseach
and Operations

Different 
Products & 

Technologies
Diverse skill set

Evolving Threat 
Landscape

Volume and 
Variety of Data



From complexity to simplicity

How are other MMs structured?

What defines CTI’s role & impact?



Trying not to „reinvent the wheel”

Soft.Dev. & CTI
1. Focus on security
2. Data-Driven Decision Making 
3. Technology, Teamwork &

Project Management 
4. Continuous Learning & Adaptation



How to bring order into the design phase?

Repeatable Defined Measured Optimized

No automation, lots of 
manual work

No strategic direction, 
poor & ad-hoc 

coordination and 
communication  

Simple coordination 
(personal contacts), 

repeating consulting, 
some shared decision 

making 

Standardized, tested 
and documented 
processes in the 

organization  

Established comms 
and coordination 
channels, enable 

efficient direction and 
coordination 

Processes are 
measured to gain 
insight into their 

efficiency, metrics 
enable temporal 

analysis

Processes are 
constantly evaluated 

and  optimized

Self-learning tools and 
technology are used in 

data collection, 
processing, initial 

triage and analysis 

Constant dialogue 
between stakeholders, 
based on the common 

understanding of 
concepts, processes 

and values

Initial

Chaotic, undefined, 
unpredictable, reactive  

Simple, individual, not 
standardized 

processes, change with 
personnel rotation 

Early stage of data 
aggregation, no central 
hub, well known tools 

used, technical 
controls added to the 

process 

Data is semi –
automatically 

aggregated in a central 
repository in unified 

manner

Collaborative 
workspace and culture 

in the organization, 
shared decision 
making, efficient 
feedback loop   

Most of the data 
collection and 

processing is done 
automatically from 

internal and external 
sources 



How to bring order into the design phase? – cont’d

• My goals
• assess and improve

• Diagnostic Features
• Identify clear indicators per level
• Define process area activities, tailored 

for each maturity stag

• Prescriptive Pathways
• Provide step-by-step growth guidance
• Visualize activity evolution across 

maturity levels

Now
what?

So
what?

What?



„Now what?” - vertical thinking

1.C.1.a / 
"CTI function”
is organized and 
directed
in ad-hoc mode
while incident is
in progress;

2.C.1.a / 
CTI personnel
is visible as a 
separate security
element in the 
organization;

3.C.1.a / 
PIRs can be 
established based on 
the high-level IR (they
are specific and 
relevant);

4.C.1.b / 
List of assets, 
technologies and their
vulnerabilities is
constantly updated
which modifies the IRs;

5.C.1.a / 
Well established
external and internal
feedback processes
provide input for 
improvement in all
areas of CTI TTPs;

Initial

Repeatable

Defined

Measured

Optimized

Maturity Level 1

Maturity Level 5



“So what?” - horizontal thinking 
O
pe

ra
tio

na
l Direction & Planning

1.B.1.b

No clear division of 
security
responsibilities in 
organization;

Ta
ct
ic
al Direction & Planning

1.C.1.a

"CTI function" is
organized and 
directed in ad-hoc 
mode while incident
is in progress;

Ta
ci
tc
al Direction & Planning

1.C.1.c

PIR are influenced by 
current incidents
only and are set by 
the security
responders – no 
specific
requirements are
present;

O
pe

ra
tio

na
l Direction & 

Planning
3.B.1.e

Solid security
teams are present, 
their activities are
divided into areas
of responsibilities;

Ta
ct
ic
al Direction & 

Planning
3.C.1.a 

PIRs can be 
established based
on the high-level IR 
(they are specific
and relevant);

Ta
ci
tc
al Direction & 

Planning
3.B.2.a

Collection 
Management 
Framework is used;

Maturity Level 1 Maturity Level 3



But what exactly should be „inside the controls”?

SMARF

• Specific

• Measurability

• Achievability

• Relevance

• Flexibility

Maturity Intel. Phase Type Control – content Assessment

ü What do controls mean? 
ü How detailed / broad should they be?



How to turn optimistic assumptions into deliverables?

High Level Methodology Low Level Approach

Start Small

Evaluate

Progress & Move 
On

User Stories

Acceptance 
Criteria



How did it all end?

Assessment

•~ 230 granular controls for self-assessment
•each describing different intelligence proces or

capability

Guidelines
•Operational guidelines on how CTI could be matured

Correlation

•Controls are correlated with other security functions
in an organization

L1 
Initial

L2 
Repeatable

L3
Defined

L4 
Measured

L5 
Optimized





How can I get it?

ü https://github.com/Slavkey/CTI_Maturity_Model

ü CMM_maturity_model.xlsx

ü What is it?
ü Who is it for?
ü What’s the purpose?

https://github.com/Slavkey/CTI_Maturity_Model


What’s inside ?



How should I start ?

Review the model

ü Understand the big picture
ü Delve into controls

Self – assess

ü Start with 1 and advance till 
you can 

Prioritize

ü Understand actual business 
needs 

ü Set goals and priorities
ü See how controls depend 

on each – other 



Re-assess

ü Conduct reassessment
ü … and continue

Deliver

ü Set goals and priorities
ü See how controls depend 

on each – other 

Plan

ü People, processes, technology
ü Budget
ü Deadlines

How should I progress ?



When / how does it end?

Repeatable

Defined

Measured

Optimized

Initial



Thank you!

Questions?

if later:
https://www.linkedin.com/in/slawek-kiraga


