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We know it's hard to acquire intelligence

Proofpoint / Chinese APT TA413 resumes targeting Tibet following COVID 19 themed economic …

This campaign targeted European diplomatic and legislative bodies, non-profit policy research organizations, 
and global organizations dealing with economic affairs.

[…] as part of the TA413 March 2020 campaign targeting European economic entities. […] The re-emergence of 
well-known Tibetan themed sender addresses and graphically didactic PowerPoint attachments in later July 
again tie TA413 to its emblematic targeting of the Tibetan community.

The report indicated this email address had been used in phishing campaigns from May 2012 through June 2013 
to target Tibetan members of civil society.
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It's even harder across vendors

Talos / Breaking the silence recent Truebot activity ...

While we don't have enough information to say that there is a specific focus on a sector, we noticed a number of 
compromised education sector organizations.

Mandiant / Stomp 2 Dis Brilliance in the Visual Basics ...

The campaigns primarily targeted financial services organizations in the United States, […] At least one campaign 
targeted South Korean organizations, including a marketing agency.

Proofpoint / Servhelper and Flawedgrace New Malware Introduced TA505 ...

TA505 appears to be actively targeting banks, retail businesses, and restaurants as they distribute these 
malware families.

Trend Micro / Shifting tactics breaking down TA505 groups use of HTML RATs and ...

They had also targeted retail brands and even different financial companies across the world.
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And when a group attacks too much ...

Mandiant / Game-over detecting and stopping an APT41 operation

A China-nexus dual espionage and financially-focused group, APT41 targets industries such as gaming, 
healthcare, high-tech, higher education, telecommunications, and travel services.

Unit42/ Travel themed phising

This article provides early warnings for the travel industry and global travelers […]

Securelist / Moonbounce the dark side of UEFI firmware

One particular target corresponds to an organization in control of several enterprises dealing with transport 
technology.

Unit42/ APT41 using new Speculoos backdoor to target organizations globally

We also used this data to identify multiple victims in industries such as healthcare, higher education, 
manufacturing, government and technology services in multiple regions around the world, such as North 
America, South America, and Europe.
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What happens over 3 years of adding data to OpenCTI

• Ingesting free-form text & structured data + manual edits
• 50k+ external references
• From 2k source domain names
• Of 46 well-known sources
• By 50+ threat researchers who enrich the data and 

create hundreds of threat reports

• System was based on ANSSI sectors, countries, regions, cities ...



In addition to high quality reports from
- Cisco Talos
- Mandiant / Fireeye
- Kaspersky Securelist
- PAN / Unit42
- ESET
- Proofpoint





But why sectors?

1. Avoid naming customers

2. Abstraction → Aggregation

3. Attacker group has preferences

4. "Are we attacked?"

5. If (fingers crossed) everything is right, we have beautiful graphs.
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But the world is not ideal.
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Label misuse

Type Name # of STIX objects

loc americas 3

loc antarctica 0

org Ministry of Foreign Affairs 0

platform Android 11

platform Win 64

??? Critical Industries 3
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Duplicated entries

Type Name # of STIX objects

sector Education 304

sector education industry 242

sector Energy 407

sector energy industry 100

sector TELECOMMUNICATIONS 616

sector telecommunications industry 145

Sector Telco 5

??? UNKNOWN 66
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Misspelling, and ...

Type Name # of STIX objects

sector Gas And 5

sector GAS AND OIL 22

sector GOVERNEMNT 577

sector Oil And 17

sector Oil 0

sector government-public-services industry 153



We ended up with

195 sectors on production
214 sectors on staging

Whereas

34 sectors in STIX 2.1
16 sectors in US CISA

Must maintain compatibility with other systems >_<"
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Vendor Not-so-STIX Sectors

Trend Micro aerospace, agriculture, automotive, aviation, banking, business, chemical, communication, computer, 
construction, consumer electronics, corporate, cosmetics, defense, device fabrication, diving, education, 
energy, energy and water, enterprises, esports, financial, food and beverage, food and logistics, gaming, gems, 
government agencies, government ministries, governments, healthcare, heavy industries, high-technology, 
hospitality, industrial equipment, information technology, insurance, internet-related services, law enforcement, 
lights and fixtures, logistics, management consulting, manufacturing, marine, media, mining, movies and music, 
non-business industries, oil, oil and gas, online gaming, petroleum, pharmaceutics, public sector, pyrotechnics, 
real estate, retail, sailing, satellite, science and technology, services, shipping, space, tax and employment 
services, tech, technology, telecom, telecommunications, tiles, tourism, transportation, vehicle manufacturing, 
videogame, water treatment plants, web hosting, wireless

Palo Alto Unit42 aerospace, agriculture, banking, call centers, construction, defense, energy, finance, gaming, government, 
government institutions, healthcare, higher education, high-tech, high technology, hosting providers, 
manufacturing, marketing, medical, private sector, public sector, restaurant, semiconductor, services, software, 
technology, technology service, telecom, telecommunications

Kaspersky SecureList activists, automotive, banks, business, chemical, cosmetics, cryptocurrency, defense, educational institutions, 
embassies, energy, financial, fintech, government institutions, high technology, investment capital, large 
electronics and manufacturing, law enforcement, maritime and ship-building, mass media, military, military 
contractors, NGO, oil and gas, online gaming, online video game, outsourcing, pharmaceuticals, political parties, 
private equity, private sector, research institutes, satellite operators, technological startup, telecommunication, 
telecom operators

Cisco Talos energy, engineering, financial, government, logistics, manufacturing, public / private sector, telecommunication

Sectors used in different sources
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What we want



With canonicalized sectors

• Answer Customers' concern: Am I at risk?

• Spot potential correlation between actor groups

• Data is more coherent

• APT researchers are happy

• We can fix the typos
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CISA STIX 2.1
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APT Researchers may want these
Proposed subsector Parent sector (STIX 2.1) Notes

diplomatic government Was: embassy, because 
diplomatic entities are not 
necessary embassies.

dissident non-profit

media communications

political government Political parties, DNC-like 
organizations

information-technology technology

fintech financial-services

gambling entertainment
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Granularity

• Tendency to use more nuanced terms

• OpenCTI supports aliases, so we must have consensus

• Ontology might help / externalized
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Step 1 – Make a plan
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Step 2 – Draw a detailed plan



Step 3 – Log every single action
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and Traps ...



The story doesn't end here.

1. Keep monitoring, as automation creates new sectors.

2. In a big company, you can't always find who did it.

3. As people use it, more chaos will be introduced.
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How can we do better?

• Define a clear data pipeline and track your sources

• Do data cleansing before importing them
☞ And do not tolerate dirty data.

• Keep original reports.

• (Optimal) Use ontology and try to keep the original sectors as 
shown in the reports – and do the translation later
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Face-palm moment
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