Effective DFIR Investigation With
Limited Resources For IT/OT

Ahmad Zaidi & Salman Shaikh
21/09/2023
Port Vila, Vanuatu

N I AN

Improving Security Together



lkaspersky

ntroduction
e

Workshop Coverage

o < : 80% of Windows artifacts
o 8 5% of Linux artifacts
0« R Intelligence-Driven 15% others

|-|>-| 2 Incident Response 0% clouds

= >

A g Evidence Collection

Tl

w >

w = > Digital Forensics

M Documentation & Case
Management
> Practical Demo

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Introduction

N I AN

Improving Security Together



lkaspersky
Background — Ahmad Zaidi Said

* Work as Digital Forensics and Incident Response Specialist at Kaspersky Global Emergency Response Team (GERT)
* 12+ years of experience in Digital Forensics & Incident Response (DFIR) , Malware Analysis & Reverse Engineering,

Threat Intelligence, Threat Hunting.

* Certification:
* GIAC Reverse Engineering Malware (GREM)
* GIAC Cloud Forensics Responder (GCFR)

* Foundation - IT Service Management (ITILv3)

* Past Working Experience: Malaysia CERT (MyCERT), MNCs, Financial Institution
* Active Member of High Technology Crime Investigation Association (HTCIA)

* Active Member of Malaysia CyberSecurity Community (rawSEC)

* Speaker for international & local event

e https://www.linkedin.com/in/ahmadzaidi/

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Global Emergency Response Team (GERT) ﬁiﬁgg;:'gesponse
EUROPE We speak English, Arabic,
ermany R — _— . .
oo Y ' c Head German, Italian, Russian,
Iltaly ’» = . %S Quarter Spanish, French, Bahasa

NORTH AMERICA MA:DA(.:
USA alaysia
LATAM W META
Columbia o B, KSA
Brazil UAE
Mexico 3 Egypt
v
Reactive GERT | gonomneene Proactive
= Incident Response We provide DFIR services: =  Trainings and workshops .
. . * Retainer and Emergency _ Just a view Of them
= Digital Forensics = Tabletop Exercise (TTX)

* Remote and onsite

=  Malware Analysis

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Background — Salman Shaikh

* Work as Senior Security Researcher at Kaspersky Industrial Control System (CERT)
» 8+ years of experience in Digital Forensics & Incident Response (DFIR) , Malware Analysis & Reverse Engineering,
Threat Intelligence, Threat Hunting, Detection Engineer.

* Hunt for adversary infrastructure. https://twitter.com/salmanvsf

* Certification:
* GIAC Reverse Engineering Malware (GREM)
* Certified Red Team Professional (CRTP)
* Hunt APTs with Yara like a GReAT ninja (Kaspersky)

* Past Working Experience: Notable Security Vendors, IT & OT sectors, Manufacturing, Banking, Energy, Oil & Gas
industry.

* Speaker for international & local event. OT-ISAC, CyberPeace Summit, ICS-OT Scada Professionals etc

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Kaspersky ICS CERT: key facts lkaspersky

43 o Q

Established The first ICS CERT created by CVE Numbering
in 2016 a commercial organization Authority (CNA)
Who we are Membership

A global project by Kaspersky to coordinate the efforts
of industrial automation system vendors fgﬁ I E(;
- _—

and industrial facility owners and operators.

@ <©IEEE

Advancing Technology
for Humanity

More than 30 experts in ICS threat and vulnerability

research, incident response and security analysis IIE E"dUStV%’_ loT GLOBALPLATEORM®
.Consortium.
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Kaspersky ICS CERT - What we do ?

C

Research cyberthreats
and detect attacks on industrial facilities
providing early alerts to those in danger

9

Analyze popular industrial control system
products and technologies for vulnerabilities
and help eliminate any vulnerabilitiesidentified

lkaspersky

iy

Investigate cybersecurity incidents at industrial
enterprises and critical infrastructure facilities
helping to mitigate similar cases in future

I\-®
Provide training in industrial cybersecurity basics

and practical skills to investigate cybersecurity
incidents and perform vulnerability research

Additionally Kaspersky ICS CERT:

- Develop industrial cybersecurity methodologies, frameworks, and standards -
- Consultindustrial organizations on industrial cybersecurityissues -
- Help developers make their products more secure -

Visit ICS CERT website % %

Contactus

4k Read RFC-2350 document

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Not If, but when?
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Why is there an increase in attacks on Industrial organization ?

Industrial Cybersecurity

Manual Operations Automation

Controlle

SP

Control Valve

Process




Why an attack on Industrial Organization is more devastating?
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Industrial Cybersecurity

[

Loss of
production

© X

Impact on Penalties
Product Quality

o

Environmental
damage

Injury

= Ii;

AlA -
Lawsuits Loss of market
value
'ﬁ]
Loss of Life

®

Physical
damage
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IT vs OT / ICS Cyber Security Differences

Industrial Cybersecurity

Aspect IT Cybersecurity OT Cybersecurity
Scope Information Technology (data, systems, Operational Technology (industrial devices, control
networks) system, physical processes)

Examples of Incidents | Data breaches, malware infections, phishing | Unauthorized access to ICS, Alert on severe vibration
of the gas turbine etc

Impact Affects data integrity, availability, Can lead to operational disruptions, safety hazards,
confidentiality physical damage

Defenses Firewalls, antivirus, encryption, access Network segmentation, specialized intrusion
controls detection, fail-safe mechanisms

Objective of Attacks Data theft, unauthorized access Process disruption, physical damage

Incident Response Data breach containment, recovery Operational recovery, safety assurance

Regulations GDPR, HIPAA, etc. NIST Cybersecurity Framework, IEC 62443, sector-

specific regulations

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




CIA VS SRP TRIAD

Safety

— The most important consideration for ICS
e The machinery must not hurt people
e The people can not cause a safety risk

— When an incident happens
e The system must go to fail-safe

Reliability
— The system operates consistently and reliable
* Achieved through correct design and redundancy

Productivity
— Business continuity shall be built into the process

e Achieved through policies, training, and redundancy

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Industrial Cybersecurity

Availability

Safety

Reliability = Productivity
/ Business
continuity



ICS : Incident Response (IR) Objectives

» Acquiring forensics data from key ICS assets
» Quickly triaging to understand the threat

» Containing threats while running operations
» Eradicating when its safe for operations

» Ensure physical and environmental safety

» Legacy devices — connectivity and isolation

lkaspersky
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Industrial Cybersecurity
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Traditional vs Modern Incident Response

Traditional Incident Response Modern Incident Response

Reactive Proactive
Legacy IR Process Intelligence-Driven IR Process
Manual Automated / Al-Driven
Time Consuming Faster / Rapid
Isolated Collaborative
Limited Visibility Comprehensive Visibility
Limited Scalability Elasticity
On-site / On-Prem On-Site / Remote / Cloud
Resource Constraints Resource Optimization

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




lkaspersky
Incident Response Process — A Recap

Where to start (from scratch)....?

* What is the business process and the underlying information system?
* What are the objectives?

* What are the assets?

* What about resources?

* What about roles and responsibilities?

* What about plans, playbooks, checklists?

* What about incident definition, incident categories, prioritization, cyber risk, etc.?

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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TO DO LIST difference with ICS systems

-

= |

Before incident: naustrial Cyberseourtty

Collect all devices firmware distributives and updates

Collect all versions of programs for all devices

Copy all serial numbers, MAC and IP addresses of all devices

Hardware configuration of system and network, schematics and diagrams

Enable logging if devices are support it

Keep in touch with ICS support teams

Make trainings for ICS information security emergency cases
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TO DO LIST difference with ICS systems

-

=4

Industrial Cybersecurity

In case of incident:
First of all check that people are in safe! Because manufacturing can be damaged!

Keep devices working (if it’s possible and safe)

Obtain as much information as possible about any open network connections
Collect data about all running programs and tasks from all devices

Collect all programs from PLC and RTU

All points from corporate system checklist

Cooperation with ICS support team

More cooperation with IT and security
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Challenges in ICS/OT incident response

vV V V VYV V V VYV V VYV VYV V

it

Industrial Cybersecurity

If it is @ malfunction or an attack?

if the incident has occurred on IT network or OT network ?
If the incident has occurred on some asset in IT network, does that asset has connectivity to OT network ?
Is there a way to contain or isolate an IT asset without any disruption in Physical process ?

Dealing with Multiple stake holders (e.g. operators, maintenance teams, engineers, cyber analysts)
Availability Versus Understanding the Incident

Proprietary protocols

Lack of understanding of consequences & impact during Incident Response

Not easy to practice TTX

Legacy systems would not be able to run advanced tooling required during IR

Offline Versus Online Digital Forensic

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Response Frameworks — A Recap

* Following standards

* Support building teams internal and external facing incident response teams
* There is no need to adopt all steps of one framework

* Tailor them to the organization's need

* Focus on business value or technical value

/R
ISO
NS

1 ETF NH

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Response (IR) Management Z
2o
Industrial Cybersecurity
IR team
e Data collection .
ro O 01 * Initial vector identification Everyone has dlfferent
f ‘ i * Definition of TTPs (Techniques, Tactics & Procedures)

goals and priorities

An attacker

@ * Toreach the malicious goal Facility Management & OT Specialist

*  Ensure Physical Safet
ocDo ¢ o
( m \ *  Ensure the factory is operational all
An organization e  Continuation of business processes the time. _
victim «  Reputation of organization *  Ensure no environment hazards

*  Pressure of top management

Q(C)ﬁ *  Penalties & Fines

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Key People in Cyber Crisis Management

lkaspersky

Sttt
Incident Response Manager * ICS/OT Security Specialist Industrial Cybersecurity
Incident Response Analyst e OT Engineers
Threat Intelligence Team * Facility Maintenance team
SOC team

IT Coordinator ”

Risk Management

PR Manager

Legal Advisor

<
h

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Automation in Incident Response

 SIEM + XDR + SOAR + Case Management
* Sandbox + I0OA + I0C + Tl + TH + VM for wider coverage

o W= b mm n I Incident Response Automation _— -y
7 \
' Alert Triage Playbook Execution |
[ [
i Containment & Remediation Enrichment & Investigation | , = ° = -|_Human Expertise I' =S,
] u l . . ‘
I l | Complex Investigation .
. Reporting & Documentation . | I
| — . . :
] . Unique Scenario |
I .
I l i :
'\ Al/ML-Driven IR Automation In Cloud IR Automation , | Legal / Business Decisions .
. * \ . /

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Response for Large Scale Investigations

Challenges in Large-Scale Investigations:
* The sheer volume of data to analyze
* The need for quick response and mitigation
* Coordination access multiple systems, teams, and possibly geographic time zones & locations
*  Budget constraints — limited resources for tools for monitoring, detection, hunting & automations

Requirements for an Effective Response

Speed Efficiency
Rapid lIdentification, Tools should streamline
investigations and response rather than complicate the
to limit damage IR process

Robustness
Ability to handle vast amount
of data and types of incidents

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Typical initial alerts in ICS/OT environment

Industrial Cybersecurity

» Scenario 1. The HMI Screen is not getting field updates
» Scenario 2: The Power Plant stopped producing energy
« Scenario 3: Alert on severe vibration of the gas turbine
« Scenario 4: The mouse on the HMI screen is moving

» Scenario 5: The IT stopped receiving ICS data

« Scenario 6: CCTV shows people nearby the generator

« Scenario 7: Alert on sudden activation of the SIS

» Scenario 8: The operator sees high boiler pressure

» Scenario 9: Instruction to shut down the plant

« Scenario 10: The CERT is reporting on attacks worldwide




Incident Detection

Quick Artefacts
7" DFIR

DIGITAL FORENSICS  INCIDENT RESPONSE

Windows Forensic Analysis
POSTER
Master Windows Forensics ~ You Can’t Protect the Unknown

digital-forensics.sans.org

B T

SANS Windows Artifact Analysis: e

Evidence of... P
Application Execution

Tima Rules

T

[ AccessData FTK Imager 3146
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File View Mode Hep

ag% ad- Qe | @9 el
Evidence Tree y
=€) \\PHYSICALDRIVED o

[i]-t Partition 1 [500649MB]
(-2 Partition 2 [39MB]
(-t Partition 3 [202409MB]
=13 NONAME [NTFS]
8- [ophan]
=-0 froot]

12 $BadCus
BHOD SExtend Evidence Tree Pane
B $Recycle Bin
I8 sSecure
1-9€) 3590F75ABAIE4B5486C100C1ASDAFFO6Z . ZZZ ZZ77Z
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EHiK) 3590F75ABAIE485436C 100C1AIDAFFO622.. 22.2. 222
B3¢ 3590F75ABAIE485486C100C1AIDAFFO6ZZ.Z22Z . 2777
152 3590F75AB, 100C1ASD4FFO6:
4% 3550F75ABASE48S5: 100C1ASD4FFO6: zzz
13 Config Msi
#4) Dell
1) Documents and Settings
1) FFOutput i

Hex Value Interpreter

Disk image analysis

Name | Size | Type | Date Modified |

[sBoot 8 Regular File 27-11-201285

L8130 dex Al 20-2-2014 716,
SLogFile _F le List Pane File 27-11-2012 85
SMi e

LI SMFTMirr 4 Regular File 27-11-201285

| SSecure 1 Regular File 27-11-201285

Type [ Sz [ Value

signed integer 18
unsignedinteger 18
FILETIME (UTC) 8
FILETIME (local) 8
DOS date 2
DOS time 2
time_t (UTC) 4
time_t flocal) 4

Hex Value Interpreter

Byteorder (& Litle endian " Big endian

AT LS Y SIS R

de r\Dos yad ’
t Uolatility

A93606740

Memory image analysis

AB8@8a12h30
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Differences between forensic and ICS forensic

PLC
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BB File Edit Insert PLC View Opt indow Help =
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DB DB 38 Data Block — — 03£31/2017 01 3543 PM — DE31/2017 01 36 44 PM —
« [0 v

Press F1 to get Help. Intel(R) PRO/1000 MT N 50 Bytes Selected: 1/6
AR < [ = S
) | L 4 = 6/25/2017

Object Explorer v+ o X
Historian Server Connect ~ 87 43 ¢ 3
[+ (@ Replication -

[# [ AlwaysOn High Availability

Hk‘ Solution1 - Microsoft SQL Server Management Studio (= 3 Management

File  Edit | View \ Project Debug Tools Window Help @ & Policy Management
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M Distribu___ View 2 SQL Server Log
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N 9 Refresh
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SCADA
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Industrial Cybersecurity
— Alarm Logging - [05(4).mcp]

File Edi View Messages Took Help

d a4
1 -
= B Message blocks
=) System blocks
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Incident Detection

01101100
o PCAP | 01101111 T
Malicious File ( ) 01110110 Running as user "root" and group "ruot": This could be dangerous.

5 2.813876528 192.168.246.198 > 93.184.216.34 TCP 66 38236 » 80 [FIN, ACK] Seq=1 Ad

01100 101 k=1 Win=502 Len=0 TSval=705197085 TSecr=3126651585

8 2.814131645 192.168.246.198 > 93.184.216.34 HTTP 565 GET / HTTP/1.1
11 3.167539500 93.184.216.34 > 192.168.246.198 HTTP 1094 HTTP/1.1 200 OK (text/htm

)
12 3.167583302 192.168.246.198 > 93.184.216.34 TCP 66 38246 > 80 [ACK] Seq=500 Ack=
029 Win=493 Len=0 TSval=705197439 TSecr=155900373
WIRESHARK 22 5.874241936 192.168.246.198 » 93.184.216.34 TCP 66 [TCP Retransmission] 38236 »
o [FIN, ACK] Seq=1 Ack=1 Win=502 Len=0 TSval=705200146 TSecr=3126651585
227 8.573998069 192.168.246.198 » 93.184.216.34 HTTP 566 GET / HTTP/1.1
261 8.868378881 93.184.216.34 > 192.168.246.198 HTTP 1093 HTTP/1.1 200 OK (text/htm

Code Analysis )

Static Analysis Dynamic Analysis

SURI

Hash value calculation Malware properties

@ NetworkMiner 2.6 - m]

Malware motion
characteristics

virustotal.com online
interrogation

File Tools Help
|—Sdedandwwkadﬂernlheh— v| i

Parameters (5264) Keywords Anomalies
Hosts (13) Flles (159) Images (10) Messages Credentials (123) Sessions (355) DNS
Show Cookies [] Show NTLM challenge-response [] Mask Passwords

Client Server Protocol  Usem.. Password ~
192.168.4.15 [DESKTOP-M... 19216844 [DC1]... NTLMSSP PUN SNETNTLMv2$PI
192.168.4.15 [DESKTOP-M... 19216844 [DC1].. Kerberos PUN Skrb5pa$18sSPUI
192.168.4.15 [DESKTOP-M... 192.16844[DC1]... Kerberos PUN SkibSasrep$18$P!
192.168.4.15 [DESKTOP-M... 192.16844[DC1].. Kerberos maty  Skb5pasi8Smarty v
< >

PE heading analysis Malware capability

OT PCAP Analyzer

Packed types analysis Malware activity

Buffered Frames to Parse:

Vendor Breakdown Protocol Breakdown

Vendor Asst Count ot Toal Protocot Packet Coumt o of Tl

ARt P s o odtn
[En— s 2oon <10t Va0 oo
Sman A s 005 o) 1o o
Ve e 2 10005

Noxa Techvoiges
PHOENX CONTACT
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Incident Detection

Using the power of both, Windows PowerShell and Windows Management Instrumentation

* WMI available starting with Windows ME

* PowerShell available by default since Windows 7 [’
.. . Windows
* Used for administrative purposes Management
Instrumentation

* Flexible processing and filtering functions

* Local and remote command and/or script execution

* PowerShell:
* Integrated scripting environment for script development and debugging

* Continuous improvements and development

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Incident Detection

Computer Aided Investigative Environment (Caine)

* Bootable into a Linux System
* All devices are unmounted by default
* Shipped with portable tools for DFIR

* Live system

e  WinAudit

e NirLauncher

System Uptime: 0 Days 0 Hours 6 Minutes

WinAudit Freeware v3.2.1 - O X
File Edit View Language Help
: :
Audit Stop Options Save E-Mail Help
Categories X (e
El System Overview
Installed Software ‘omputer Audit for MSEDGEWIN10 ~
Operaling
2] Operating 1) System Overview
El Peripherals
Lk Gy Ttem Value
Crovpe e[y Computer Name MSEDGEWIN10
Scheduled Tasks Domain Name WORKGROUP
£l Upiime Statisics Site Name
[El Environment Variables Roles Workstation, Server
E] Regional Settings Description
Windows Network y| [‘Cperating System icrosoft Windows 10 Enterprise Evaluation 64-Bit
@& 4 Network TCP/IP Manufacturer VMware, Inc.
Hardware Devices Model VMware Virtual Platform
Display Capabilties Serial Number VMware-56 4d d0 8f c9 e5 c2 ba-e3 98 60 49 b2 80 8b bs
& 4 Display Adapters Asset Tag No Asset Tag
Installed Printers Number of Processors 2
& BIOS Version Processor Description Intel(R) Core(TM) i7-7600U CPU @ 2.80GHZ.
S e Total Memory 4096MB
- | [TotalHard Drive 40.0GB
M'““““"" Display 1298 x 928 pixels, true colour
&l Memory BIOS Version INTEL - 6040000
PyscalBesy User Account IEUser
B 4 Drives

Communication Ports

Local Time 2021-06-14 00:52:24

[El Startup Programs
Services

[l Running Programs
ODBC Information

El OLE DB Providers

2) Installed Software

< >
it/ /wwnwparmavercoul/winsugithiml | ] | MSEDGEWIN1O

| European Union Public Licence

@ MirLauncher - NirSoft Utilities

File Edit View Options Launcher Packages Help

Password Recovery Utilities | Network Monitoring Tools || web Browser Tools VideolAudio Related Utiities |
Internet Related Utiites | Command-Line Utiities | Desktop Utilities | outiookioffice utiities |
Programmer Tools | Disk Utilities | System Utilities | Other Utilities |

All Utilities |

= Forensic tools

. Accessories
@ Education
1.:: Graphics
,‘-"‘il Internet
g—? Office
sss Other
/& Programming

6 Sound & Video

@ Universal Access

System Tools
L Places
[ System
@ Lock Screen
@ Log Outcaine...
@ Shut Down...

lkaspersky

L Analysis

B Database

L Disks

Ll Hash

Bl Malware

L Memory forensics
L Mobile fForensics
| Network forensics
e OSINT

L Timeline

i Guymager

c“ Autopsy

iuzs Disk Image Mounter

@ Photorec
@ QPhotorec
BEViewer
& Autopsy 2.24
( nBTempo

-

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Detection

Sysinternals Process Explorer

* Displays information about processes and their handles and loaded DLLs

* Color coding

* Detailed information about a process security
* Suspend or dump a process

* Strings of a process

* TCP/IP endpoints

* VT integration

* Etc.

lkaspersky

2 Process Explorer - i m [DESKTOP-CA4! |

File Qptions View Process Find Users Hgndle Help

- [m

J <Filter by name>

X

HcocOm: | &X 28 b ol [ |
Process CPU| Pivae Byies || Working Set|  PID | Descrption
@ msedge o 7.55 K 17.072K 4304 Microsoft Edge
) msedgewebview2exe. <001 0.848K 91424K 3480 Microsoft Edge WebView2
sedgewebview2exe 2040K 7608 K 7968 Microsoft Edge WebVien2
sedgewebview2.exe 254K 49.500K 4460 Microsoft Edge Web\iew2
2 msedgewebview2.exe <001 12380K 31616K 6124 Microsoft Edge WebVien2
i msedgenebview2.ene 7584 K 17688K 7900 Microsoft Edgs WebView2
sedgewebview2exe 59952K  103.184K 4856 Microsoht Edge WebVien2
] vmacthip exe 1824K 7800K 1936 UMware Activation Helper
vmtaolsd exe <001 2.968K 23404K 3428 VMware Tools Core Service
vitoolsd exe: 034 27820 49.968K 7844 VMware Tools Core Service
] VGAth Service exe 4840K 14663 K 3408 VMware Guest Athenticatio
] MsMpEng exe <001 169.352K  146892K 3416 Antimalware Service Execut
] NisSiv.exe 1212K T1.716K 4952 Microsoft Network Realtine |
0728K 79012K 7368
744K 37.164K 6524
03 14276K 58.024K 8084 Microscht OneDrve
236 012K 74764K 1704 Sysintemals Process Explorer
<001 88I00K  216344K|
<001 4250 15276K 3144 COM Sumogate.

700K 17616K 3332 COM Sumogate

2808K 15.836K 4712 COM Sumogate

6472K 19.952K 856 Local Securty Authority Proc.
034 376K 11464K 1232 Microsoft Distibuted Transa.

4508K 25.256K

14704 K 48056 K

| Compary Name

Microsaft Corporation
Microsaft Gomoration

Micrasoft Coporation
Microsaft
Sysintemals - www sysintemals com

Microsoft Coporation
Microsoft Corparation
Microscft Comoration
Microsoft Corporation
Microsoft Corporation

‘ Path ~ ‘ ViusTetal
C:\Program Files (x88]\Microsoft'Edge'\Applicationmsedige exe [iTe/)
C:\Program Files (486)\Microsoft\Edge WebView\Application\.109.0.1518.61\msedge... 0/75
€:\Program Files (x86}\Microsoft\Edge WebView \Applcation’.109.0.1518 6 T\msedge... 075
C:\Program Files (x86]\Microsoft'\Edge Web\View'\ Appiication\103.0. 15186 1\msedge... 0/75

C:\Program Files (¢86)\Microscft'\Edge Web\View \Appication'\109.0.1518.6T\msedge... 0/75
C:\Program Files (x86]\Microsoft\Edge Web View \Appiication’\109.0. 1518 6T\msedge... 0/75
C:\Program Files (x86)\Microsoft' Edge WebView \ Appiication'\109.0. 1518 6T\msedge... 075
€\Program Fles'Vhiware\VMware Tools\vmacthip.exe (%5
C:\Program Files'\hiware\Whware Tools wmtoolsd exe 12

C:\Program Files\Vhware\Whware Tools\wmitoolsd exe: (1273
C:\Program omi
C:\Program Files\Windows Defender\MslpEng exe 75
C:\Program Files\Windaws Defender\NisSrv.exe. [Tz}
C:\Program Files\WindowsApps \Microsoft Paint_11.2201.22.0 x64_ Bwekyb3dabb... Hash submited
c: cence_471.200...

C:\Users\cfir\App Data\Local \Micrascft\One Drive \OneDiive.exe.
C:\Users\dfir\ Desktop \procexp 64 exe.

C:\Windows\System32\dlihost exe
C:\Windows\System32\dllhost.exe
C:\Windows\System32\dllhost exe
C:\Windows\System32\sass exe

C:\Windows\System32\made exe.

200K 8312K
- Searchindeserxe
@ Handles [%) DLLs [ Threads
Type Name
Jacpc ot \RPC Cartral\OLEAAFBU7EODCECAICSBFEAEZI36A%A
pesion \Defaut
pirectory nowniDls
pirectory \Sessons'T\BasoNamedObiects
vert \KemelObjects*MasimumCommitCondiion
e C:\Windons \System32
e \Device\CNG:
e C:\Windows\Registration\RO00000000006 b
e \Devics\Ns
i \Devics\KsecDD
[File ‘\Device\KseeDD
[File “\Device'
e C:\Windows \System32:en-US\mswsack.dlmu
s Nesion

L
PU Usage: 5.04%  Commit Charge: 18.65% Processes: 133 _Physical Usage: 25.99%
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Incident Detection

Sysinternals Autoruns

* ASEP manager

* Comprehensive knowledge of autostart locations

B Autoruns - Sysinternals: www.sysinternals.com (Administrator) [DESKTOP-CA4NTM3\dfir] = (] X

File Search Entry WUser Options Categery Help

|O|E/OD:: /”@‘E =E 5P Quick Filter

* Hiding feature

G Applnit B Known DLLs Pp WinLegon Winsock Providers & Print Monitors & LSA Providers g MNetwork Providers B WMl 1l Office

E Everything ﬂ Logon = Explorer e Internet Explorer E Scheduled Tasks . Services G Drivers £ Codecs of Boot Execute E Image Hijacks
Autoruns Entry Description Publisher Image Path Tin

* Jump to entry P Logon

FiS HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run Mo
B € MicrosoftEdgeAutol aunch_1CE6F368B62C 6EEB2FECAE4T120F04... Microsoft Edge (Verified) Micrasoft Corporation Ci\Program Files (x86)\Microsoft\Edge\Application\msedge.exe Th
B & OneDrive Microsoft OneDrive (Verified) Microsoft Corporation C\Users\dfir AppDatatLocal\Microsoft\OneDrive\OneDrive.exe Mc
. [ HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run Mo
[ ] J u m p to I m a ge i a mVMware User Process Vhiware Tools Core Service (Verified) VMware, Inc. C\Program Files\VMware\VMware Tools\vmtoolsd.exe Tht
[ HKLMASYSTEM, CurrentControlSet\Control\SafeBoot\AlternateShell Sat

Windows Command Processor (Verified) Microsoft Windows C\Windows\system32\cmd.exe
HKLMN\SOFTWARE\Microsoft\Active SetuphInstalled Components Sur
B[ Microsoft Edge Microsoft Edge Installer (Verified) Microsoft Corporation C\Program Files (x86)\Microsoft\Edge\Application\108.0.1518. 61\Instal...  Mc
] Offl i n e S Ca n ] E n/a Microsoft NET IE SECURITY REGISTRATION  (Verified) Microsoft Corporatien C\Windows\System32\mscories.dll Sat
HKLM'\SOFTWARE\Wow6432Node\Microsoft\Active SetupInstalled Components Sur
] E n/a Microsoft NET IE SECURITY REGISTRATION  (Verified) Microsoft Corporation C\Windows\System32\mscories.dll Sat
[ Explorer
[ HKCU\Software!\Classes\™\ShellEx\ContextMenuHandlers Mo
° D e I et i n en t r.i es B, FileSyncEx Microsaft OneDrive Shell Extension (Verified) Microsoft Corporation C:\Users\dfin\ AppData\Local\Microsoft\OneDrive\22.012.0117.0003\File..  Me
g HKCU\Software\Classes\Directory\ShellEx\ContextMenuHandlers Mo
a @ FileSyncEx Microsoft OneDrive Shell Extension (Verified) Microsoft Corporation C\Users\dfir AppDatatLocal\Microsoft\OneDrive\22.012.0117.0003\File... Mc
HKCU\Software\Classes\Directory\Background\Shellbx\ ContextMenuHandlers Mo

* VT integration

* Etc.
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Incident Detection

Sysinternals Autoruns in enterprise environment (cont)

Dashboard / Windows_Sysinternals_Autoruns

Fullscreen  Share  Clone  Edit Documentation CAuto-refresh € OlLastiyear ¥

5. Search... (g, st AND extension:PHP} Options
Add afiter & Adtonsh
F T —— win_sysinternals_autoruns... win_sysinternals_auto win_sysinternals_autoruns_} win_sysinternals_autoruns_profile... win_sysinternals_autoruns_launchstrings (100)
> Search... (eg. status:200 AND extension:PHP) ® . - &
hostname keyword:  Count Profile.keyword: Count Launchstring keyword: Descending Count
Descendiny Descendin
Add a filter 4 & s C:\templgoogleupdate exe 1
B JHSRVO1 1 System.wide 1
win_sysinternals_autoruns_i win_sysinternals_autoruns_counts win_sysinternals_autoruns_| win_sysinternals_autoruns_profil ‘\)
. B HICRY Count
hostname.keyword: Count Profile.keyword: Count
Descending Descending syster . .
DESKTOP-ET1ALEB 13 System-wide 284 Systen
O [ - f— M wncad | Yin_sysinternals_autoruns_entrylocation (100) win_sysinternals_autoruns_tags
Count - . ET1ALIH\cerberos -
- m CERBEROS\Sdm_cerberos 6 ncad  EntryLocation keyword: Descending Count
- T e - = \Syste HKLM\System\CurrentControlSet\Services 1
Y’
win_sysinternals_aut rylocation (100) ‘Wwin_sysinternals._autoruns_tags e
N \Syster
EntryLocation.keyword: Descending yste J H S RVO 1
HKLM\System\CurrentControlSensarvices \Syster
\Systes -

HKLM\System\CurrentControlSetControNSession Manager\KnownDlls

HSRvo1 DCSRVO1 o
Tack Scheduler : \Syste ysinternals_autoruns_imagepath (100)

T —— DESKTOP-ET1ALSB " A

\syster Imagepath.keyword: Descending Count

HKCUSOFTWARE\Microsoft\Windows\CurrentVersion\Run
DESKTOP-ETTAL9H citempl\googleupdate.exe 1

HKLM\SOFTWAREWIcrosoftiwindows\Currentversion\Run .
win_sysi

HKLM\SOFTWAREY Windows NT\Curt \Font Drivers

ruemo| - Win_sysinternals_autoruns_ent
HKLM\SYSTEM\CurrentControlSetiControhNetworkProviderOrder

HKLM\Software\Classes\\ShellEx\ContextMenuHandlers .
R ciprof|  Entry.keyword: Descending Count
ciprog]  Google Update 1
win_sysinternals_a
cluser
DEL_ST_CPL B ewin
Dolby DAX2 API Service 1 cwin
Entr 4 Cwin
Google Chrome 2 cwin - -
Google Update 1 cwin
win_sysinternals_autoruns_search_common
GoogleChromeElevationService 2 ewin
= < >
Time Entrylocation LaunchString Entry Imagepath
win_sysinternals_autaruns_search
b January Bth 2020, 183086000 HKLM\System\CurrenControlSerSenvices Ctempigacgleupdate.xe Google Updsts Chempgeogleupdate. exe
T >
Time EntryLocation LaunchString Enry Imagepath
» Jaruary 2 52000 HKLMSystemiCurrentControlSeriSenvices sysem 32 ORVERS Wigse 573 Hgse
* Jaruary 27th 2020, 145052000 HKLM\Systerm\CurrenCantrolSesiServices system 32 ORVERS Wigse 373 Hgse

ComrolSen Controll

020, 20:51:54.000  HKLM\SYSTEMCurrent

Jaruary 260

Jaruary 25th 2020, 195112000 HKLM\System\CurrenCantrolSer\Services \PCAProgramDanaiKaspersky Lab\AVP20.0MBasesikiids.sys Hids s atkaspersiy
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lkaspersky
Incident Detection

Do we capture all the events we need for investigation?

* Gap between happening and recording of activities

e Missing process creation information

* Limited network connection information
* Process tampering

* Access of a process

* File creation events

* Network pips

* Registry

c WMI

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Detection

Microsoft System monitor (or Sysmon)

y monitor

Windows system service or driver

* Remains resident

* Extends Windows logging capabilities

* Fix the mentioned gaps

* Does NOT provide analysis nor protects you

* Events are stored under Microsoft-Windows-Sysmon%40Operational.evtx

'-? config' command for configuration file documentation. More examples are available on

d USing WindOWS Event CO”eCtor etc. fOr forwa rding eula to automatically the EULA on installation, otherwise you will be inters

Neither install nor uninstall requires a reboot.

* Usage

* https://download.sysinternals.com/files/Sysmon.zip

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky
Incident Response - osquery

Universal open-source endpoint for operating system instrumentation, monitoring, and

analytics framework
* Allows easily ask questions about Linux, MacOS and Windows via standard SQL
» Supports ad-hoc or scheduled queries

* Provides ability to query and log like:
* Running processes
* Logged in users
* Password changes
* Listening ports
* File Integrity Monitoring

* Yara rule hunting
] zz osquery

And many more.....

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Incident Response

Using different kind of tools for analysis & hunting....

o LogonTracer - https://github.com/JPCERTCC/LogonTracer

o ChainSaw & Sigma Rules - https://github.com/WithSecureLabs/chainsaw

o HayaBusa - https://github.com/Yamato-Security /hayabusa

o APT-Hunter - https://github.com/ahmedkhlief /APT-Hunter

o EVTXHussar - https://github.com/yarox24 /EvtxHussar

o Rheagal - https://github.com/AbdulRhmanAlfaifi/Rhaegal

o Persistence Hunter - https://github.com/last-byte /PersistenceSniper

@, czp S

LOGONTRACER

EvtxHussar

D)

> GRR

RAPID RESPONSE

RHAEGAL

LOG ANALYZER

PersistenceSniper \ .
Velociraptor HAYABUSA
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Incident Detection

o0 e Wireshark - Display Filter Expression

Field Name Relation

.

Network Analysis S-S e 72 ] [N
dnp3 .addr - Address ==

dnp3 al.2bit - Value (two bit) 1=

Practice : https://www.malware-traffic-analysis.net/2023/index.html| Fo

dnp3 alaiq.bs - Over-Range
dnp3 alaiq.bé - Reference Check
dnp3 alaiq.b7 - Reserved
dnp3_.alana.double - Value (double)
. . dnp3 alana.float - Value (float)
sudo tshark -r capture.pcap -Y "tcp.port == 80 dnp3 alana.int - Value (16 bit)
Running as user "root" and group "root". This could be dangerous. dnp3 alanacut.double - Output (double)
5 2.813876528 192.168.246.198 > 93.184.216.34 TCP 66 38236 » 80 [FIN, ACK] Seq=1 Ad dnp3 alanaoutfloat - Output Value (float)
k=1 Win=502 Len=0 TSval=705197085 TSecr=3126651585 dnp3 alanacut.int - Output Value (16 bit)
8 2.814131645 192.168.246.198 > 93.184.216.34 HTTP 565 GET / HTTP/1.1 dnp3.ala0q.b0 - Online

dnp3.alaog.b1- Restart
11 3.167539500 93.184.216.34 > 192.168.246.198 HTTP 1094 HTTP/1.1 200 OK (text/htm dnp3.alaoq.b2 - Comm Fail

dnp3.alaoqb3 - Remote Force
)
12 3.167583302 192.168.246.198 > 93.184.216.34 TCP 66 38246 > 80 [ACK] Seq=500 Ack= dnp3 alaog b4 - Local Force
029 Win=493 Len=0 TSval=705197439 TSecr=155900373 dnp3 alaoq bs - Reserved
22 5.874241936 192.168.246.198 > 93.184.216.34 TCP 66 [TCP Retransmission] 38236 > ge3 ataoa 5 - Reserved
0 [FIN, ACK] Seq=1 Ack=1 Win=502 Len=0 TSval=705200146 TSecr=3126651585 A3 aLbiab0 - Onne
227 8.573998069 192.168.246.198 > 93.184.216.34 HTTP 566 GET / HTTP/1.1 dnp3.aLbig b1 - Restart
261 8.868378881 93.184.216.34 > 192.168.246.198 HTTP 1093 HTTP/1.1 200 OK (text/htm dnp3 aLbig.b2 - Comm Fail
) dnp3 albig.b3 - Remote Force
dnp3 albiq.b4 - Local Force
dnp3 .al.big.b5 - Chatter Filter
dnp3 .albig.bé - Reserved
dnp3 albig.b7 - Point Value
dnp3.albit - Value (bit)
dnn?3 al hars . Commanded Stata

WIRESHARK

01101100

01101111
01110110
01100101

Search: dnp3

dnp3.addr

P C‘ \ P SYNSABER OT PCAP Analyzer

@ NetworkMiner 2.6 - m] X

File Tools Help

| — Select a network adapter in the fst — v B d sp
Parameters (5264) Keywords Anomalies

Hosts (13) Flles (159) Images (10) Messages Credentials (123) Sessions (355) DNS

[ Show Cookies [ Show NTLM challenge-response [] Mask Pa:

Client Server Protocol  Usem.. Password (ol
192.168.4.15 [DESKTOP-M... 19216844 [DC1]... NTLMSSP PUN SNETNTLMv2$PI
192.168.4.15 [DESKTOP-M... 19216844 [DC1]... Kerberos PUN SkibSpas18sSPUI
192.168.4.15 [DESKTOP-M... 192.16844[DC1]... Kerberos PUN SkibSasrep$18$P!
192.168.4.15 [DESKTOP-M... 192.16844[DC1].. Kerberos maty  Skb5pasi8smarty v
< >

Vendor Breakdown Protocol Breakdown

Vendor Asst Count - of Toal Protocot Packet Coumt % of Towl

Buffered Frames to Parse:

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky
Intelligence-Driven Incident Response

Using Cyber threat intelligence during the incident response

Forensic /
Incident
Readiness

Post Incident — Cyber Threat — Cyber Threat

Identification Indicator

Intelligent Platform
Activities

Reverse

Containment/ Unknown suspicious —
SR Preservation p Engineering

~N rd

Code

Eradication

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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CybarTrace

Intelligence-Driven Incident Response o

* Cyber Trace N

* Aggregates indicators of compromise (loC) from various sources statsics overview
* Multi-Platform SIEM integration & connector supported

* Commercial, OSINT & custom feed available P L\

o) Kaspersky
@ CyberTrace

*  Free Community Edition available with no more than 250 events

[E] Dashboard Ly Search 3 Retroscan %! Indicators /1 Detections 2 Graph [ Tasks6 5 Sewings
per second are processed and a maximum of 1,000,000 records S e
can be loaded from all threat intelligence sources. |

* OpenTIP

* https://opentip.kaspersky.com/ ) T e

File Analysis Laokup Web Address Analysis
° . I I . @ Analysis
F I e a n a ys I S Enter your request here
[) Requests
. &2 Premium Services P ——
. KUD- -
Lookup-service P

@ s we REPOIt

*, Seluctlanguage

* VirusTotal > VTENTERPRISE G

. htt . tot | Amsye sepicioun o, domsine, 1P amd UL b et eabemce s Summary
Si//www.virustotal.com e e e
cunt 1.000 Hits = 1,000,000.000 Domain google.com
1 = 100,000,000 ested 15 Sep, 1997 egistration organization  Google LLC
FILE URL SEARCH ; it = 100,000,000 Expires 13 Sep, 2028 Registrar name MaridMonitor, Ing.

* File analysis

%% informationtochnologies  Intermetsrvices  Search engines and serwces

WHoIs

* Lookup-service

< googiecom Regist MarkMonitor, Inc.

* File History s

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Intelligence-Driven Incident Response

Pyramid of Pain
* Developed by David Bianco 2013

* Description of the construct

e Between the IoCs and IOA
and their leverage effect
* Ability to modify them

during an attack

lkaspersky

- A

Challenging

Tools
Annoyin
ying Network / host artifacts
Slmple Domain names

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




lkaspersky
The MITRE ATT&CK framework

* Knowledge base of Adversarial Tactics, Techniques and Common Knowledge

* MITRE is a non-profit organization

* Comprehensive list of known TTP used by TA used for different cyber domains
* Based on real-world observations

* Each category is divided into subcategory

* Focus on initial and post compromise

» Different frameworks

* https://attack.mitre.org/

ATT&CK

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky
Incident Response Tools - YARA

YARA or Yet Another Regex Analyzer or “Swiss Army Knife”

Identify and classify malware

Find new malware samples based on family specific features

Find new exploits and zero days

Help speeding up incident response

Increase your defences by deploying custom rules inside your organization
Classification: identify file formats, archives, packed files, known threats

Filter network traffic

vV V. V V VYV VY V V V

Build your own private antivirus.

https://yara.readthedocs.io/en/stable/index.html

https://github.com/VirusTotal/yara/releases

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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kaspersky

Incident Response Tools - YARA Options Description
Default usage of yara -r Folder recursive scan
* yara.exe [options] <rule-file>.yar target -s Print strings
* yara.exe —g —-m —r <rule-file>.yar <PID> -m Print meta data
-g Print tags
Design tips

Text Strings

Implementation Traits Custom Features

File Names & Extensions Compilation Timestamps Cryptographic Keys

Export Names Mangled Class Names Unique String Hashes

URLs, Domains, IPs, E-mails Certificate Details Encrypted Strings

Compiler\Linker Versions String Encryption Algorithm

Mutex\Event\Pipe Names

Grammar Mistakes Memory Allocation Habits Domain Generation Algorithm

Program Commands \ Options Constructor Design String Hashing Algorithm

Dynamic APl Loading Technique Obfuscation Techniques

Error \ Confirmation Messages

* Tools for yara: any string analyzer, PE-Studio, CFF explorer, hex-view, any editor

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Intelligence-Driven Incident Response

Tools for writing yara rules

e Any string analyzer
 Common Linux “strings” tool
* FLOSS
* YarGen - https://github.com/Neo023x0/yarGen
* YaraDbg - https://yaradbg.dev/

* PE file structure viewer
* PE studio (free and commercial version)
* CFF explorer

* Hex viewer
* HxD
* FAR

* Kaspersky KLARA
https://github.com/KasperskylLab/klara

* Any editor (which supports yara syntax ©) [“.

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky
Intelligence-Driven Incident Response

Other useful Yara Scanner

* Yara-Scanner * (Clara
https://github.com/iomoath/yara-scanner https://github.com/abhinavbom/clara
* YARAIfy * FastFinder
https://yaraify.abuse.ch/ https://github.com/codeyourweb/fastfinder
e Loki

https://github.com/Neo23x0/Loki

* Kraken
https://github.com/botherder/kraken

* Spyre
https://github.com/spyre-project/spyre

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky
Incident Response - Sigma

* Open-source project

* Sigma is for log files what snort is for network and YARA for files

* Used to identify pattern in log events based on generic signature formats
* Based on rules written in YAML

* Typical approach

* Avoiding vender-lock Slgma Slgma
Format Converter
Generic Signature Applies Predefined and

* Sharing signature with Tl community Description Custom Field Mapping

e https://github.com/SigmaHQ/sigma

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Evidence collection

After identifying the incident, we have to acquire the digital artifacts

Full and proper acquisition is a critical step in successful Digital Forensics

Status of the system is critical

Considering volatility order when acquiring digital media (RFC3227)

\)
‘ Registers, Cache, routing table, ARP-Cache, process tables => Memory

‘ Remote logging and monitoring data that is relevant to the system in question

/
‘ Archived media
/4

e Can be (host|network)-based or other evidence data

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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lkaspersky

Evidence Collection

List of DON‘TS:

* Do not:

* Power off the system, if running, until you acquire all possible data
* Power off the system, if shut down, since malicious startup scripts may destroy evidence data
* Rely on the programs that are installed on the malicious system — always use pre-verified software

* Contents are irreversibly deleted when the system is turned off

&)

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Evidence collection

Memory acquisition

|Il

* The one-click memory acquisition tool “Dumpit”
* Two acquisition variants:

* [nteractive

* Non-interactive

* Dumpit.exe /OUTPUT <output-path> / quiet

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.

omae-Toolk

Thanks for using DumpIt! Always use Microsoft crash dumps!
Destination path:

Computer name: DESKTOP-6

> Proceed with the acgquisition ? [y/n]

rmation:
Crash Dump

Created file size: 8 bytes (819@ Mb)
Total physical memory size:

NtStatus (troubleshooting):
Total of written

Total of i

Total of a

SHA-256: FEAD246743ED1C3942138F45893CD329EFEDD3FA21B402F16E2E2F3DBSFO19FE

JSON path:

lkaspersky
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Evidence collection

Disk acquisition using the Linux forensic live CD “Paladin”

* Live Linux distribution (https://sumuri.com/product/paladin-edge-64-bit/)

S‘F-e.’r?ns%‘s‘,!hﬁL

* Toolbox with:

* Imager (over the network or second image) I PALADIN

PALADIN TOOLBOX

* Converting images

Source <Select Source Device> BIES
. . . o Comvert Image Type Device (Clone)
* Triage collection via MIME-type - — ——
= Label
Verify afte eation Segment Si

Unallocated

| Additional Imager

Disk Manager

* Disk Manager e -

Destination %

Label

@ TaskLogs = SystemLogs Imager1 Imager2

Sumuri LLC, USA

Select Paladin logs media

<Select logs media>
/dev/sda1 VMware Virtual S System-reserviert 350.00MB ntfs =
dev/cda2 Mbdware Mickual S 79 66CR pLfs

PALADIN-7.00

dc1 My Passport 259F data 1862.98GB ntfs
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The triage data collection ~ ~e
N2 N2
M .Y

* Origin from military medicine

e Method for prioritizing medical assistance

e With insufficient resources
* Using in term of information technology
* Triage evidence collection
* Triage evidence analysis
* Used to answer the initial question

* Conducted on a live system

* Conducted over an image

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Which artifacts would you collect?
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Triage collection with KAPE

Kroll Artefact Parser and Extractor (KAPE)

* Triage collection and timeline analysis tool Documentation
Modules
* Based on targets and modules files Targets

% Changelog.tct
geLog
| &y Get-KAPEUpdate.psT

& gkape.exe
& kape.exe

* GUI, command line, portable

* Provides detailed copy log

* Transfer evidence data to another location

* The approach:

KAPE (Target KAPE (Modules

Source ) Destination . Module output
options) options)

https://www.kroll.com/en/services/cyber-risk/investigate-and-respond
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Triage collection with Velociraptor

artifacts collect iles.Tar s Output_Triage Files.zip _BasicCollection=Y

e Command line:

Journal serv

the notificat

\. (db|db-wal |db-shm)
glob
glob
glob
glob
glob
glob

* Parameter

e artifacts collect : collects artifacts data
interactively

e --output: name of the resulted data

e --args : tells which data to be collected

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Other useful artifacts collection & parsers tools y

o EricZimmerman Tools
https://ericzimmerman.github.io/ Eric Zimmerman's

TOOLS

. Servers Hoarder
o Hoarder & Kuiper

(Machines) (Fast Triage)

https://github.com/muteb/Hoarder CU"EC*A””WS[ parse Artfacts /F‘- .
https://github.com/DFIRKuiper/Kuiper ZDﬁ'ZD )/
ps://g / per/Kuip —3 s })) uiper
o TAP-iR

https://tap-ir.github.io/#/

2

o Fennec (Linux / OSX)
https://github.com/AbdulRhmanAlfaifi/Fennec

timesketch

Digital Forensics Timeline Analysis

o TimeSketch

https://github.com/google/timesketch

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.
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Remote Evidence Collection

Biscout

* A swiss-army knife for the remote forensic investigation of live systems and
has been made freely available for all to use.

* Can remotely collect key forensic materials, acquire full disk images via the
network or locally attached storage, or simply remotely assist in malware
incident handling.

Boot Menu

Start Bitscout

itscout (failsafe)

BHESCOUT™

https://github.com/KasperskylLab/bitscout

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.

Terminal Access

Expert

Expert System
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. Subject drive
| | = =
1 Lo
: : lat i
System 4 “Read-only Unrelated drive
Owner Mapping
: ‘.\RW Mapping | S
: External drive
: S
Container |
T ————— A
Subject System Actions logger

Acquired materials,

logs of actions

https://bitscout-forensics.info/
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Documentation & Case
Management
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Documentation is to incident response as navigation with tools

During IR you will be flooded with information

Would you remember all of the information and your work activities?
* Which system was already investigated by whom?
* What malicious artifacts have been found?
* What was the IP of this server again?
* Where is the hard drive of the system x again?

* Etc.

Handover of team activities

Audience

* Etc.

Effective DFIR with Limited Resources, Version 1.0, © FIRST Inc.




Documentation — supporting tools

e Just notes (https://monolithforensics.com/free-tools)

lkaspersky

& Monolith Notes

MONOLITH NOTES

+ New Case T CaseFilter»  EZ Export Table || T CasesListed: 1
Case Number Client

Case Reference Case Type Case Lead

IR_20230310_2 XYZ None Ransomware Ks

* Aurora Incident Response (https://github.com/cyb3rfox/Aurora-Incident-Response)

e & Madware/Toots

Compramised Accounts
Investigated Systems b

&k Network indicators

Malware/Tools

R Ei A & Extwaion
d
Compremised Accounts . File + li' Case Details 0 Hi i
Network Indicators
Exfiltration
0OsInt
INVESTIGATION
Systems il Actity Prot
REPORTING = .
Visual Timeline o Timeline L & emguirs
Lateral Movement #, Evidence
& Acton ems

st it ©) Investigated Systems =

CASE MANAGEMENT

Investigators

Evdence 5'& Malware/Tools

Action Items

Cose ot ‘e Compromised Accounts

® Case unlocked (edits allowed) Olocked

B Aurors Incident Response 055 — [ Fie v G Case Confgumton @ Hep v
Auora IR Edit

Fiev  CaseConfiguration  Help + ‘%.}2 €\ © Timeine

) @ Invessgated Systems
INVESTIGATION C Il |[aarFes O Sesrch 4 Addltem  Removeltem  ImpertCSV  ExportCSU

[Lateral Movement] Server-1 - Server-2
Send Instructions for additional compromise

[Lateral Movement] PC-1 — Server-2
Lateral movement using psexec.exe

'
[Malware] PC-2 — Phone-1

Random text fo

[Lateral Movement] TV-1 - Hoven-1

Random text for the test,

[eMail] Phone-1 — Tablet-1
Random text for the test.

[Lateral Movement] PC-1 — Server-2
Random text for the test.

[Malware] Radio ~ Phone-1

Random text for the test

[Lateral Movement] Tablet-1 — TV-1
Random text for the test.

[Lateral Movement] Server-1 — TV-1
Hola hackers. Sois los mejores.

0

=m
MHSZEWINNERAT
02114425
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Documentation — supporting tools

FIR - Fast Incident Response (https://github.com/certsocietegenerale/FIR/)

Now svant & Incid

incdont Laader Nova  Plan Nawe  Sewerlty | Calmgory Prshg  Stows [oi]  Detecion GEAT  BA DomoBusnessiins

Incident / Phishing / test

Opanad an Jan, 15, 2015, 547 p.m. by dey.

brand website on

‘dstected by ot of our cients.

T0-00 LIST
Action Accountable
© Cantact registrar CERT x

+Add To-Do Fom

GComments (3 Aritacts (2
L] 1 Comment
201502091432 dov o test

2005-01-3019:10 dow Changed “stasus’ from “Cloasd’ 1o “Open; Changed ‘is_starred’ #rom “True" to “Falsa’;

201501151747 dew Incicert opened

Add  Comment Eot  Opsn  Bock  hcisentfolowsp  Awt  Takedown

Or the good old one

CORRELATED ARTIFACTS

Type Values

Hostnames wilwabeite.com (2) %

RELATED FILES
oate

Fen 5, 27015,
s20pm

Feo, 5, 2018,
550pm.

& Browse.

ATTRIBUTES
Name

+ A e

File Description
Mongathid zip
VAR User.s Manual_16_1_pt vira
@upoadties A Downiosa arcrwe.

Value

2ree

Action

Maonitar

STARRED INCIDENTS

lkaspersky

Date ¥ Category Subject Business Lines Severity Status Detection Leader Last Action Plan i H Edit
2015-03-10 %  Phishing hitp://phishingsite.com/url/ SubBL1 2 Open CERT CERT Abuse 16 hours ago B Gl dev
Open  Blocked  Old  Tasks

Date ¥ Gategory  Subject Business Lines Severity Status Detection  Leader LastAction Plan Lvi H  Edit
2015-03-10 %  Phishing http://phishingsite.com/url/ SubBL1 2 Open  GERT CERT  AbUS® 16 hours ago B8 G dev &
2015-01-15 ¥  Phishing test Demo BusinessLine 1 o Open  CERT None  Opened 2 mentrs ago None Ci dev
2015-01-05 ¥  Phishing test Demo BusinessLine 1, Demo BusinessLine 2 2 Open  Péle None  Alerting 2 months age None Ci dev #
2015-01-05 ¥  Phishing test Demo BusinessLine 1, Demo BusinessLine 2 2 Open  Péle None  Opened 2 menths ago None C1 dev
20141217 % ISintegrity  Alerte Jokeware Demo BusinessLine 1 [1] Open  SOC None  Opened 3 menths ago None Ci dev #
2014-12-17 %  Phishing phishing Demo BusinessLine 1, Demo BusinessLine 2 2 Open  GERT CERT  Info @ marths ago B C1 dev &
(page 10f 1)

Subject: 1

Customer: |

Project owner (kaspersky): |

Case-Number: [ ]

- Date: ]

- Location: ]

Participants:

Case information | Case overview | Compromised Systems | Compromised Accounts | Network Indicators | Host-based Indicators | Timeline Analysis Eradication Overview | Evidence-Data | Malw;
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The Hive Project (TheHive + Cortex) + MISP

MISP

e Scalable 3-in-1 open source and free Security Incident Response Platform designed for SOCs, CSIRTs, CERTs Threat Sharing

‘“TheHive + NewCase Mytasks(3) Waitingtasks(107) Alerts (182) | Lul Dashboards | Q Search Organisation \ ) THR/jerome 3C

List of cases (31 of 53) + Show live stream

SO ... - wans || Qs | 5 ] prpes

1filter(s) applied: status: Open X Clear filters

First = Previous | 1 n 3 HNext Last

Title Severity  Tasks Observables  Assignee Date Actions
#34 - [MALSPAM] Malspam 2016-10-06 (.js in .zip) - campaign: "Your Order" (v ] 5 Tasks 824 i,- 03/20/19 10:56 o
] 7

Y s ] user report o

O #27 - [CTI]Vulnerability] This is a case created from a template n 5 Tasks 3 . 02/28/19 14:55 o
L Vulnerability Oayear

O #24 - [MISP] #3329 OSINT - ASERT Threat Intelligence Report 2016-03 The Four-Element Sword Engagement [m] 5 Tasks 53 @ 02/09/17 12:03 o
Y sy | srcrcirc [ioc [ rype-rosin — @3years

O #21 - [MISP] #4855 OSINT - Nemucod downloader spreading via Facebook 5 Tasks 5 @ 01/24/17 11:37 &
L 3 m m osint:source-type="blog-post" — Q4years

O #20 - [MISP] #3107 OSINT - Turbo Twist: Two 64-bit Derusbi Strains Converge 5 Tasks 10 ‘ 01/24/17 9:04 o

sy 0 = m |

o ise [ rc=nci: ] ioc [ ypesoswr L

O #17 - #3024 OSINT - In the Shadows: Vawtrak Aims to Get Stealthier by adding New Data Cloaking n No Tasks 20 . 01/22/17 12:17 o
. @4years

https://github.com/TheHive-Project
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Kaspersky Incident Response Guide

This guide provides basic explanations and recommendations for responding to information
security incidents.

kaspersky This guide aims to do the following:

* Systematize information about the attack lifecycle and actions involved in the incident
response (IR)

* process.

* Provide a recommended sequence of actions for IR.

* Describe a range of tools and utilities that can be used at every phase of the IR process.
* Provide information about IR best practices.

Incident Response
Guide

Download:

https://securelist.com/neutralization-reaction/81620/
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Q&A

&

Salman Shaikh

Kaspersky Labs ICS CERT

Senior Security Researcher -

Ahmad Zaidi Said
Incident Response Specialist (DFIR), Kaspersky GERT

Opo

Want to know more about Kaspersky Expert Services?
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