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Remote vulnerability scanner
Based on

Nessus + Nmap + Nikto
+

Web user interface
+

Scheduler

Architectur
e

User Frontend
(HTTPS)

ArCERT Backend
Scheduler

Scan Engine

Scan Engine
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User frontend

backend

Scheduler
Scan Engine

Manual revision of requests and reports,
Possibility of pointing false positives
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Nessus results Output File
XML, HTML, NBE, Etc.

Decided to use XML: 

- More complete format
- Extensible

Problem: wasn’t working properly
Solution: Fix code, commit patch (dec 2002)

Report - briefing
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Report – port details

Formal Agreement

- Formal permission for doing the scan
- Requestor defines IP range

- Defines who has access to the reports
-Defines responsibilities. Disclaimer
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DNSar

DNSar
Tests similar to: 

www.dnsreport.com
www.zonecheck.fr

But:

Maintains historical databases of RR’s and 
problems from our constituency

Allows statistic gathering
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DNSar

1800+ gov.ar Domains

56% nameservers accept recursive queries
28% domains zone transfers allowed

45% only 1 mx record
3% forbidden cnames in MX and NS (RFC 2181)
1% include private ip addresses (RFC 1918)

16% lame delegation


