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What we’ll talk about

The Shift in APT Landscape

The New Perimeters

Why Firewalls/AV/EDR fail

Examples from our recent research



Whoami  Y1nTh35h3ll

Security researcher, White h^t hacker (Finance, Military/Gov)

Co-Founder @ CyberArt, Board Member @ Javelin Networks 

~30 years experience – Programming, NetComm, IT/System

Ex-Technology Group Manager @ Microsoft (~8 years), coded 
Windows Server Tools

Ex-CTO @ public companies, M.A Law

Certified CISSP, VMWare, NetApp, EMC, Netware etc



All you need is… Love?







ANY organization can be hacked.





Full Bypass of 

AV / EDR / Logging / Auditing

Using Invisi-Shell PoC







C2 Scenario with No Direct Internet Allowed



FWBypass: Crafted dropped packets C2
By Dor Amit

• In-direct bypass with a set of C&C techniques

• Transfer payload by manipulating the data captured by different 

audit mechanisms 

• Consume it later by accessing the log and reconstruct it using 

pre-defined logic

• https://youtu.be/XkVSCATKzwU





How adversaries bypass your

perimeter defenses



(H)Ac(k)tive Directory





Active Directory Reconnaissance







Logs from Routine Logs from Breach



Logging is Not Detecting

Detecting is Not Mitigating



Active Directory Reconnaissance

With Javelin ‘ADProtect’

(aka Threat Defense for AD)





Symantec TDAD (Threat Defense for AD)

<Previously Javelin ADProtect>

• No agent. No installations.

• Up to 10x scale for Perception Control.

• No fake stuff, not a honeypot - instead unique 

hooking with memory manipulation (Patented)

• Unique presence allows for Forensics and 

Containment opportunity.

• Ongoing Attack Simulations for Active Directory.



De-obfuscate any command~

with Babel-Shellfish

By Omer Yair





Key Takeaways

Motivation & time are all it takes to hack ANY organization

Easy to get in

Easy to bypass perimeter defenses

Easy to do reconnaissance on identities & data assets

Perimeters are trivially bypassed by skilled adversaries.

Your SIEM can easily increase your Time To Resolve.

Physical Security & Meaningful Logging (with High-Fidelity 

Signals, Detection & Mitigation) probably last controls to 

get fair chance in unfair battle field.



Do you haכk a question?



Links & THANKS!

My Git: https://github.com/YossiSassi 

Omer Yair 

https://github.com/OmerYa

Dor Amit

The Gang :-)



Th^nK Yoo

Yossi Sassi

Yossi@CyberArtSecurity.com


