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Revolutionizing automotive mobility requires tech expertise
and scale. CARIAD and Volkswagen Group have it both.
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million connected consolidated software
vehicles today and platform for the entire
counting group

\ PANY
4 PUBLIC | CSD class 9.1 CARI AD



Founded in 2020, we have bullt a corporate startup from
scratch attracting the best Tech Talents worldwide

6,000+ Ste 360

CARIAD employees Nationalities working at teams at CARIAD
worldwide today CARIAD

Join our mission and become part of one of the biggest
endeavors in the automotive industry.
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Agenda

Introduction Automotive Software/Architecture

Empirical Analysis of Automotive Software Vulnerabilities

Automotive Supply-Chain
SBOM/VDR/VEX/CBOM
Vulnerability Management
Lessons Learned
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Disclaimer

All contents expressed in the following presentation are publicly
known knowledge and only represent speakers’ personal
opinions without any past, present and future employer
viewpoints
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Automotive Architecture
and Software
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CAN Bus

— Popular field bus used in automotive and

Industrial automation struct can frame {
— Developed by Bosch in 1986 ComLE & eam Le)
— Twisted pair wire (cheap and simple) __u8  can_dlc;
— Priority-based arbitration (O is the highest 48 bad;

priority) _u8  __rese;
— ID used for receiver —us - __resi;

__u8 data[8];
— CRC for error detection Jis

linux/can.h @ torvalds/linux - GitHub (2023)
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https://github.com/torvalds/linux/blob/master/include/uapi/linux/can.h

Automotive Architectures

Topology with central gateway

ECU ECU

Haeberle, Marco, et al. "Softwarization of automotive E/E architectures: A software-defined networking
approach." 2020 IEEE Vehicular Networking Conference (VNC). IEEE, 2020.
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https://atlas.cs.uni-tuebingen.de/~menth/papers/Menth20j.pdf

Automotive Architectures

Domain Model

ECU

Haeberle, Marco, et al. "Softwarization of automotive E/E architectures: A software-defined networking approach." 2020
IEEE Vehicular Networking Conference (VNC). IEEE, 2020.
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https://atlas.cs.uni-tuebingen.de/~menth/papers/Menth20j.pdf
https://atlas.cs.uni-tuebingen.de/~menth/papers/Menth20j.pdf

Automotive Architectures

Zone Model

Haeberle, Marco, et al. "Softwarization of automotive E/E architectures: A software-defined networking approach." 2020
IEEE Vehicular Networking Conference (VNC). IEEE, 2020.
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https://atlas.cs.uni-tuebingen.de/~menth/papers/Menth20j.pdf
https://atlas.cs.uni-tuebingen.de/~menth/papers/Menth20j.pdf

Automotive Architectures

Corbett, Christopher, Karsten Schmidt, and Martin Jakob. "Security testing for networked vehicles." 7th FKFS
Autotest Conference. 2018.
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https://www.researchgate.net/profile/Chris-Corbett-3/publication/334031717_Security_Testing_for_Networked_Vehicles/links/5d13549692851cf4404c8372/Security-Testing-for-Networked-Vehicles.pdf
https://www.researchgate.net/profile/Chris-Corbett-3/publication/334031717_Security_Testing_for_Networked_Vehicles/links/5d13549692851cf4404c8372/Security-Testing-for-Networked-Vehicles.pdf

Automotive Software

Commonly used operating systems:.

* Android / Android Automotive

* Linux (e.g., Automotive Grade Linux, Yocto)
« Autosar (Adaptive/Classic)

« QNX

« VXxWorks
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https://source.android.com/
https://source.android.com/docs/automotive/start/what_automotive
https://www.autosar.org/

Open Source SDV Initiatives

« Automotive Grade Linux (AWS, Toyota, Mazda, VW, Mercedes,...)
« COVESA (BMW, Ford, Bosch..)

 The Eclipse Foundation: SDV (Bosch, Mercedes, CARIAD, ZF
Microsoft...)

« SOAFEE (arm, CARIAD, Bosch, Microsoft, RedHat...)
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https://www.automotivelinux.org/
https://covesa.global/
https://sdv.eclipse.org/
https://www.soafee.io/
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In Other News
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https://twitter.com/thezdi/status/1750397200172212712/photo/2
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Figure 6. Displaying an arbitrary message and a false speedometer reading 7
on the Driver Information Center. Note that the car is in Park. b'ﬂ ﬂ
0\ )
Koscher et al., Experimental Security Analysis of a ‘,,}'-‘ ' i
Modern Automobile (2010) ) )
.
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Miller, Valasek, Remote Exploitation of an Unaltered Passenger Vehicle (2015)
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https://ieeexplore.ieee.org/abstract/document/5504804?casa_token=NuE4CCecImQAAAAA:K-TBygQ_jnzOtmc9Csm4XCSsbfa6iKS3QWCs-02VsVDSr7u1PpTLXApZfO8zUe8_8XlsGDCuavib
https://ieeexplore.ieee.org/abstract/document/5504804?casa_token=NuE4CCecImQAAAAA:K-TBygQ_jnzOtmc9Csm4XCSsbfa6iKS3QWCs-02VsVDSr7u1PpTLXApZfO8zUe8_8XlsGDCuavib
https://illmatics.com/Remote%20Car%20Hacking.pdf

CAN-Hack: Diebe klauen Autos uber

.. CAN do attitude: How thieves steal cars using
Netzwerkprotokoll ohne Schlussel

network bus

Releinem CEN-njection:nggif auk das:BussystenyControllex/rea Networss It starts with a headlamp and fake smart speaker, and ends in an injection attack and a

reicht ein umgebauter Bluetooth-Lautsprecher, um das "Smart Key"-System vanished motor

auszutricksen.

The Reqister

heise.de

Car Thieves Hacking the CAN Bus

Car thieves are injecting malicious software into a car’s network through wires in the headlights (or
taillights) that fool the car into believing that the electronic key is nearby.

CAN Injection: keyless car theft

Schneier on Security

CANIS Blog
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https://www.heise.de/news/CAN-Hack-Diebe-klauen-Autos-ueber-Netzwerkprotokoll-ohne-Schluessel-8792329.html
https://www.theregister.com/2023/04/06/can_injection_attack_car_theft/
https://kentindell.github.io/2023/04/03/can-injection/
https://www.schneier.com/blog/archives/2023/04/car-thieves-hacking-the-can-bus.html

AXCVE-2023-6073 Detail

Description

Attacker can perform a Denial of Service attack to crash the ICAS 3 IVI ECU in a Volkswagen 1D.3 (and other vehicles of the VW Group with the

same hardware) and spoof volume setting commands to irreversibly turn on audio volume to maximum via REST API calls.

[ ] . )
Seve nty WAL IERSE  CVSS Version 2.0

CVSS 3.x Severity and Metrics:

‘i NIST: NVD Base Score: | 6.3 MEDIUM Vector: CVSS:3.1/AV:A/AC:L/PR:L/ULN/S:U/C:N/I:L/A:H

E CNA: Automotive Base Score: | 5.7 MEDIUM Vector: CVSS:3.1/AV:A/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H
Security Research
Group (ASRG)
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AXCVE-2023-28897 Detail

Description

The secret value used for access to critical UDS services of the MIB3 infotainment is hardcoded in the firmware. Vulnerability discovered on
Skoda Superb Il (3V3) - 2.0 TDI manufactured in 2022.

Seve nty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

NIST: NVD Base Score: EEY:I [« Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
| B

E CNA: Automotive Base Score: | 4.0 MEDIUM Vector: CVSS:3.1/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
Security Research
Group (ASRG)
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Severity HIGH security problem to be

announced with curl 8.4.0 on Oct 11 CURL AND LIBCURL
A Locked HOW | MADE A HEAP
OVERFLOW IN CURL

EF bagder Maintainer
daniel.haxx.se

We are cutting the release cycle short and will release curl 8.4.0 on October
11, including fixes for a severity HIGH CVE and one severity LOW. The one
rated HIGH is probably the worst curl security flaw in a long time.

github.com/curl

Including the latest two CVEs reported for curl 8.4.0,
the accumulated total says that 41% of the security
vulnerabilities ever found in curl would likely not have
happened should we have used a memory-safe
language.

daniel.haxx.se
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https://github.com/curl/curl/discussions/12026
https://github.com/curl/curl/discussions/12026
https://daniel.haxx.se/blog/2023/10/11/how-i-made-a-heap-overflow-in-curl/
https://daniel.haxx.se/blog/2023/10/11/how-i-made-a-heap-overflow-in-curl/

CVE-2023-4911: Looney Tunables - Local
Privilege Escalation in the glibc’s Id.so

L8]

blog.qualys.com

A note on fuzzing: although we discovered this buffer overflow manually, we
later tried to fuzz the vulnerable function, parse_tunables(); both AFL++ and
libFuzzer re-discovered this overflow in less than a second, when provided
with a dictionary of tunables (which can be compiled by running "ld.so --list-
tunables").

0ss-security - CVE-2023-4911
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https://blog.qualys.com/vulnerabilities-threat-research/2023/10/03/cve-2023-4911-looney-tunables-local-privilege-escalation-in-the-glibcs-ld-so
https://www.openwall.com/lists/oss-security/2023/10/03/2

What are the root
causes of automotive

CARIAD
A VOLESWAGEN GROUS COMPANY



CWE Top 25

Common Weakness Enumeration

Number CWE Description CVEs in KEV [Memory Safet
CWE-787 Out-of-bounds Write
CWE-416 Use After Free

Improper Neutralization of Special Elements used in an OS Command
('OS Command Injection’)

CWE-20 Improper Input Validation

CWE-/8

CWE-125 Out-of-bounds Read
CWE-476 NULL Pointer Dereference
CWE-287 Use of Hard-coded Credentials

Concurrent Execution using Shared Resource with Improper

e Synchronization ('Race Condition’)
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https://cwe.mitre.org/top25/archive/2023/2023_top25_list.html

Methodology

 Based on Xiong et al. (2019)

* Published in Weichslgartner (2023)
 Query NVD for certain search terms
* Filter out false-positives

Catego Terms

Chipsets snapdragon automobile, exynos auto

OEMs acura, alfa romeo, aston martin, audi, bentley, bmw, bugatti, buick, cadillac, changan, chevrolet, chrysler, citroén, dacia, daimler, dodge, dongfeng,
ferrari, fiat, fisker, ford, geely, general motors, gmc, great wall, honda, hyundai, infiniti, jaguar, jeep, kia, lamborghini, lancia, land rover, lexus,
maclaren, maserati, mazda, mercedes-benz, mitsubishi, nissan, opel, pagani, peugeot, porsche, renault, rolls royce, saab, seat, skoda, ssangyong,
subaru, suzuki, tata motors, tesla, toyota, volkswagen

Automotive adaptive cruise control, adas, airbag, airbiquity, android auto, autoliv, bluetooth, braking system, carlink, carplay, collision prevention, control unit,

Technology cruise, drivesync, engine control, infotainment, keyless entry, lane keep assist, park assist, lidar, controller area network, local interconnect
network, media oriented systems transport, flexray, obd-ii, passive anti-theft system, radio data system, steering control, telematics, tire
pressure

General vehicle, car, automotive

Automotive

Keywords
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https://link.springer.com/chapter/10.1007/978-3-030-35055-0_13
https://elibrary.vdi-verlag.de/10.51202/9783181024232/eliv-2023?page=1

CVEs by Category

snapdragon automobile
exynos auto

OEM

other

bluetooth

car

automotive

ex(gnos auto 2%

EM 3%

other 3% snapdragon automobile 21%

automotive 1%

car 3%

bluetooth 66%

Data from https:/nvd.nist.gov/ (2023)
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https://nvd.nist.gov/

Bounds Checks Are Hard!

cve_number impact cwe description term
CVE-20199260 CVSS:3 1JAV.NJACLUPRIN/ULNSS, CWE-125 In Bluetooth, there is a possible out of bounds read due to an Incorrect bounds check, T bluetooth
CVE-2019-9265 CVSSS5 1AVIN/ACLIPRIN/UEN/S CWE-125 In Bluetooth, there is a possible out of bounds read due to an incomrect bounds check. T biuetooth
CVE-2019-9284 CVSS:3 1JAVINJACLIPR:N/UEN/S CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check. This bluetooth
VE-2019-9285 CVSSI3 LAVNJACLIPRN/ULNS CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9286 CVSS:3 1AVN/ACILPRIN/UENS CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9287 CVSSEAV.UACUPRILULNGS... CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check. This bluetooth
CVE-2019-9289 CVSS3. LVAVIUACL/PRILUEN/S CWE-125 In Bluetooth, there is a possible out of bounds read due 1o & missing bounds check, This bluetooth
CVE-2019-9291 CVSS:3. 1/AVIN/ACIL/PRIN/ULLRSS: CWE-770 In Bluetooth, there is 3 possible remote code execution due to an improper memory allo biuetooth
CVE-2019:9311 CVSS5:3 LJAVIN/ACLIPRIN/UEN/S CWE-180 In Bluctooth, there is 2 possible crash due to an integer overflow. This could lead to rem biuetooth
CVE-2019-9312 CVSS3E.VAVUACUPRILUENS CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9326 CVSS:3 L/AVIN/ACL/IPRIN/ULN/S., CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check. This ... bluetooth
CVE-2019-9327 CVSSIE.I/AVINJACL/PRIN/ULNSS. CWE-125 ' In Bluetooth, there Is a possibie out of bounds read due to a missing bounds check. This bluetooth
CVE-2019-9328 CVSS:3 L/AVINJAC:L/PR:N/ULIN/S CWE-125 In Bluetooth, there Is a possibie out of bounds read due to a missing bounds check, This biuetooth
CVE-2019-9329 VSS:3 LAVIN/ACIL/IPRINJUENSS CWE-908 In Biuetooth, there is a possible out of bounds read due to uninitialized data. This could | biuetooth
CVE-2019-9330 CVSS: 3 1/AVN/ACL/PRIN/ULN/S CWE-12% In Bluetogth, there is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9331 CVSS3. VAVN/AC.LIPR.NJULN/S, CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9332 CVSS:3 1JAVN/ACLPRIN/JENS, CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9333 CVSS:3. 1/AVIN/AC:LPR:N/ULR/S CWE-125 In Bluetosth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9341 CVSS5:3 LAVIN/ACL/PR:N/UEN/S CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check. This bluetooth
CVE-2019-9342 CVSS:3 LJAVINJACL/PRIN/ULN/S CWE-125 In Bluetooth, there Is a possible out of bounds read due to 38 missing bounds check, This bluetoath
CVE-2019-8343  CVSS5:3 1JAVN/ACUPRIN/UEN/S CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This bluetooth
CVE-2019-9353 CQVSS 3. 1/AVIN/AC:LPRIN/ULRS:, CWE-125 In Bluetooth, there Is a possible out of bounds read due to a missing bounds check, This biuetooth
CVE-2019-6355 CVSS3 1LJAVINJACLIPRIN/ULNSS CWE-125 In Bluetooth, there Is a possible out of bounds read due to 3 missing bounds check, This biuetooth
CVE-2019.9363 CVS5S:3 1/AVIN/ACL/PR:N/UILR/S: CWE-787 In Bluetooth, there is a possible out of bounds write due to a missing bounds check. This bluetooth
CVE-2019-9365 CVSS:3 JAVIN/AC:L/PRIN/UEN/S CWE-502 In Bluetooth, there s 2 possible deserialization error due to missing string validation. Thi biuetooth
CVE-2019-9367 CVSS:Z JJAVN/AC.LPRN/ULN/S CWE-125 In Bluetooth, there Is a possible out of baunds read due to a missing bounds check, This bluetooth
CVE-2019-9368 CVSS:3.)/AVILACL/PRILJULNSS.. CWE-125 In Bluetooth. there Is a possible out of bounds read due to a missing bounds check. This ... biuetooth
CVE-2019-9369 CVSS 3. VAVIJACLPRLUENSS:. CWE-908 In Bluetooth, there is a use of uninitialized varable. This could lead to local Information bluetooth
CVE-2019-9387 CVSS:3 VAVIN/ACL/PR:N/ULNIS CWE-125 In Bluetooth, there Is a possible out of bounds read due to & missing bounds check. This biuetooth
CVE-2019.9388 CVSS:3 1L/AVIN/ACIL/IPRNJUEIN/S CWE-125 In Bluetooth, there |s a possible out of bounds read due to & missing bounds check. This bluetooth
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CVEs over Time

B CWE-125: OOB Read
BN CWE-119: Buf. Overfl.
30/ s CWE-787: OOB Write
B CWE-416: UAF
B CWE-476: Null Pointer Deref.
Bl CWE-120: Buf. Overfl.
CWE-287: Improb. Auth.
60| mEE CWE-190: Integer Overflow
o Bl CWE-862: Missing Auth.
% BN CWE-294: Auth Bypass
s BN CWE-20: Im. Inp. Val.
#* 40/ Bl CWE-200: Expose sens. Info
20
% 3 8§ 3 8 8 2 - 3 R % 2.8 5 8 2
N & R & &8 & R &8 &8 &8 ] &8 &8 & ] &8 & & & &
A Data from https:#/nvd.nist.gov/ (2023)
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https://nvd.nist.gov/

CVEs by CWE class

Bl memory_safety

B other

100

80

SIND JO #

40

20

Data from
(2023)

https://nvd.nist.gov/
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https://nvd.nist.gov/

Memory Safety

— Memory safety:

— All memory access adhere to semantics defined by
language

— E.g,, runtime bounds checks, dereference checks,
lifetime checks

— Memory Unsafe: C and C++ (unchecked pointer
arithmetic)

— Spatial Memory Safety (still dominate CWE Top 25):

— Only access within bounds of allocated object (CWE-
/87, CWE-125, CWE-119, CWE-476)

— Temporal Memory Safety:
— Only access memory which is still valid (CWE-416)
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https://cwe.mitre.org/top25/archive/2021/2021_cwe_top25.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/476.html
https://cwe.mitre.org/data/definitions/416.html

Memory Safety CVEsS

Bl Non-Memory-Safety CVEs
BN Memory-Safety CVEs

Memory-Safety CVEs 50% Non-Memory-Safety CVEs 50%

Data from
https://nvd.nist.gov/
(2023)
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https://nvd.nist.gov/
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CWE Classes and Sever
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https://nvd.nist.gov/

Exploited CVEs according to Google Project Zero

Memory Corruption
Information Leak
Use-after-free
Logic/Design Flaw
Other

Memory Corruption 68%

Other 6%

Logic/Design Flaw 20%

Data from

Informatiygel__aeﬁle(rflf?% e 29% 0-days In the Wild

(2023)
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https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY

Eliminate Weakness Classes

* Preventing
« Memory safe languages
« Safe APIs/libraries
« Mitigating
« Compiler/OS options
« Sandboxing
« Detecting as early as possible
* Fuzzing/Testing as part of development

A. Rebert, C. Kern: Secure by Design: Google's Perspective on Memory Safety 2024
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https://storage.googleapis.com/gweb-research2023-media/pubtools/pdf/70477b1d77462cfffc909ca7d7d46d8f749d5642.pdf
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Requirements:
KGAS, Coding

Guidelines @

Design:
Security Risk

Analysis @

e

Implementation:
SAST, SCA,
Secret Scanning,
Packet Manager,
SBOM, CBOMs
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F- ¥ 3 Response:
. Cont. Fuzzing,
Training: VulnScan
Awareness, @
Tools @ p‘
— 4
= 'y

Release:
Binary Hardening,
Review, Pentest,

@ Test SecTec
~

Verification:
DAST
(Sanitizers,
Fuzzers, etc.)
Runtime CBOM
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https://www.volkswagen-kgas.com/en.html

Supply Chain Security

Global Challenges

Australia: Critical Technology
Supply Chain Principles,
Security of Critical Infrastructure
Act 2018

China: GB/ T 36637— 2018, New
Measures for Cybersecurity
Review, National Standard on
Information Security Technology
Software Supply Chain Security
Requirements (proposed).

EU: GDPR, Cybersecurity Act,
Cyber Resilience Act, Council
conclusions on ICT supply chain
security, NIS2, Chips Act
(proposed),

Ireland: ECSM 009: Supply Chain
Security.

Software Lifecycle

feh
& Bill of Materials  *softwareas:

5 specifie
Assembly Line Speaeen

. .
{= feheto, 1B 123

A

~— 4 3rd party
software

The Minimum Elements For a Software Bill of Materials (SBOM) from NTIA
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/s,/ *software as

distributed | *"lowersks

> supplier
> product name |
> version i
> license '
> identification |
> digital sig

+ instances

+sddons LEGEND

+ material

| +ballesarvuram | > metadata

lo.oddon | +reference
supplier | |consumer

New Zealand: NCSC Cyber
Security Framework, Supply Chain
Cyber Security

UK: Supply Chain Security
Guidance, Supplier Assurance
Framework, Secure development
and deployment guidance, Supply
Chain Guidance, How to Assess
and Gain Confidence in Your
Supply Chain Cybersecurity

UNECE Countries Automotive
regulations: R155, R156, R157

US: CSF-2.0, NIST SP 800-218/SSDF,
NIST SP 800-53, EO 14017/14028,
The Minimum Elements for a SBOM,
Memo M-22-18, NIST SP 800-161,
Chips and Science Act, National
Cybersecurity Strategy, FDA-
Cybersecurity in Medical Devices.

D

—
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https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf

What is SBOM / Trac:i

A Software Bill of Materialsll (SBOM)
declares the inventory of components Procurements _

used to build a software artifact such Security
as a software application.! Incident

Why SBOM: Understanding the code
that makes up our products provides SW/HW SBOM

all parties with a blueprint for Asset Risk [CPE, PURL, SWID]

. Cybersecurity (vulnerabilities,
transitive dependencies) risk

management License

Incident

. Legal (copyright, license,
plagiarism) risk management

= Automation of risk identification
processes

\ Tracking
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https://en.wikipedia.org/wiki/Software_supply_chain#cite_note-2
https://en.wikipedia.org/wiki/Software_supply_chain#cite_note-3

SBOM

{ "bomFormat": "CycloneDX", "specVersion": "1.5",
"serialNumber": "urn:uuid:ff872069-01a6-458d-95f6-43830efc9407", "version": 1,
"metadata”: {

"timestamp": "2023-08-30",
"component": {

"bom-ref": "pkg:conan/insecure_ lib@l.0",

"type": "application",

"name": "insecure_lib",

"version": "1.0"
}s
"licenses": [{"license": {"name": "Proprietary License CARIAD SE"}}],
"authors": [{"name": "Joe Doe","email": "joe.doe@cariad.technology.de"}]

}s

"components": [{
"bom-ref": "pkg:conan/libcurl@7.64.1", "type": "library",

"licenses": [{lllicensell: llid": IIMITII}}])
"name": "libcurl",
"version": "7.64.1",

"purl”: "pkg:conan/libcurl@7.64.1",
"cpe": "cpe:2.3:a:haxx:libcurl:7.64. 1 ¥k ok ok ok x4
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VDR
What is VDR

NIST SP 800-161: Cybersecurity Supply Chain Risk Management SP 800-161 / RA-5 2022 / page 144
defines VDR as:

Enterprises, where applicable and appropriate, may consider providing customers with a Vulnerability
Disclosure Report (VDR) to demonstrate proper and complete vuinerability assessments for components
listed in SBOMs. The VDR should include the analysis and findings describing the impact (or lack of
impact) that the reported vulnerability has on a component or product. The VDR should also contain
information on plans to address the CVE. Enterprises should consider publishing the VDR within a secure
portal available to customers and signing the VDR with a trusted, verifiable private key that includes a
timestamp indicating the date and time of the VDR signature and associated VDR.

40
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https://csrc.nist.gov/pubs/sp/800/161/r1/final

VDR Properties

A VDR shall contain following properties
— All vulnerabilities affecting and non-affecting a product or its' any transitive dependencies

— Analysis describing the impact (or lack thereof) that a reported vulnerability has on a product or
dependency

— Signing the VDR with a trusted, verifiable, private key that includes a timestamp indicating the date
and time of the VDR signature to ensure Interiority and Confidentiality as needed

— Ensure all NIST NVD vulnerabillities identified in flexible order per product or selective component in
latest live status

— Serve as critical vulnerability exposure qualifier with an SBOM at any product or component
release as the final proof that each component was evaluated for vulnerabilities before production

— Online, living document always updated by the software producer and consumer at any time
— Can be flexible model
— Supported by SPDX V2.3 and CycloneDX V14 SBOM standards and above
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VDR example: full disclosure

"vulnerabilities": [
{"1id": "CVE-2023-38545",

"source": {"name": "NVD","url": "https://nvd.nist.gov/vuln/detail/CVE-2023-38545"},
"ratings": [{

"source": {"name": "NVD"},

"score": 9.8,

"severity": "critical”,

"method": "CVSSv3",
"vector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H"
H
"description”: "This flaw makes curl overflow a heap based buffer in the SOCKS5 proxy..",
"recommendations”: "Upgrade curl to version 8.4.0",
"advisories": ["url": "https://curl.se/docs/CVE-2023-38545.html"],
"affects": [ {"version": "vers:generic/>=7.69.0|<8.4.0",
"ref": "pkg:conan/libcurl"}]

}]
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VEX

According to the CISA VEX WG, a Vulnerability Exploitability eXchange(VEX) is:

a form of a security aavisory that indicates whether a product or products are affected by
known vulnerability or vulnerabilities.

VEX Properties

« A VEX allows a supplier or other party to deterministically assert the status of specific
vulnerabilities in a product

 Supported by CycloneDX-1.4+, CSAF-2.0, OpenVEX specifications

« VEXinitial Minimum Data Elements is under extension by CISA with several workgroups
(When to Issue VEX, Minimum Requirements for VEX and more under drafts)

2024-03-26 | VulnCon | An Automotive Perspective | Weichslgartner/Ghosh/Prasanna
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https://www.cisa.gov/sbom
https://github.com/CycloneDX/bom-examples/blob/master/VEX/CISA-Use-Cases/Case-1/vex-fixed.json
https://github.com/oasis-tcs/csaf/blob/master/csaf_2.0/examples/csaf/csaf_vex/2022-evd-uc-01-na-001.json
https://github.com/openvex/examples/tree/main/code/hello#my-first-openvex-program
https://www.cisa.gov/sites/default/files/2023-01/VEX_Use_Cases_Aprill2022.pdf
https://www.cisa.gov/sbom
https://www.cisa.gov/resources-tools/resources/when-issue-vex-information
https://www.cisa.gov/resources-tools/resources/minimum-requirements-vulnerability-exploitability-exchange-vex

VEX example

"vulnerabilities": [
{"1id": "CVE-2023-38545",

"source": {"name": "NVD","url": "https://nvd.nist.gov/vuln/detail/CVE-2023-38545"},
"ratings": [{

"source": {"name": "NVD"},

"score": 9.8,

"severity": "critical”,

"method": "CVSSv3",
"vector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H"
s

"description”: "This flaw makes curl overflow a heap based buffer in the SOCKS5 proxy..",
"analysis": {

"state": "not affected",

"response": ["will not fix"],

"justification”: "code not reachable",

"detail"”: "SOCKS5 proxy is not used"

1
"affects": [{"ref": "pkg:conan/libcurl@7.64.1"}]]
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Crypto Bill of Materials (CBOM)

* Cryptography can decay, e.g..
« DES, MD5, SHA-I
 RSA (in case of quantum computing)
« Certificates and keys can get invalid

=> Cryptographic inventory and asset management needed
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Finer Grained SBOMs

class CIDS(ConanFile):

name = "Cariad-SWC"

version = "24.1.0"

homepage = "cariad.technology"”

author = "andreas weichslgartner (andreas.weichslgartner@cariad.technology)"”

default options = { "botan:enable modules":'uuid,auto _rng,sha2 32,system rng' }

def requirements(self):
self.requires("botan/2.19.4")
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Finer Grained SBOMs

{"bomFormat": "CycloneDX",
"components": [{

"bom-ref": "pkg:conan/botan@2.19.4",

"type": "library",

"name”: "botan",

"version": "2.19.4",

"purl™: "pkg:conan/botan@2.19.4",

"data": {"type": "configuration",
"name"”: "botan:config",
"properties": [{"name": "enable modules",

"value" :"uuid,auto_rng,sha2 32,system rng"}]}
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Crypto Bill of Materials (CBOM)

"components": [{

¢ EXtendS SBOM format Wlth "bom-ref": "pkg:conan/libcrypto@24.3.4",
"type": "library",
Crypto assets "anFl:e": "libcr‘y)p:to",
¢ PrOposed by |BM |BM/CBOM ;j:ilonpkgzioiai/ilbcr‘ypto@2434,

"components": [ {

¢ Wl” be part Of the neXt "type": "cryptographic-asset”,
CycloneDX standard (v 1.6) i G ) Ay A

"name": "SHA-256",
"cryptoProperties”: {

"assetType": "algorithm",
"primitive": "hash" }

1
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https://github.com/IBM/CBOM

CBOM Tooling

string getAnInsecureAlgorithmName() {

result =

[

e Static Analysis: P I I, I T,
* Function calls/parameters ]

}

string getInsecureAlgorithmRegex() {

* Offered API
* Dynamic Analysis: e . e

* Runtime config Ol TDAZers]) C o serictconcat (esaninsecureblgorstianine), 1)+ 5 (acze

* Negotiated ciphers

"(N.*[A-Z]1{2}] . *["a-zA-Z0-9]) (" +
strictconcat(getAnInsecureAlgorithmName().toLowerCase(), "|") + ")([*a-z0-9].*|$)"

CodeQL @Github
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https://github.com/github/codeql/blob/main/cpp/ql/lib/semmle/code/cpp/security/Encryption.qll

Crypto Bill of Materials (CBOM)

Generate CBOM of

libcrypto with all libcrypto
offered crypto CBOM
algorithms

component
SBOM

Use program analysis tool
Generate SBOM to search for function
for every calls to libcrypto (e.g.,
component regex, custom static
analysis)

Reference to CBOM to
libcrypto
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Automotive Vulnerability Management at Scale

" the challenges of scaling.. *
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Automotive Vulnerability Management at Scale

 Gateway ECU
« Door controller(s)
* Immobilizer

Functions:
 Remote wake-up/climate control
CARIAD « 3rd party applications

£} Services

aa Services:
e TLS
Secure Onboard Communication

Key management
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Automotive Vulnerability Management at Scale

Integrators
(sometimes internals,

or often contracted) Supplier, sub-

suppliers, sub-sub ..

o

£} Services

°_0 :ﬁ? app O S
b «f SEAT
-.- BENTLEY

uuuuuuuuuuuuu
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Automotive Vulnerability Management at Scale

£} Services

cm)%@ﬁg§@

BENTLEY = R
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Automotive Vulnerability Management at Scale

« Tackling complex supplier matrix N ) 28
« Tracing of vulnerability to the source C’E C > OQ
»  Prioritizing the vulnerability reports oy ©4

« Ensuring every patch is thoroughly tested

« Delivering the patch in a timely manner —
updates are hard as we have multiple
variants!
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Automotive Vulnerability Management at Scale

Average age of German vehicles KBA (2023):
« Cars (101 years)
 Trucks (8.5 years)
e Tractor unit (30 years)
Average car lifetime until scrappage Held et. al.

(2021):
« 14.8 years (Germany)

« 8years (Luxemburg)
« 351 years (Poland)
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https://www.kba.de/DE/Statistik/Fahrzeuge/Bestand/Fahrzeugalter/fahrzeugalter_node.html
https://etrr.springeropen.com/articles/10.1186/s12544-020-00464-0
https://etrr.springeropen.com/articles/10.1186/s12544-020-00464-0

Automotive Vulnerability Management at Scale

What does the regulations say?

UN Regulation No. 155 - Cyber security and cyber security management system:
* Also called UNECE R155
« UNCEC - United Nations Economic Commission for Europe:

 Promotes pan-European economic integration

OUNECE R155 - 7.2.2.2 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System ensure security is
adequately considered, including risks and mitigations listed in Annex 5. This shall include:
(c) The processes used for the assessment, categorization and treatment of the risks identified

(g) The processes used to monitor for, detect and respond to cyber-attacks, cyber threats and vulnerabilities on vehicle types and the processes used to assess
whether the cyber security measures implemented are still effective in the light of new cyber threats and vulnerabilities that have been identified.

OUNECE R155 - 7.2.2.3 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management System will ensure that, based on
categorization referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats and vulnerabilities which require a response from the vehicle manufacturer shall be
" mitigated within a reasonable timeframe.
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https://unece.org/transport/documents/2021/03/standards/un-regulation-no-155-cyber-security-and-cyber-security
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Automotive Vulnerability Management at Scale

What does the regulations say?

[€]=

China GB Standards:

C
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New (vehicle) cyber security standards being introduced in China
204-05 GB Whole Vehicle Cyber Security - Analogous to UNECE R155

As of March 2024, still in draft, car in-production from end of Q4-2027/early Q1-2028 will be
affected (forecast)

7.3 General requirements for external connections: S_imilar

7.3.1.2 External connection systems, such as systems with remote control function on the vehicle side and authorized third-party applications, shall be free of security requ.lremetns

vulnerabilities of high risk level or above that were announced by any authoritative vulnerability platform of the automotive industry 6 months ago and have not been exists for

handled yet. software update;
and also there

oNote 1: Authoritative vulnerability platforms of the automotive industry include the NVDB-CAVD and other vulnerability platforms recognized by competent are other GB_/T

government authorities regulations still in

draft

oNote 2: Handling includes vulnerability elimination, development of mitigation measures, etc.




Automotive Vulnerability Management at Scale

Facing the challenges..

V¥ Minor releases € Major project maturity milestone -::‘} OTA updates
!
Start of new el @ @ :
\ 4 \ 4 ® oV \ 4 ¢ B g ses b Jg End of life

car project
Start of production
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Automotive Vulnerability Management at Scale

Facing the challenges..

V¥ Minor releases € Major project maturity milestone _::‘:, OTA updates
mal
Stal’t Of new - e ® VA VA .
' o 2 g
car project v A ¢ -V v ¢ ' _ End of life

Start of production

Some more hard challenges:

What if the suppliers, sub-suppliers goes out of
business after SOP?

Financial model for approx. 10 years of support!

More suppliers == more maintenance contracts == expensive cars!
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Automotive Vulnerability Management at Scale

Facing the challenges..

Tackling complex supplier matrix:

Solution for the VW Group: C /‘\ RI1TAD

A VOLKSWAGEN GROUP COMPANY

« Shift from supplier dependent development to more in-house development!

« Basic security requirements for the suppliers: VW KGAS (German: "Konzern
Grundanforderungen Software")

« Group-wide cross-sectional specifications that define Volkswagen AG's minimum
requirements for vehicle-related software installed in vehicles.

« Ensure suppliers deliver vulnerability free software, and any known vulnerabilities must be
justified with risk assessments
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https://www.volkswagen-kgas.com/en.html

Automotive Vulnerability Management at Scale

Facing the challenges..

Tracing of vulnerabilities to the source:

« Vulnerabilities can arise anywhere: in hardware, services, functions

Assume: v

Deriving facts:

 TLS service is affected

« List of ECUs which have affected openssl
« List of functions using TLS services

Challenges:

« Source of openssl| package - ECU, function, or
function/application?

* Applications can package their own openssl lib
(e.g. 3rd party apps)

 Who is the owner of this risk?
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Automotive Vulnerability Management at Scale

Facing the challenges..

Tracing of vulnerabilities to the source:

« Vulnerabilities can arise anywhere: in hardware, services, functions
« We setup multi-directional dependency tracking

« SBOMSs!!

 TR-03183: Cyber Resilience Requirements for Manufacturers and
Products by BSI (German: Bundesamt ftr Sicherheit in der
Informationstechnik)*

4 SBOM formats

An SBOM MUST be in a format that mee

* Not automotive relevant, but we follow!

« UNECE RI155 based security roles are defined. Every function, ECU, and
service has a dedicated security owner

2024-03-26 | VulnCon | An Automotive Perspective | Weichslgartner/Ghosh/Prasanna
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https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2.pdf
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2.pdf

Automotive Vulnerability Management at Scale

Facing the challenges..

Prioritizing vulnerability reports:

« On average, companies were only able to remediate about 15.5% of their open
vulnerabilities in a month. source: Prioritization to Prediction, vol. 8, 2022 by Kenna Security and Cyentia

« CVSS & EPSS score is not always sufficient for prioritizing

KEV,
CVSS EPSS VuInDB, VEX

etc.

 SRA = Security Risk Assessment

Reported Prioritization Priofitized « ASIL = Automotive Safety Integrity Level
Vulns Function ‘ (What is ASIL (Automotive Safety Integrity Level)? — Overview | Synopsys
c Automotive)

Periodic refresh

 CAL (Cybersecurity Assurance Level) from
ISO/SAE 21434:2021 is being standardized

SBOM SRA ASIL
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https://www.synopsys.com/automotive/what-is-asil.html
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Automotive Vulnerability Management at Scale

Facing the challenges..

Testing and delivering patches:

» 10 years of support time —mobile devices (I0S & Android) support range from approx. 3-8 years

Linux LTS kernel support ~ 2 years Linux Kernel | endoflife.date

Maintaining HiLs, SiLs, vehicles, testing tools & equipments for ~10 years is a huge task!

Patches need to be tested for every car variant before OTA updates

Solutions:

 Knowledge transfer when suppliers are involved

* |nvesting in test management — dedicated teams are setup
« Penetration tests before customer delivery

« Using open-source tools for testing (re-produce any test reports
~10 years!)

66 PUBLIC | CSD class 9.1

—

2024-03-26 | VulnCon | An Automotive Perspective | Weichslgartner/Ghosh/Prasanna C fﬂ"'n. Fi. | ,a"'j\ |_"\J



https://endoflife.date/linux

| essons Learned

« Automotive vulnerabilities are analogous to any generic software vulnerabilities

« Memory (un)safety is a threat

 Use machine-processable standardized artefacts (SBOMs, CBOMs, VEX, VDR) in JSON
« Build SBOMs from package managers

« Ensure all missing software identifiers are registered/captured like CPE/PURL/SWID
consistently

« Prefer public vulnerability reporting databases like NVD over any proprietary vendor lock-in
databases.

« Automation is key

« Supplier & vulnerability management at scale is a big challenge — learn and evolve!
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Questions?
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