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Description Cons

% PSIRT organization has some authority

A smaller core PSIRT ¢ Ideal for large companies with large and to set policy and direction.
operations team distributed diverse product portfolios. <+ Often PSIRT does not directly control the

work to PSIRT ¢ Cost of PSIRT initiative defrayed. resources that address the

Distributed representatives across the #» Workload is distributed across the vulnerabilities and therefore have less

different functional areas. different function. control
(e.g. Support, Engineering, ¢ Scalable to grow with a growing % Different product areas may put their
Product Management) portfolio own best interest ahead of the PSIRT
activities.

. %+ Ideal for smaller companies with
A larger PSIRT organization

= : N smaller portfolios. % Does not scale well as the portfolios
that is directly involved in o ) .
| PSIRT activiti < Central group of highly skilled product grows.
a activities (e'i' security experts. % Major decisions will heed to be made
Centralized prc?gram. man‘a.gen'-wen " < PSIRT organization makes all of the with the different functional manager’s
triage, identification, . - )
o decisions on PSIRT budgets, policies and cooperation or approval.
remediation and o L .
ication] for all th resources. 4 Costly to maintain a central team with
B <+ Better control and accountability over specialized skills.

Szt e S, the PSIRT operational activities.

This is a combination of characteristics from both the centralized and distributed models.
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-B8/1 (Capability) — 7] REVE A LML SS FNER 57 (1 — 55 7 T AT IR AT B & IR9E 80
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20 https://www.first.org/cvss/

21 https://cwe.mitre.org/about/index.html

22 https://www.medicinenet.com/script/main/art.asp?articlekey=31785

2 https://www.klipfolio.com/resources/articles/what-is-a-key-performance-indicator
2 https://www.pcisecuritystandards.org/pci_security/

7= i A SO ST BL (PSIRT) i85 HEZE TLP:WHITE
WA 1.1
https://www. first.org 83 of 83



