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Being Evil is Hard Work

Every ransomware group is subject to the realities of the
economy - and many innovate their tools or behavior in
order to remain successful in a competitive market. You
can’t simply “build it and they will come”.

But, like “New Coke”, sometimes these changes don’t
quite work out the way the threat actors intended and can
occasionally backfire. Today, we'll tell you about some of
the “innovations” we've observed in ransomware, and talk
about what made them a feather in the group’s cap, or

a flop




The Dark Web is Not a Vacuum

World events directly impact the dark web ecosystem -
changes in TTPs, threat actor behavior and even new
“professions” have emerged over the past several years

The COVID-19 pandemic

« Initial Access Brokers took advantage of home/work
laptop use

» Pulse, Fortinet VPN, Citrix ADC vulnerability
exploitation increased

Russia/Ukraine War

» Conti Leaks

» “Brain drain” of technical talent fleeing the country
» Losing “top cover” from Russian state

Law enforcement takes notice of high-profile
ransomware attacks

» Colonial pipeline

« JBS foods

Hi"Recorded Future'



Evolution of Tools

Over 2022 (and into 2023!) we observed several types of
changes in lockers and ransomware threat actor TTPs for a
variety of threat actors

« New lockers!

Feature additions to existing lockers

New ways of deploying, spreading lockers

Not just C/C++ anymore: Golang, Rust, Python

Additional extortion methods

Targeting additional hardware

-Jil-Recorded Future’



What Worked Well

Deployment improvements

« Using MSPs and “benign” tools to spread (Kaseya Incident)
» Move laterally using SMB shares, CIFS, NFS

» Impersonation Tokens built into the locker

Optimizing current offerings
« Intermittent encryption makes lockers faster
« Adding functionality to lockers

Filling “gaps” in the ecosystem

» BlackMatter and Conti’'s Linux/ESXi lockers after
REvil, Darkside disbanded

« ALPHV’s addition of chat access codes

« ALPHV’s victim files index site

« Make panels more user-friendly (adding BTC
mixers, support tickets, moderating victims)

Really try to make ‘em pay

« Additional Extortion Techniques (DDoS, Calling Board
Members, Contacting Media)

» Printing Ransomware notes to physical printers
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And what left something
to be desired...

Roll your own crypto
« DarkSide, BlackMatter both had encryption flaws

False flag attribution

o | ockbit Recorded Future interview

« Xing, Shao ransomware

« Russian strings in “Chinese” ransomware is requesting your private key.
. . Learn More

« Machine Translation Forum Posts

Making tOOlS mOl'e Signaturable Please enter a valid key (52 base32 characters or 44 base64 characters)
« ALPHV Morph Linux edition

« LockBit Black (and everyone else) using

BlackMatter’s code
« Automated obfuscations like PLAY, ALPHV

Making it so secure no one can use it

Letting politics get involved
o Conti sides with Russia in RU/UA Invasion
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PLAY Ransomware

PLAY ransomware is a relatively new, but fairly active
ransomware variant first observed in June 2022

DAYTON PROGRESS

Written in C++

3.01-17
PUBLISHED

First used against Argentina Court of Cordoba
in August 2022 ol

« RackSpace . oo
« City of Antwerp

e H-Hotels
j] ReadMe - Notepad
Notable Features File Edit Format View Help
« Minimal ransomware note PLAY
« No ROP to ROP, other added obfuscations boitelswaniruxl@gmx.com

e Intermittent Encryption
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ROP in Ransomware??

Increment ESP by 0x32 and RET - p———

“"e n 00417717
causes a “jump” to real code e
FCD48ABCh “
= | Garbage”
30023A7Ch
e | COOE bytes
B3D57026h
567AC8A3h

PA4178 EBX
00417825 AL,CH
00417827 EBX, [EDI + EDI%0x8 + -@x1]
0041782b DAT_00430658
00417830 EAX
local_624 = 0;
vol = do_FindFirstVolumeW_z(drive,0x104); %i;gg; E;i;::o;:ka; lgzzz:bzzsl THREAD: _0042cb4dc
uvard = (undefined)uvars; 00417832 dword ;tr [EST + 0x10] G =
uVar2 = extraout_DL;
| 0041783d ECX,dword ptr [ESI
if (vol != (void *x)@xffffffff) { 0041783F do, "ng z BT

do {
00417844 ESP,0x4
drivetype = do_GetDriveTypeW_z(drive); 00417847 ECXZESI

if (((drivetype != 5) && (drivetype != 6)) & 00417849 382E8h
(do_GetVolumePathNamesForVolumeNameW_z(drive, local_620,0x208,&local_624), local_624 < 2)) { 0041784d byte ptr [ECX + DAT_00430658],BH
uVar3 = check_if_disk_has_free_space_z(drive,0); 00417853 FUN_0040e980 -
if (((int)((ulonglong)uvar3 >> 0x20) != 0) || (0x40000000 < (uint)uvar3)) { 00417858 EAXwaord ptr [EBP + -@xc]
creates_directory_in_temp_sets_volmountpoint_z(drive); 0041785b EDI
0041785¢ ESI

} 0041785d ESP, EBP
iVarl = do_FindNextVolumeW_z(vol,drive,®x104); 0041785f EBP

uVard = (undefined)uvar5s; 00417860 ESP,EBX
} while (ivarl != 0); 00417862 EBX
do_FindVolumeClose_z(vol); 00417863 0x4
uVar2 = extraout_DL_00; 00417866 CCh
} 00417867 CCh

local_8 = DAT_0041e004 ~ (uint)&stackexfffffffc;
uVar5 = 0x104;

Earlier PLAY code without ROP Newer PLAY code using ROP

(Source: Recorded Future) (Source: Recorded Future)
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Rule 1: Adding Obfuscationis
Good, But Consider it From
the Start

First PLAY sample observed in mid-June 2022

« String obfuscation
» API hashing technique
» Fairly easy to reverse engineer

Additional obfuscations first observed in early
August 2022
 Return-oriented programming (ROP)

» Garbage code insertion

ROP is a positive addition to make the code harder to
RE, however:
« Underlying functionality did not change
« Automated garbage code addition is
somewhat signaturable

void __¢

cdecl do_string_decrypt_z(char xin,uint size,char xorkey [8],char *out)

uint uvarl;
byte ctr2;
uint uvar2;

int

inner_ctr;

uint ctr;

for

(ctr ctr < size; ctr = ctr + 1) {

out[ctr] = inlctr
for (inner_ctr = inner_ctr < 8; inner_ctr = inner_ctr + 2) {

ctr2 = (byte)inner_ctr;
wvarl = (int)outlctr] >> (ctr2 & Ox1f) & 1;
war2 = (int)out[ctr] >> (ctr2 + 1 & 0x1f) & 1;
if (uvarl
if (uvarl 0) {
out[ctr] = outlctr] & ~(byte) (1 << (ctr2 + 1 & 0x1f));

else {
outlctr] = outfctr] | (byte)(1 << (ctr2 + 1 & 0x1f));

if (war2 = @) {
outlctr] = outlctr] & ~(byte) (1 << (ctr2 & Ox1f));

}
else {
outlctr] = outfctr] | (byte)(1 << (ctr2 & 0x1f));

)
}

outlctr] = ~out[ctrl;
out[ctr] = outlctr] ~ xorkeyl[ctr % 8];

return;

004161c2 a1 44 C9 42 00 £, [DAT_0042c944]

o L7 [E6F o+ 01 141> loca 0,
£A%,word ptr_[DAT_0042ct
rd ptr (£6° + Bx'ﬂffuss]»\uu\ 2aciol omo
! word ptr [E67 + Oxff1fff18]=>local_e
fe 8 ot xameord per Lo odging 9942687e]
n €%, [s_sensor_6042c34c]
111 word ptr (£8P + OxTffff2c)=>local_d8, EAX
EAX,word ptr [s_or_0042c94c+d]
xnword ptr [EGP + Oxff11fdg0]=>local 264 (0], 010
word ptr (€67 + Oxff1fff30]=>local d4, Ax
2010, quord ptr [u_movers_6042c90c]
EAX,byte ptr [s_0042¢94c+6)
ord ptr (50 & extttric=loal e, 0w
240, quord ptr [s_GETHOCHHK_0042c91c]
byte per b9 SXFATH32)ootocat 2L
£A%,word ptr DAT_0042c95¢]
qors e (65« ddittesclmtocal 178,000
200, quord ptr (DAT_0042ct
vord e 6BF + OX(HF1158Tenlocal_b0, X
£A%,byte ptr [DAT_0042c95e]
quord gt (680 ¢ Defttistlmloala,omo
2010, qeord ptr [DAT_0042c93c)
byte e (60F + OX(H111501entocal_ae, AL
AL,0xa2
1111 quord ptr (£20 O Hfecleslocal_ta,xm0
9 42 00 200, quord ptr (DAT_0042c954]
byte ptr (67 + ~0x6l=>local_a, AL
AL,0xfa
d6 85 dc ff ff ff Quord ptr [E8P + OxTffffac)=>local b8, K0
7e 05 60 9 42 00 2010, quord ptr [s_docunent_0042c960]
byte ptr (67 + -ax5l=>local 9,AL
f b6 05 68 <9 42 00 EAX,byte ptr [s_0042c960+6]
d6 45 do quord ptr (£8P + -0x30]=>local 34,00
7€ 05 6c 9 42 00 2010, quord ptr (DAT_0042c96¢]
byte ptr (57 + -0:28]=>local_2c, AL
74 9 42 £, (O
d 85 fc fe ff ff aword ptr [E8P + Oxfffffefcl=>local 108,00
7e 05 7c 9 42 00 2010, quord ptr (DAT_0042c97¢)

00416201 89 85 04 ff 11 ff dword ptr [E57 + OXTT11f04]=>local 100, EAX
004162¢5 01 b7 05 78 c9 42 00 EAx ptr_[oAT 78
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[ ] Offset (h) a5 OF Decoded text
Rule 2: Give the People corese 2 om0
000FFERO €6 24 AIMpIfUE 31EA-05
What Thev Want coorreze - e R
a ey a n 00OFFEDO 8 I ;5 :; é:;-é;ﬁcg}té—. © . duat
00OFFEEQ 9B B8 ca A cB%ER, .UZ>.E
. . . QOOQFFEFOQ 4B oc 01 .#?TCKE.E.Iéfbé.
PLAY ransomware uses intermittent encryption R . = vl o Ll
« Encrypts every other 1MB of data e 5 A
« Feature included from the start in June 2022 S R - el
QO00FFF&0 23 4D 12 d._iﬁ:?#ZH.‘ﬁﬁV.
N o 000FFF70 ES8 00 UFEAgyJel. *gile.
Makes encryption faster over large files 000FFFS0 53 FA ED 5 61 e .raipraiUachal 6
“ ” . . . 000FFF30 on 95 2n E$elz.ye.0’&AZa~
« Less “recoverable” than just encrypting first X bytes 0OFFFAO 8B sC ;é.ﬁ.(ﬁ,-az;ssﬁf\
. QO0O0FFFBO ac 93 CB  ¢.=0>e, "NMU:.AZE
e« Faster = more damage = prOfIt! 000FFFCO oc 21 0C &Tf0..5..%+0Eeé.
000FFFDO a5 BéE 97 ... pd.fiG-EIFOE—
O0OFFFEQ 0 B4 75 ﬁ.a'.gﬂeé'ru§:§g
Implemented by other groups like Agenda, ALPHV e == SR S ———
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ALPHV Ransomware

ALPHV ransomware is a rebrand of BlackMatter
Written in Rust
First discovered in December 2021

Multiple attacks on infrastructure

Colonial Pipeline (as DarkSide)

Creos Luxembourg European gas pipeline
Italy's energy agency GSE

Colombian energy company EPM

Notable Features

First “big” ransomware in Rust

First “big” ransomware with ARM locker
Build-time obfuscation toolkit “MORPH”
Chat Access Tokens

ALPHYV Collections

ALPHV

®

Air Comm Corporation
Thu Jan 12 2023

Fu Yu Corporati
Thu Jan 12 2023

TIME TECHNOPLAST LIMITED
Wed Jan 11 2023

Air Comm Corporation

Thu Jan 12 2023

Air Comm Corporation (ACC) was
founded in 1987 to meet the needs of
helicopter operators

Fu Yu Corporation

Thu Jan 12 2023

Fu Yu Corporation Limited (“Fu Yu")
provides vertically-integrated services
forthe of precision plastic

to problems commonly found in factory-
installed environmental control
systems. Today, ACC is the industry

Read more

components and the fabrication of
precision moulds and dies.

Read more

TIME TECHNOPLAST
LIMITED

Wed Jan 11 2023

Time Technoplast engages in
manufacturingand suppling of polymer
packaging products. Time Technoplast
was founded in 1992.

Attachments — 6

Read more

Liebra Permana
Wed Jan 11 2023

Koo Wee Rup Secondary
College

@fruttagel

natural choice

Fruttagel

Sat Jan 07 2023

-lil-Recorded Future’




ALPHV Access Tokens

Chat Hijacking (as BlackMatter)

Requirements for victim chat
« Domain Controllers
« Domain Admins

Locker parameter “access-token” required

Created more secure line of communication with victims
« Unable to discover victim page through
sample detonation

DS: Why did you add Access tokens and unique domains for every victim?

ALPHV: As adverts of darkmatter [DarkSide / BlackMatter], we suffered from the interception of victims
for subsequent decryption by Emsisoft.

ALPHYV Interview (Source: Recorded Future)

SOFTWARE

The software is written from scratch without using any templates or previously leaked source
codes of other ransomware. The choice is offered:

4 encryption modes:

-Full - full file encryption. The safest and the slowest.

-Fast encryption of the first N megabytes. It is not recommended for use, the most insecure of
possible solutions, but the fastest.

-Dotpattern - encryption of N megabytes through M step. If configured incorrectly, Fast may work
worse both in terms of speed and cryptographic strength.

-Smartpattern - encryption of N megabytes in percentage increments. By default, it encrypts with
a 10 megabyte strip every 10% of the file starting from the header. The most optimal mode in the
ratio of speed \ cryptographic strength.

2 encryption algorithms:

ChaCha20 and AES

In auto mode, the software detects the presence of hardware support for AES (exists in all modern
processors) and uses it. If there is no AES support, the software encrypts ChaCha20 files.

The software is cross-platform, i.e. if you mount Windows disks on Linux or vice versa, the
decryptor will be able to decrypt files.

Supported OS:

- The entire line of Windows from 7 and above (tested by us on 7, 8.1, 10, 11; 2008r2, 2012, 2016,
2019, 2022 ); XP and 2003 can be encrypted by SMB.

- ESXI (tested on 5.5, 6.5, 7.0.2u)

- Debian (tested on 7, 8, 9);

- Ubuntu (tested on 18.04, 20.04)

- ReadyNAS, Synology

Since binaries have been leaking to analysts lately, and premium VT allows you to download
samples and get README random people may appear in chats who can disrupt negotiations (hello
DarkSide), it is MANDATORY to use the --access-token flag when launching the software. Cmdline
arguments are not passed to the AntiVirus, which will allow maintaining the secrecy of
correspondence with the victim. For the same reason, each encrypted computer generates its own
unique ID used to separate chats.

ALPHYV Affiliate Introduction (Source: Recorded Future)
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Why Rust?

First “big” ransomware written in Rust
« Usually C/C++, Delphi, Golang
 FickerStealer also written in Rust

Cross-compilable to several architectures - get a
Windows, Linux, ARM locker from one set of code

Bonus: Reverse engineering is harder (for now)

« Library functions not always jdentified - look like
non-library, interesting code

« Lots of runtime code in the binary (eg: error handling)

LAB_00496072

00496072 8d bc 24 a0 05 00 00

00496079 89 74 24 2c

0049607d 89 f9

0049607f e8 7c e6 fe ff

00496084 8d b4 24 18 01 00 00

0049608b 89 fa

0049608d 89 f1

00496081 e8 1c 77

00496094 8d 84 24

0049609b 68 e8 00 00 00

00496020 56

004960a1 50

00496022 e8 19 ad 16 00

004960a7 83 c4 Oc

004960aa 8b 84 24 00 02 00 00

004960b1 89 44 24 Oc

004960b5 8b 84 24 04 02 00 00

004960bc 89 44 24

004960c0 8b 84 24

004960c7 89 84 24
el
02
d8

s88
88

004960ce al cO

004960d3 83 8
004960d6 0f 86

004960e1 b9 78
004960e6 7
00496071 c7

00496149 c7
00496154 7
0049615 7
0049616a c7
00496175 c7
00496180 c7

XREF[1]: 004958d(j)
EDI=>param_12, [ESP + 0x5a@]
dword ptr [ESP + @x2c]=>param_11,ESI
ECX, EDI
part_of_platform_setup_z
ESI, [ESP + @x118]
EDX, EDI
ECX,EST
related_to_getting_startup_stuff_z
EAX, [ESP + @x610]
Oxe8
ESI

EAX

MSVCRT.DLL: :memcpy

ESP,@xc

EAX,dword ptr [ESP + 0x200]
dword ptr [ESP + Oxc],EAX
EAX,dword ptr [ESP + 0x204]
dword ptr [ESP + @x48],EAX
EAX,dword ptr [ESP + 0x208]
dword ptr [ESP + @xac],EAX
EAX, [RELATED_TO_FUNCTIONALITY]
EAX, 0x2

LAB_004961b4

EAX, [DAT_006ee078]
ECX,s_/cargo/registry/src/github. con-1_006d9a78

dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr
dword ptr

[ESP + 0x118],0x3

[ESP + @x11c], locker:core:stack

[ESP + 0x120],0x13

[E5P + 0x124],PTR_Preparing_Logger_061cdec
[ESP + 0x128],0x1

[ESP + @x12c],0x0

[ESP + 0x134],s_/cargo/registry/src/github.com-1_006d9a78
[ESP + 0x138],0x0

[ESP + @x13c],0x0

[ESP + 0x144],0x13

[ESP + 0x140], locker: core:stack

[ESP + @x148],0x0

[ESP + 8x150],0x11

[ESP + @x14c],src/core/stack.rs

[ESP + @x154],0x1

004960dc al 78 e0
o

BLASESERNBENBNBAE2R8 3888
22=22R=E2=s2R2s2Rees8ss
g§888888888888888
838838838 8888s8s
SR5-SELS838RALER
3288238893882 8R8

9%a
24
24
24
24
24
24
2
24
24
24
24
24
24
24
24
24
2
0

sspssrsssq88282s
g§888388s888888888

« Strings are not null-terminated =( avseis o
« “Fixup” tools more nascent, currently

84
84
84
84
84
84
84
84
84
84
84
84
84
84
84
84 dword ptr [ESP + 0x158],0xda
8 EAX, 0x2

74 20 68 00 EAX, PTR_return_z_00682074

00496199 b8 2

s_exclude_director_file_extensions_006036d0 XREF[1,7]: 0046e2b@(R), 0046deee(R]|
s_ file_extensionsexclude_file_ext_006036e0 0046e0c@(R), 0046e2a8(R;
s_exclude_file_extault_file_cipher_00603670

s_ault_file_cipherdefault_file_cip_00603700

s_default_file_cipdefault_file_mod_00603710

s_default_file_mode_00603720

s_e_00603730

s__directory_namesexclude_director_006036c@

65 63 74 6f 72 79 5f 6e ds "_directory_namesexclude_director_file_extensionsexclude_file_
65 78 63 6c 75 64 65 5f

63 74 6f 72 5f 66 69 6c...

Part of Rust code from ALPHV Windows binary
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https://nikhilh-20.github.io/blog/luna_ransomware/

An ARM locker, you say? T o

2,#0
Advertised as being designed to target NAS devices ;1 332;5 s_token, pc, rl
(QNAP, Synology, and more) copy_string
« Used in parallel to Windows and Linux/ESXi lockers r1, [DAT_@00fabdo]

r3,rd4,#0x18

ré,r5

r2,#0x9
rl=>config_id,pc,rl
copy_string

« Backups and uncommon file shares
« Increase effectiveness of ransom attack

To date, have not observed ITW use

Not common to see - Chaos ransomware also has one, r3, r8, #0x2c

but no other mainstream groups ra,sp,#0x38
r2,pc,r2
Lr,sp,#0x2400
r2=>access_token, [r8,#0xb8]=>1ocal_62c
r2,#0x0
r3,{ ro r1 r2 }=>Access_Token
ro,rd
ri, [r8,#0xb4]=>1ocal_628
ri, Lr,#0x178
r2, [r8,#0x38]=>local_6a4d
r2,rloe
FUN_0007975¢

ALPHV Access Tokens from ARM locker (Source: Recorded Future)
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ALPHV MORPH - Windows

Strings deobfuscated with 1-byte XOR using Windows binaries over 4 times the size of the
“randomly generated” functions (with garbage code) “unobfuscated” versions - biggest increase in
.text, .data and .reloc sections

s_[|iz|afo(La{kg~mzmz_00e75894 Name Size

" I = crypt_app_creds_obfuscated1 14,518 KB

00e75894 5b 7c 69 7a 7c 61 66 6 28 4c 61 7b ds "[|iz|afo(La{kg~mzmz" T -encrypt app_creds_unobfuscated 3006 KB

6b 67 7e 6d 7a 6d 7a 00

int _ fastcall deobfuscate_Starting_Discoverer_z(undefined4 param_1,byte param_2)

Headers 00400000 004003ff 0x400
text 00401000 00e73fff  0xa73000
.data 00e74000 00f42bff  Oxcec00
.rdata 00f43000 0Ofeedff  Oxabe0O
.eh_fram  00fef000 010b45ff 0xc5600
.bss 010b5000 010b5643 0x644
.idata 010b6000 010b83ff 0x2400
.CRT 010b9000 010b91ff 0x200

tls 010ba000 010balff 0x200
.reloc 010bb000 012391ff 0x17e200

{
int idx;
byte curr;

idx = 0;
while( true ) {
if (0x12 < idx) break;
curr = s_Starting_Discoverer_00e75894 [idx];
DAT_00e75cd6 = param_2;
s_Starting_Discoverer_00e75894[idx] = curr ~ 8;
idx = idx + 1;
DAT_00e75cd6 = DAT_00e75cd6é ~ 0xb2;
DAT_00e75c73 = DAT_00e75c73 ~ Ox2c;
param_2 = curr ~ 8;
} Morph-Obfuscated Binary Section Information
DAT_00e75cd6 = DAT_@0e75cd6 + Oxde;
return idx;

SoS0000ee
(IS4

<

Deobfuscation function for “Starting Discoverer”
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Rule 3: Check Your Work

No string obfuscation was present, but the Linux x64
Morph-obfuscated samples appear to now have the

name-mangled function names, versus the unobfuscated _ZN6locker4core6loggerl2use_multiple17h45382bdb390f42c7E
P — _ZN6locker4corel0supervisorl0Supervisor3new17hc485bfb256a64ffdE
el _ZN6lockerdcore10supervisor10SupervisorSstart17h7bc38bbfb94 12379E
= _ZN6locker4corelOsupervisorl0Supervisorl2spawn_handle17h8a470c4382ff9...
| g j _ZN6locker4corel0supervisorl6SupervisorHandle4lock17hd4591207d175d87aE

_ZN6locker4core4note4Note8try_dropl7haaa2d9fbad156affE
_ZN6locker4core4note4Notelltry_drop_at17he2612ff5543e9541E
_ZN6locker4core2os5linux22default_discover_paths7resolvel7h4e805a8a578...
_ZN6locker4core2osSlinux22default_discover_paths24resolve_exclude_wildca...
_ZN6locker4corel4file_unlockers18FileUnlockersStack3new17hdff8e23f1030...
_ZN6locker4corel4file_unlockers18FileUnlockersStack4push17h85ea74be531...
_ZN6locker4corel4file_unlockers 18FileUnlockersStackSstart17h03f96ecd047...
_ZN6locker4core2os5linux4esxillEsxiVersion6detect17h931a5fa4d98b1a73E
_ZN6locker4core2os5linux4esxi7Zis_esxil7h693863e6f71dedfeE
_ZN6locker4core2os5Slinux4esxi25strict_include_extensions17h9470c1050ad...
_ZN6locker4core2os5linux4esxi27kill_all_vms_hard_excluding17h92d438f68...

Function names from “unobfuscated” x64 Linux/ESXi Samples

v [ Exports
> __libc_csu_fini Function names from “obfuscated” x64 Linux/ESXi Samples

__libc_csu_init
DT_FINI v B
- - Exports

_ZN6lockerd4core7globals11MAX_WORKERS17h78c4f13f24c98069E

_ZN6lockerdcore7globals11MIN_WORKERS17h6e33ff1928589a32E

_ZN6locker4core7globals 14RW_BUFFER_SIZE17hbf7979381b1e0bcfE

_ZN6locker4core7globals22CRYPTO_WORK_CHUNK_SIZE17h1aa57c868f9b47fSE

_DT_INIT
_INIT_O
entry
main

Exported variables from “obfuscated” x86 Linux/ESXi Samples
Exported variables from “unobfuscated” x64 Linux/ESXi Samples
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https://internals.rust-lang.org/t/pre-rfc-a-new-symbol-mangling-scheme/8501
https://internals.rust-lang.org/t/why-rust-has-name-mangling/12503

Rule 4: No, Really,
Check Your Work

Fully testing encryption and decryption is critical
- this is where the money is made

ESXiArgs version 1 (circa 2023)
« Encrypt TMB and skip X MB where X is ~1% of
file size

« Made recovery possible for very large files

Luna ransomware’s ESXi locker (circa 2022)
« Encrypt VMs without shutting down

« May be corrupted after decryption

BlackMatter/DarkSide (circa 2020)

« Researchers helped decrypt victims without
payment

Ryuk ransomware (circa 2019)
« Buggy decryptor did not work on large files

Luna ransomware, which appeared in July of 2022 and seeks out ESXi
instances, does not shut down the virtual machines—a tactic that may lead to

file corruption after decryption.

When VM files are not fully shut down during the encryption process, the
files themselves become corrupt because they are unable to write data as
expected within ESXi, said Betts, leading to “trash” files. Because the talks
between guest and host did not finish properly, the virtual files may be left in

a misconfigured, unusable state, even after deploying a decryption tool.

“Files are corrupted because they weren’t able to shut down gracefully. So,
things aren’t written into the .vmx and the .vmdks and the .flat like they’re

supposed to,” Betts told IT Brew.

Luna Ransomware VM Corruption (Source: IT Brew)
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LockBit Ransomware

LockBit ransomware is one of the most active
ransomware groups

Written in Origin C

First observed in September 2019
« Continental Tire

« California Department of Finance
« FoxConn

Notable Features

» StealBit

» Recruiting Insiders
» Builder Leaked

LEAKED D 2 rmssasis

> @B HOW TOBUY BITCOIN
> {1 AFFILIATE RULES

> @ CONTACTUS
> 4% MIRRORS

portodelishoa.pt

KX oo

Apl Administrao Do Porto De Lisboa SAis a
company that operates in the
Transportation/Trucking/Railroad industry. After
successful work with the Portuauese Port

(S Updated: 15 Jan, 2023, 0433 UTC

westmount.org

datair.com

i )

Update : Images from downloaded files | 14T8
Files | City of Westmount is a government
‘administration. It encompasses an urban forest,
numerous parks, and playgrounds, as well as

(S Updated: 14 Jan, 2023, 2148 UTC

Your negotiator obviously already got the
operating money to solve this situation, but since
now there is a slight upward trend in BTC -

apparently he wants to make a ltte more money

(S Updatec: 1 30n, 2023, 2102 UTC 009 @

matrixschools.edu.my

Matrix Global Schools provides an outstanding
education: inspiring, challenging lessons, rich and
varied co-curricular programmes, a warm and
caring community.

(S Updatec: 16 Jan, 2023, 2052 UTC

presco.com

hacla.org

correounir.com.ar

bellettiascensori.it

PuBUsHED ) 4D 190 43m ses ( PussHED

Founded in 1942, Presco is a company that
manufactures safety marking products and
engineered fims such as barricade tapes, marking
flaas. marking whiskers. and roll flagaina. They

(S Undated: 13 Jan, 2023, 1458 UTC 7@

More than 15T8 of iles | The Housing Authority of
the City of Los Angeles is a state-chartered public
‘agency. Established in 1938, HACLA provides the
laraest stock of affordable housina in the city Los

(S vpdate: 13,30, 2023, 1143 uTC °

PUBLISHED

Unir Distribucidn y Logistica (Unir SA) Argentina
Unir SA s a Clarin Group company oriented to the
development of integral solutions in the tasks of
Postal Distribution. Lodistics in aeneral, we offer

(S Updated: 13.3an, 2023, 0505 UTC 26437 @

Lattivita di Belletti nel campo degli ascensori e
montacarichi ha inizio nel Novecento, quando la
passione per le apparecchiature elettrotecniche
porta il fondatore. Rodolfo Bellett, ad installare

(S Undated: 13 3an, 2023, 06:03UTC

asianrecorp.com

carone.com.mx

floresfunza.com

rovagnati.it

(oo o - JREET

PUBLISHED

The Asian Reinsurance Corporation is an
intergovernmental organization established in May
1979 under the auspices of the UN-ESCAP.
Membership is open to all state members or

(S Updated: 13 Jan, 2023, 06:03 UTC

Company specialized in Buying and Seling New
and Used cars, always with the best market offer.
Tel. 2222.5500.
€1.ADROOT.local\AALVAREZC:AI1660040

(S Updated: 13 Jan, 2023, 06:02 UTC oY

floresfunza.com FLORES FUNZA is one of the
leading companies in the flower industry in
Colombia. With over 200 hectares (of production
‘and more than 30 products availabl Headquarters:

(S Updated: 13 3an, 2023, 05:57 UTC o

Novita Rovagnati, un "dominio" internazionale
Nasce il sito Rovagnati.com, una piattaforma in
lingua inglese che parla dellazienda a tutto il
mondo. Scopri di pill Novita Rovagnati negli Stati

(S Updated: 13.3an, 2023, 05556 UTC 20 ©
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LockBit Ransomware

Recruiting “insiders” at companies for initial access

LockBit acquires BlackMatter code from fired developers
- in comes LockBit “Black”

Rumor has it that the disgruntled developer leaked
Lockbit Black code
« Customizable config allows anyone to modify
« Enables ransomware group spinoffs
(eg: BIOOdy Ransomware)

LockBit “Green” based on Conti’s leaked source
 New ESXi variant
« Tor-based URLs belonging to LockBit found
within samples

@ Ali Qushji

Our team managed to hack several LockBit servers as

a result, Builder LockBit 3.0 was found on one of the
servers.

_sendspace.com/file/ncjuyb

_password: dM@iu9&UJB@#G$1HhZAW

Interestingly enough, around 90% of this version is

similar to Conti ransomware's leaked source code. @
Thankfully, we managed to obtain the malware and
analysed it in a technical report that has already been
distributed to our customers.[§




LockBit Black

“LockBit Black” looked very much like BlackMatter ransomware

setup_fns_z();

call_NtSetInformationThread_z(0);

generates_notename_and_token_membership_rel_z();

process_command_line_and_do_encrypt_z();

(*ExitProcess)(0);

GetCommandLineW();

GetProcAddress(unaff_retaddr, (LPCSTR)param_1);

GetLastError();

SetLastError((DWORD)param_2);

GetCommandLineW();

GetDlgItemTextW((HWND)param_3, (int)param_4, (LPWSTR)param_5, (int)param_6);

GetWindowTextW( (HWND)param_7, (LPWSTR)param_8, (int)param_9);

GetDlgItemTextW((HWND)param_10, (int)param_11, (LPWSTR)param_12, (int)param_13);

LoadMenuW( (HINSTANCE) param_14, (LPCWSTR) param_15) ;

LoadMenuW( (HINSTANCE) param_16, (LPCWSTR) param_17) ;

DialogBoxParamw( (HINSTANCE)param_18, (LPCWSTR)param_19, (HWND)param_2@, (DLGPROC) param_21,
(LPARAM) param_22);

GetDlgItem((HWND)param_23, (int)param_24);

LoadImageW( (HINSTANCE)param_25, (LPCWSTR) param_26,param_27,param_28,param_29, (UINT)param_

GetWindowTextW( (HWND)param_31, (LPWSTR)param_32, (int)param_33);

GetWindowTextW( (HWND)param_34, (LPWSTR)param_35, (int)param_36);

DialogBoxParamwW( (HINSTANCE)param_37, (LPCWSTR) param_38, (HWND) param_39, (DLGPROC) param_40,
(LPARAM) param_41);

LoadMenuW( (HINSTANCE) param_42, (LPCWSTR) param_43) ;

DialogBoxParamwW( (HINSTANCE) param_44, (LPCWSTR) param_45, (HWND) param_46, (DLGPROC) param_47,
(LPARAM) param_48);

CreateMenu();

GetDeviceCaps((HDC)param_49, (int)param_50);

BlackMatter “entry” function entry

do_decrypt_z();

setup_fns_z();

generates_notename_and_token_membership_rel_z();

process_command_Lline_and_do_encrypt_z();

(xExitProcess)(0);

GetProcAddress(unaff_retaddr, (LPCSTR)param_1);

GetCommandLineA() ;

GetTickCount();

GetDateFormatW(param_2, (DWORD)param_3, (SYSTEMTIME *)param_4,param_5, (LPWSTR)param_6,param_7);

FormatMessageW( (DWORD) param_8, (LPCVOID)param_9,param_10, (DWORD)param_11, (LPWSTR)param_12,

(DWORD) param_13, (va_list x)param_14);

GetTickCount();

GetModuleHandleW( (LPCWSTR) param_15) ;

LoadLibraryExA( (LPCSTR)param_16, (HANDLE)param_17,param_18);

GetLocaleInfoW(param_19, (LCTYPE)param_2@, (LPWSTR)param_21, (int)param_22);

GetCommandLineA();

GetLastError();

GetProcAddress( (HMODULE)param_23, (LPCSTR) param_24) ;

GetLastError();

CreateWindowExW( (DWORD)param_25,param_26, (LPCWSTR) param_27,param_28,param_29,param_30,param_31,
(int)param_32, (HWND)param_33, (HMENU) param_34, (HINSTANCE) param_35, param_36) ;

GetDlgItem((HWND)param_37, (int)param_38);

GetMessageW( (LPMSG) param_39, (HWND) param_40, param_41, (UINT) param_42) ;

EndDialog( (HWND)param_43, (INT_PTR)param_44);

LoadMenuW ( (HINSTANCE) param_45, (LPCWSTR) param_46) ;

GetKeyNameTextW( (LONG) param_47, (LPWSTR) param_48, param_49) ;

GetKeyNameTextW( (LONG) param_50, (LPWSTR) param_51, (int)param_52);

DialogBoxParamw( (HINSTANCE) param_53, (LPCWSTR) param_54, (HWND) param_55, (DLGPROC) param_56,param_57) ;

CreateWindowExW( (DWORD)param_58,param_59, (LPCWSTR) param_6@,param_61,param_62,param_63,param_64,
(int)param_65, (HWND)param_66, (HMENU)param_67, (HINSTANCE) param_68,param_69);

GetClassNameW( (HWND) param_7@, (LPWSTR) param_71, (int)param_72);

LockBit Black “entry” function entry

‘Recorded Future’



Rule 5: Borrow, But Improve

Similarities

warl = (uint)curr;
if ((0x40 < curr) & (curr < 0x5b)) {

« High-level structure of the code wars = wars | o

APl Hashing technique

. . . . BlackMatter/LockBit Black string hash (top),
Stri ng hashi ng (eg: command line op'ﬂons) LockBit Black program arguments (bottom)

Configuration file decryption it (ivars = ouasoricn ¢
(#wescpy) ((wehar_t *)&DAT_004271a8, pphVar9[11);

(*Rt1EncryptMemory) (&DAT_004271a8,0x48,0) ;
(*memset) (ppWvar9[1],0,0x42);

Anti-debugging techniques (eg: crash if breakpoint o e et + iy

. numargs = numargs + =2;
| d h d Var7 = t_ECX_01;
placed on its thread) o e e -

b
else {

/* -safe */

Differences o i Rt

safe = true;

« Some LockBit Black versions require a password ool il

iy

to decrypt T

if (ivar6 == 0x45678b17) {
wall = true;
ppWvar9 = ppWvar9 + 1;

« Accepts additional command line parameters N
(eg: group policy modification, self-deletion) Doars = ppbvird iy
}

else {
/% -psex ¥/

« Configuration data flags i it S ¢

ppwvar9 = ppWvar9 + 1;

else if (ivar6 == -0x349d16c0) {
bvard = true;
ppwWvar9 = ppWvar9 + 1;
¥
else {
/* -gdel */
if (iVar6 == 0x4b668957)

-lil-Recorded Future’




And Keep Improving: LockBit
Green

Highly similar to Conti - definitely based on leaked
code

« APl hashing functionality

» String decryption

» Overall structure

Many others using Conti code as well:
« Meow Ransomware

ScareCrow

BlueSky

Putin team

And More!

One key difference - ransom note is encrypted for
LockBit green

« Can use decryption function features as part of
signature!

/* CryptImportKey */
pcvarl = (code x)resolve_function_from_hash_z(extraout_ECX,0x10,0x70d2c0ed,0x37);
ivar2 = (xpcVarl)(hKey,&local_5c,0x2c,0,0,&local_2c);
if (ivar2 == 0) goto LAB_1001c431;
BVar3 = CryptSetKeyParam(local_2c,1,(BYTE *x)&local_28,0);
if (Bvar3 == 0) goto LAB_1001c44c;
_Size = local_60 * 2;
pdwDataLen = (DWORD x)do_malloc_z(_Size);
_memset (pdwDatalen,®,_Size);
DATA_LEN = pdwDataLen;
if (pdwDatalLen != (DWORD *)0x0) {
_memcpy_call(pdwDatalen,&RANSOM_NOTE, local_60);
Bvar3 = CryptDecrypt(hKey, local_2c,0,1, (BYTE %)0x0@,pdwDataLen);

Ransom note decryption
function for LockBit Green

-lil-Recorded Future’




What's Next?

LockBit Black has been fairly consistent - not as much
change over time as other variants, however:

« Some samples have no “decrypt” function and do not
require a password to run

« Option the builder provides

LockBit Green could evolve too, but too early to know

Bonus: StealBit used to automate data exfiltration tool of
victim files and upload them to the LockBit leak site

var_x = 200000000;
do {

var_x = var_x + =1;
} while (var_x != 0);

curr = (short x)get_command_line_z();
var_x = parse_command_line_arguments_looking_for_password_z
(extraout_ECX,extraout_EDX,curr, (byte *)pass_out);

if (var_x !'=0) {

string_rel_z(local_64,pass_out);

local_68 = do_RC4_KSA_z((int)
var_x = get_img_base_rel_z();
var_x = x(int *)(var_x + 8);

local_64, (int) local_44, (int)local_178);

ivar3 = x(int %) (var_x + @x3c) + var_x;
uVard = (uint)*(ushort *)(ivar3 + 6);
pbvarda = (CSTRING *)(ivar3 + 0xf8);

uVarl = extraout_ECX_00;
uvar2 = extraout_EDX_00;
do {

uvar5 = hash_string_z(uvarl,uvar2,&pbVard->fielde_oxe,0);
uvar2 = (undefined4) ((ulonglong)uvar5 >> 8x20);

ivar3 = (int)uvar5s;
if (((ivar3 = 0x76918075)

|| (ivar3 = @x4a41b)) ||

(uvarl = extraout_ECX 01, iVar3 = 0xb84b49b)) {
do_decrypt_z((byte %) (pbVarda->field12_@xc + var_x),pbVard->contents, local_178, local_68);

uVarl = extraout_ECX_02;
uVar2 = extraout_EDX_01;

}

pbvard = pbVard + 1;

uVard = uvard - 1;
} while (uvarsa != @);

LockBit decryption function
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Lost in Translation

LockBit told Recorded Future that they live in China
and that none of their affiliates live in the United States
or Russia

Threat actors post machine-translated Chinese asking
about ransomware

RAMP forum welcomes Chinese speakers
« Aim to attract Chinese threat actors and
ransomware gangs

IlAMP ¥ What's new

Access (SSH/RDP/VNC/Shell) \ i8]

> Market \ /115

DS: After the US and Russian presidents met in June everyone is looking for
signs of change. And | see some change - the attacks have increased after a
temporary slowdown in summer. Are these events related or did the affiliates
just go for a long vacation?

LB: It's just a summer vacation. Like all people on the planet, no one wants to
work in the summer, and even more so when you have millions of dollars. The
meetings of the presidents will not affect anything, everyone who works seriously
does not live in the United States or Russia. Personally, | live in China and feel
completely safe.

LockBit Interview (Source: Recorded Future)

tiandochen Ahab
a1
SRBNAFPERELE,
hoffman B EEXTFNERASSECVE , POCHI R B ANMISIES,

MNpemnym

Premium

Jun 1, 2019

s 33
33

0.0208 B

User posts machine translated post on XSS forum (Source: Flashpoint)
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....And Found in Translation

When chats belonging to Yanluowang ransomware were leaked, it
was discovered that they, too are Russian-speakers - not Chinese

It announced that the contents of one of the group’s discussion channels — some 2,700
messages sent between January and September 2022 — had been breached and was now
uploaded to a leak site that allowed researchers, law enforcement, and even competitors to
understand how the group was organized, how it interacted with other ransomware actors,
and who might be in charge.

Time's up!

“We wanted to dig into the internal chats and figure out what we could locate there — what
their TTPs [tactics, techniques, and procedures] tradecraft is, was there any collaboration
with other ransomware families, “said Jambul Tologonov, a researcher at the cybersecurity
firm Trellix. “That’s what my mindset was when | started the investigation, and the first
thing | noticed was that their conversations were all in Russian.”

(O YANLUOWANG_LEAKS
€ YWL_LEAKS

IMAGE: SCREENSHOT OF THE YANLUOWANG LEAK SITE

Dina Temple-Raston The Yanluowang ransomware group in their own

November 22, 2022

words

-lil-Recorded Future’



Rule 6: Oh, and Don’t Cut Corners

Hi, since you are reading this it means you have been hacked.

In addition to encrypting all your systems, deleting backups, we also downloaded some of confidential information.

Here's what you shouldn't do:

1) Contact the police, fbi or other authorities before the end of our deal

2) Contact the recovery company so that they would conduct dialogues with us. (This can slow down the recovery, and generally put our communication
to naught)

3) Do not try to decrypt the files yourself, as well as do not change the file extension yourself !!! This can lead to the impossibility of their
decryption.

4) Keep us for fools)

We will also stop any communication with you, and continue DDoS, calls to employees and business partners.

In a few weeks, we will simply repeat our attack and delete all your data from your networks, WHICH WILL LEAD TO THEIR UNAVAILABILITY!

Here's what you should do right after reading it:

1) If you are an ordinary employee, send our message to the CEO of the company, as well as to the IT department

2) If you are a CEO, or a specialist in the IT department, or another person who has weight in the company, you should contact us within 24 hours by
email.

We are ready to confirm all our intentions regarding DDOS, calls, and deletion of the date at your first request.

As a guarantee that we can decrypt the files, we suggest that you send several files for free decryption.

Mails to contact us:

1)son.goku@mailfence.com

2)leen.cang@mailfence.com

our leak site :

crptd5sv5bdz6hovrbkacémnp3rt7zij62njsqwh5a6ldd3asxdd22qd.onion

Shao Ransomware note

root@ubuntu: /home/user /Desktop# ./revz

Revix 1.1c

Usage example: elf.exe --path /vmfs/ --threads 5
Without --path - it encrypts current dir
--silent (-s) use for not stoping VMs mode

! 11BY DEFAULT THIS SOFTWARE USES 50 THREADS!!!

Path:
killing vmx-*
esxcli --formatter=csv --format-param=fields=="WorldID,DisplayName" vm process list | awk -F "\"*,\"*" '{system("esxcli vm process kill --type=force

--world-id=" $1)}'

Shao Ransomware command line output lll Recorded Future®
1



Hunt ‘Em

Face the Strange!

« Automated obfuscation techniques often leave
artifacts; better if custom

« Inconsistencies in language/strings, ransom
notes especially!

« Anti-RE/anti-debugging/anti-analysis techniques
« Implementation of crypto algorithms

« “Buggy” anomalies

« Stay up on the latest affiliate news

Look for the similarities
« Code reuse between families

« Overlap in ransom note language (eg: “What
Happened?”, “your network”, “torproject.org”)

LOCKER

1. We solemnly present to your attention - ALPHV MORPH. Without going into piquant details,
we inform you that once an hour there is a complete cleaning of the binary. In addition to
re-crypting calls, strings and other things, the RUST compiler allows you to saturate each build
with unique runtime garbage, which ultimately gave fantastic results. To date, it does not burn
with more than one AV (not to be confused with EDR! not tested on Sentinel One), including
Windows Defender with the cloud turned off - the binary is not deleted even after the full crypt of
the machine. While in test mode, it is intentionally(!) available to everyone via
Build->Obfuscated. In the future, this functionality will be available only to advertisers with the +
status.

2. Minor fixes in the locker operation

p.s. there is no AV for ESXI yet, but we already have a Linux morph :) Yes, yes, Linux also
morphs once an hour just because we can.

ALPHV announce MORPH (Source: Recorded Future)
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Defend the Net

The ransomware evolves, but tried and true techniques
are still used - they just keep working

Implement best practices

Strong passwords and MFA

Patching systems wherever possible,
prioritizing externally facing

Disaster Recovery and Backup Plan
Pruning accounts

Active Directory cleanup

Focus on the pre-ransomware tools first

Stealers such as RedLine, Raccoon, Vidar

Openly available tools like Cobalt Strike, OST, bots
and trojans

Active Directory enumeration, password spraying,
lateral movement techniques

Top 10 Observed Offensive Security Tools Over the Last 3 Years

Metasploit
Cobalt ! Powershell
S Strike Ci t Meterpi Mythic PoshC2 Empire  PupyRAT Sliver
7480

3691

138114411495

Thaa
1,000 =
51 180253 0 09 75 28 183241 | 103 g9 289 269 196 177 172 169 145
o0 e e = —— !_-r_g !—— e —

FCEP L LS L LSS PP L LSS LS

Excerpt from Adversary Infrastructure Trends 2022 Report showing top OST over last 3 years
(Source: Recorded Future)
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Defend the Net: Active Directory

Active Directory is still an effective target for threat
actors looking to escalate an attack

« Enumeration: identify possible paths from
compromised systems to obtaining a higher privilege

level, such as Domain Administrator access EEEENEIEE AR HER SIS “lil-Recorded Future®
« Password Spraying: post-enumeration, can be used In Before The Lock: Active Directory
to gain access to systems of interest Enumeration

From Insikt Group

H H . “ ” CYBER THREAT ANALYSIS NHR ®
Largely possible using openly available, “red team lil-Recorded Future

tools - often used with Cobalt Strike In Before the Lock: Password Spraying
« Lowers barrier to entry Active Directory
From Insikt Group

o Lessens risk of attribution

» Challenge to detect increases with Cobalt Strike

‘lil-Recorded Future’




Active Directory Enumeration

Evaluated 3 common tools

« SharpHound/BloodHound: collect and visualize AD
information, including active sessions on machines,
Group Policy details, access control entries

« ADFind: command line tool that is used to query Active
Directory

» LACheck: C# tool used to enumerate administrative
rights, sessions, logged-on users, etc

Detection Opportunities

« Any tool run with Cobalt Strike: look for Beacon activity
instead of tool-specific

« SharpHound: Sigma rules for process/file creation events,
PowerShell (“Invoke-BloodHound”, compressed tool
bytes)

« ADFind, LACheck: Sigma rules for command line
options/parameters in combination with general AD
enumeration mitigations

« General: many DNS requests (Sysmon EventID: 22) and
network requests (Sysmon EventlD: 3) for LDAP over port
389AD HoneyTokens

DEFAULT DIRECTORY

ADMINISTRATOR@WALDOAZURERESEMNGHGMAIL ONMICROSOFT.COM
Node Info

DEFAULT DIRECTORY

ALICEAPPOWNER@FABRIKAMFINANCE.COM

JEFFDIMMOCK@WALDOAZURERESEARCH
@ Aets

06D71300-BABE4F25-815A-70CAS12F3185

°
DEFAULT DIRECTORY

_ | APPMAN@WALDOAZURERESEARCHGMAIL ONMICROSOFT.COM

@
S10A637E482F-4692.919317A000940118
o Zoms e
THISAPPHASPRAROLE THISAPPHASPRAROLE
Raw Quory.
MATCH (AZTonant {objeciid: "BABCADEZ-44FA-427A-A380-SESOCBS0BBSST), (m), p=shoriestPafi(m}-*1 -}>(n)) WHERE NOT m=n RETURN p.

Bloodhound visualization (Source: SpecterOps.io)

index="main" ((TargetFilename="*_domains.json*" OR TargetFilename="*_users.json*" OR
TargetFilename="*_groups.json*" OR TargetFilename="*_ous.json*" OR
TargetFilename="*_computers.json*" OR TargetFilename="*_BloodHound.zip*" OR
TargetFilename="*_BloodHoundLoopResults.zip*" OR TargetFilename="*_gpos.json*")
((Image="*SharpHound.exe*" OR Image="*rundll32.exe*") OR (CommandLine="*SharpHound.exe*") OR
(Description="*SharpHound*") OR (OriginalFileName="*SharpHound.exe*"))) OR
((OriginalFileName="*SharpHound.exe*") ((CommandLine="*nosavecache*" OR
CommandLine="*excludeddomaincontrollers*' OR CommandLine="*stealth*" OR CommandLine="*jitter*"
OR CommandLine="*throttle*") OR (Image="*SharpHound.exe*") OR (CommandLine="*SharpHound.exe*")
OR (Description="*SharpHound*")))| transaction startswith=(EventCode="1") endswith=
(TargetFilename="*zip") maxspan=600s

Detects the Sharphound process creation event in combination with the file
creation events within a time span of 600s

-}I-Recorded Future®



https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=90022
https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventid=90003

Password Spraying

Evaluated 3 C# password spraying tools

« SharpHose/SharpSpray: C# implementation of
DomainPasswordSpray, designed to perform password
spraying against Active Directory objects

« SharpMapExec: Scan for access to SMB shares,
PsRemote, and vulnerable JEA endpoints, perform
domain password spraying, execute local C# assemblies
in memory (such as Rubeus or Cobalt Strike Beacon)

Detection Opportunities

« Any tool run with Cobalt Strike: look for Beacon activity
instead of tool-specific (Again)

« Largely, Sigma rules for command line parameters,
default configuration (eg: defined password list)

« Windows Event IDs for password spraying include:

o 4625: An account failed to log on

o 4648: A logon was attempted using explicit credentials

o 4768: A Kerberos authentication ticket (TGT) was
requested

o 4771: Kerberos pre-authentication failed

o 4776: The computer attempted to validate the credentials
for an account

£ Audit Failure
£ Audit Failure
£ Audit Failure
9 Audit Failure
£ Audit Failure
a Audit Failure
L4 Audit Failure

4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM
4/25/2022 8:51:05 AM

Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.
Microsoft Windows security auditing.

Security Logs for Failed Password Attempts

Gl
(General | Details

|Account Information:
Account Name:
Supplied Realm Name:
User ID:

Service Information:
Service Name:
Service ID:

INetwork Information:
Client Address:
Client Port:

/Additional Information:
Ticket Options:
Result Code:
Ticket Encryption Type:

Certificate Information:
Certificate Issuer Name:

Certificate Thumbprint:

Log Name: Security

Event ID: 4768
Level: Information
User: N/A
OpCode: Info

Source: Microsoft Windows se« Logged:

A Kerberos authentication ticket (TGT) was requested.

dadmin
CONTOSO.LOCAL
CONTOSO\dadmin

krbtgt
CONTOSO\krbtgt

=ffff:10.0.0.12
49273

0x40810010
0x0

0x12

Pre-Authentication Type: 15

contoso-DCO1-CA-1

Certificate Serial Number: 1D0000000D292FBE3C6CDDAFA200020000000D

564DFAEE99C71D62ABCS553E695BD8DBC46669413

Certificate information is only provided if a certificate was used for pre-authentication.

Pre-authentication types, ticket options, encryption types and result codes are defined in RFC 4120.

8/7/2015 11:13:46 AM

Task Category: Kerberos Authentication Service
Keywords:  Audit Success

Computer: DCO1.contoso.local

More Information: Event Log Online

Copy

Event ID 4768 triggered by password spraying

Credential Validation
Credential Validation
Credential Validation
Credential Validation
Credential Validation
Credential Validation
Credential Validation
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https://docs.microsoft.com/en-us/powershell/scripting/learn/remoting/jea/overview?view=powershell-7.2
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4625
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4648
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4768
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4771
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4776

Thank Youl!

.l%l. Recorded Future® Lindsay Kaye @ TheQueenofELF



