


S telnet ceo.bluehatcorp.com 27701
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i

/?5-,,//5

o
Lel
N |




Ciberseguridad basado en Riesgos

Seguridad en TI

ISO 27033: El proceso de tomar medidas preventivas fisicas y de software para
Proteger la infraestructura de Tl del acceso no autorizado, mal uso,, mal
uncionamiento, modificacion, destruccion o divulgacion indebida, creando asi una
plataforma segura para que las computadoras, los usuarios y los programas realicen
sus funciones criticas permitidas dentro de un entorno seguro.

Seguridad de la Informacion

ISO 27001: Preservacion de la confidencialidad, integridad y disponibilidad de la
informacion

Riesgo
ISO 31000: Efecto de la incertidumbre sobre los objetivos

Ciberseguridad

ISO 27032: Preservacion de la confidencialidad, integridad y disponibilidad de la
informacion en el ciberespacio

Ciberseguridad (actual)

ISO 27100: Mantener los ciber-riesgos a un nivel tolerable, a las personas, la sociedad,
las organizaciones y las naciones

Gestion del riesgo

Seguridad de la
informacién

Ciberseguridad
Continuidad del negacio

Tecnologia de la informacion
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NIST Cybersecurity Framework

Enfoque: Asegurar fa Infraestructura cribca
Acciones: Implermentar o Perfl

Identificador  Funcion Tdentificador Categoria
imico de fumcién imico de
categoria
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General Risk
Frameworks and
Methods

Generic Frameworks for
Cyber Risk Management

* NIST Cybersecurity Framework
* NIST SP 800-39
« COBIT

Risk Modeling Frameworks

* NIST SP 800-30

* CBEST

* FFIEC Cybersecurity Assessment Tool
* RiskIT

General Cyber
Threat Modeling
Frameworks and

Methods

Threat Modeling Frameworks
* ODNI Cyber Threat Framework
» Cyber Prep 2.0 / DACS

» Attack tree modeling = NIST SP 800-30 list of threat events
» Cyber attack lifecycle modeling * ATT&CK™

* CAPEC™

* MITRE's TARA

Threat Modeling
Resources Oriented
to Enterprise IT

Tactics, Techniques, and
Procedures-Oriented

Modeling to Support Design
Analysis & Testing

Technology-Oriented

* Web Application threat models and
* STRIDE & DREAD methods — OWASP, PASTA

« NIST SP 800-154 * Threat rj"lodeling for cloud
« OCTAVE computing
* Intel's TARA / TAL



NIST CSF - Componentes - Perfiles

Threat Environment
Business Objectives Requirements & Controls

Homs Depet dats Breach coun battis wil unfold betwssn
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NIST Cybersecurity Framework 1.1

Function

IDENTIFY (ID)

Category

Asset Management (ID.AM): The data,
personnel, devices, systems, and facilities that
enable the organization to achieve business
purposes are identified and managed
consistent with their relative importance to
organizational objectives and the
organization’s risk strategy.

Subcategory

ID.AM-1: Physical dev
the organization are inventoried

ID.AM-2: Software platforms and applications
within the organization are inventoried

ID.AM-3: Organizational communication and
data flows are mapped

ID.AM-4: External information systems are
catalogued

: Resources (e.g., hardware, devices,
data, time, personnel, and software) are
prionitized based on their classification,
criticality, and business value

ID.AM-6: Cybersecurity roles and
responsibilities for the entire workforce and
third-party stakeholders

.z, suppliers,
customers, partners) are established

ID.BE-1: The organization’s role in the supply
chain is identified and communicated

and systems within |

Informative References
CISCSC1
COEIT 5 BAIN.0
ISA 62443
ISA 62 SR 7.
ISOIEC 27001:2013 A81.1,A812
NIST SP 800-53 Rev. 4 CM-8, PNL3
CISCSC2

ISA 6244, ;

ISA 62443-3-3:2013 5R. 7.8

ISOMEC 27001:2013 A81.1. AB12 A1251
NIST SP 800-53 Rev. 4 CM-8, PM-3

CISCSC 12

ISA 62443-2-1:2009 4254

ISOIEC 27001:2013 A 1321, A 1322

NIST SP 800-53 Rev. 4 AC4,

CISCsC12

COBRIT 5 APO02.0

ISOIEC 27001:2013 A 1126

NIST SP 800-53 Rev. 4 Al

CISCSC13, 14

COBRIT 5 APO03.03, APO03.04, APO12.01, BAIN4.02, BAT0D.02

ISO/IEC 27001:2013 A 1511

AI512 A1513 A1521 A1522
NIST SP 800-53 Rev. 4 CP-2, 8A-12
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Ciberseguridad - NIST Cybersecurity Framework 1.1 K>

Target Practice NIST Cyber Security Framework

NIST CSF Categories Score  Policy Score  Score

Overall  3.00 3.02 2.70 o Overall ot Mat u ri ty Leve IS

Asset Management (ID.AM) 3.00 3.42 2.00 nication 5 Manage

Business Environment (ID.BE) 3.00 3.00 1.20 L Busmess

_ Governance (ID.GV) 3.00 5.00 3.00

2 Risk Assessment (ID.RA) 3.00 2.00 4.00

% Risk Management Strategy (ID.RM) 3.00 4.00 2.00

s Improve Risk

ments Assessm
(RS.IM) nt

Supply Chain Risk Management (ID.SC) Mitigati Risk
Identity Management, Authentication and Access Control on Manage
(PR.AC) (RS.MI) ment

3 Awareness and Training (PR.AT)

£ Data Security (PR.DS) A Supply

i y Chain

3 (RS.AN) Risk

a Information Protection Processes and Procedures (PR.IP) 2
Maintenance (PR.MA) i Identity
Protective Technology (PR.PT) nication Manage

g Anomalies and Events (DE.AE) 5% ment,...

E Security Continuous Monitoring (DE.CM)

2 ; Respons waren

& Detection Processes (DE.DP) e ess and
Response Planning (RS.RP) Planni... Traini...

Communications (RS.CO)

Analysis (RS.AN) Security

a
x
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Mitigation (RS.MI) Proces . (PR.DS)
Improvements (RS.IM) Z T t
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5 _ Recovery Planning (RC.RP) i 7 . §o§ee
82 Improvements (RC.IM) Events... Protecti (PR.MA) :
S 7 == Policy

Communications (RC.CO)
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Retos de la Automatizacion del Threat Hunting

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
. Tener claro el Alcance y la Arquitectura de la infraestructura de Tl

. Tener claro los Riesgos sobre los activos criticos
. Proponer el mejor Tratamiento de los Riesgos

1.
2
3.
4.
5
6




NIST CSF - Implementacion

N —
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. Priorizacion y definicion de alcance
. Orientacion e Identificacion de

activos

. Identificar la situacion actual

. Realizar un analisis de riesgos

. Establecer objetivos

. Determinar, analizar y priorizar las

brechas detectadas

. Implementar el plan de accion

NIST CSF

& — Determinar,

analizar Zar
e
detectadas

5 = Crear un perfil
objetiva

4 = Ejecutar un
analisis de
riesgos
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Inicios del “Ethical Hacking”

In the final phase, attackers
attempt to conceal their success
and avoid detection by security
professionals.

Reconnaissance ?’ ’mm

orn

In the fourth phase, hackers

attempt to ensure they have a

way back into the machine or

system they've already compromised.




Cyber Kill Chain

-

RED

TEAM

Harvesting email addresses,
conference information, etc.

Delivering weaponized bundle to the
victim via email, web, USB, etc.

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim




MITRE ATT&CK

Reconnaissance Resource Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Exfiliration Impact
Development Control
10 technigues 7 technigues 9 technigues 12 technigues 19 technigu: | 42 technigues hini 30 technigues 9 technigues 17 technigues 16 technigues 9 techniques 13 technigues

unt £

Data Destruct

Build Image on Hi

Debugger E
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Retos de la Automatizacion del Threat Hunting

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
ldentificar las Vulnerabilidades Conocidas

|dentificar Amenazas Conocidas

Tener claro los Riesgos sobre los activos criticos

o U1 DN W N =

Proponer el mejor Tratamiento de los Riesgos




Noticias de Amenazas Avanzadas

Facebook Doesn’t Know
- EL FINANCIERO
What It Does With Your Hackeo a Hacienda: ;qué es el ‘ransomware’ de Conti y
. como protegerse de ciberdelincuentes?
Data’ or Where It Goes' Por Carlos (E)rdero Pt’gt‘.z 19 de abril 2022, 8:45 AM
Lea ked Docu ment La advertencia de un ataque tipo ransomware sobre los sistemas informaticos del

Ministerio de Hacienda habria activado los protocolos proteccion, que incluian la

“ R suspension de los servicios en linea del sistema de la Autoridad Virtual Tributaria
'We do not have an adequate level of control and explainability over

(ATV) y de TICA (Tecnologia de Informacion para el Control Aduanero). Segun los

how our systems use data,” Facebook engineers say in leaked

document.

Q By Lorenzo Franceschi- April 26, 2022, 8:02am MO'I'IIEI!BOAI!D

Bicchierai TECHBY VICE

Ukraine Says It Thwarted a
Sophisticated Russian Cyberattack
on Its Power Grid

April 12, 2022
Kate Conger

N
-_— -A}ESL"“" 3

M
i

50am EDT | 5,302 views

Hackers Are Targeting U.S.
Banks, And Hardware May
Give Them An Open Door

Officials said that if the breach had been successful, it would have deprived roughly




|dentificando vulnerabilidades no conocidas

Lateral

Movement
Data

Red Team Operations Analysis
Attack Lifecycle

econ
Establish Escalate Exfiltrate and
3 i Persistence Privileges Complete Mission




Retos de la Automatizacion del Threat Hunting

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
ldentificar las Vulnerabilidades Conocidas y No Conocidas
Ildentificar Amenazas Conocidas

Tener claro los Riesgos sobre los activos criticos
Seleccionar el mejor Control en Tratamiento de los Riesgos
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War Gaming

Threat
Modeling to
go from
Reactive to
Proactive

Wargaming
validates
controls

Operational
Experience
evolves
threat model




Plataformas de Decepcion - HonetNets

Deception Platform Example

Deception Platform

Create apd — __ Create gnd
Customize Customize (\

Lures and
Honeytokens

Actions Environment Deploy
Alerts Assessment Decoys, Lures and Honeytokens
Indicators

SIEM, SOAR D
and Other e D
Security Tools E so—
Network Active Endpoints
Directory (Workstations and Servers)




Analisis de Trafico

M packetcaptore cap
File Edit View Go Capture Analyze Telephony Wi
® RE QeamsEF 8 _

=

Time Source Destination Protocol Length Info
20.182933 .168.1.99 . . HTTP 1418 HTTP/1.1 288 OK (text/html)
28.185844 .168.1.98 N . HTTP 471 GET /dvwa/2?C=..%2F..%2F 2F . .X2F. .%2F..%2F. . %2F. .X2F. .%2F . .%2F . . %2F . .X2F .
296.186314 -168.1.99 . . HTTP 1418 HTTP/1.1 268 OK (text/html)
26.188436 2.168.1.98 . . HTTP 398 GET /dvwa/?C=cX3A%X5CWindows%5Csystem.ini HTTP/1.1
6 20.189655 92.168.1.99 . HTTP 1418 HTTP/1.1 208 OK (text/html)
20.111922 .168.1.98 . HTTP 471 GET /dvwa/?| C. . %5C. . %5C. .%5
208.113201 92.168.1. 92.168.1.98 HTTP 1418 HTTP/1.1 208 OK (text/html)
9 20.115537 .168.1. 92.168.1.99 HTTP 386 GET /dvwa/?! 2FetcX2Fpasswd HTTP/1.1
20.116691 .168.1.98 HTTP 1418 HTTP/1.1 200 OK (text/html)

Frame 371: 463 bytes on wire (3784 bits), 463 bytes captured (3704 bits)
Ethernet ITI, Src: PcsCompu_ab:@8:1c (88:8@8:27:ab:88:1c), Dst: PcsCompu_32: 17 (@8:09:27:32:8d:17)
Internet Protocol Version 4, Src: 192.1f 1.98, Dst: 192.168.1.99
Transmission Control Protocol, Src Port: 48935, Dst Port: 88, Seq: 29224, Ack: 109093, Len: 397
~ Hypertext Transfer Protocol
GET /dvwa/?C=..%2F..X2F..%2F..%2F. . %2F. .X2F. .%2F. . X2F. . %2F. . %2F. .X2F..X2F. . %2F. .%2F . .X2F . . X2Fetc%2Fpasswd HTTP/1.1\r\n
User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64; rv:71.9) Gecko/20180181 Firefox/71.8\r\n
Pragma: no-cache\r\n
Cache-Control: no-cache\r\n
Content-Length: @\r\n
Refere 92.168.1.99/dvwa/ ?! 5
Agh; PHPSES Euse?:n:
192.168.1.99\r\n Interface; WAN A ack cations RP e A BS FP bl

A 0 bps
LRI s 1h - NN 11 1 - riovs [ 50 2] 527 2 72 Devicos 5,379 Fow Q  search

Alerts Begin Date/Time: End Date/Time:
[HTTP request 83/101]

[Prev request in frame: 91
@8 8@ 27 32 8d 17 @8 @ 7
@1 cl1 72 a5 48 90 48 86 42 . .
@1 63 bf 27 @@ 50 4@ 5 19 @ o |1
@1 5 2c 6b @@ @0 01 @1 08

5m | 30m 24/03/202017: 24/03/202017:

Top Applications ~

OIMAPS  ®IMAP  CHTTP  Google  TLS  Github  Facebook @AppleiCloud ®Other ®30mago @ Trend
Hosts @RI cur vs past (right axis)
107.66 Mbit's

L] 96 Mbit's

v

) ¥ Hypertext Transfer Protocol: Protocol Packets: 11233 * Displayed: 5578 (49.7%) Profile: Default

Interface
80 Mbit's
o y
Settings Ll
48 MbiU's,
<
Developer 2 M
- 16 Moivs

Help
17:19:00
Total: 18.98 GB ntile: 107.29 Mbit/s Average: 90.58 Mbits Max: 108.36 Mbit/s @ 24/03/2020 17:21:00
Top Applications 0~
Application Total Bytes Percentage Actions
IMAPS 742 GB 391%

IMAP 4.58 GB 241%




Retos de la Automatizacion del Threat Hunting

A W IN =

oy U

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
|ldentificar las Vulnerabilidades Conocidas y No Conocidas

|dentificar Amenazas Conocidas y No Conocidas
« Actividades Proactivas de Deteccion

Tener claro los Riesgos sobre los activos criticos
Seleccionar el mejor Control en Tratamiento de los Riesgos




Cyber Threat Intelligence

Objectives and Key Questions
Internal Sources Technical Sources Human Sources
Network Traffic, Logs, Scans Vulnerability Databases, Threat Feeds Dark Web, Social Media, Forums

Threat Intelligence

Threat Intelligence
and Security Tools Analysts

A~

Annoying

Domain Names

IP Address

Hash Values

Incident Security Vulnerability Risk Fraud Security
Response  Operations Management Analysis Management Leadership



Analisis de loC

® o + New Analysis

Job details

£ virusTotal_GetReport_3_0 Job report

Artifact
[HASH) 08fabadbef78117091d9d2698d2¢9¢12238d02b36287111629a0¢

{

“taxonomies

{

a few seconds ago “level™: “"malicious”,
“namespace™: "VI®,
“predicate™: “GetReport™,
“value®: "12/61"

“Bkav": {
"detected™: false,
"version“: "1.3.0.9899",
“result®: null,
“"update™: “20210719"

b

“Lionic™: {

Report summary "detected”: true,

“version“: "4.2°,

VIGetRaport~"12/61'

“result™: “Trojan.ZIP.Generic.4!c",
"update™: "20210719%

n Case # 29 - [MISP] #645 OSINT - OSX Malware is Catching Up, and it wants to Read Your HTTPS Traffic

X Created by Antoine Steganus 18 Fri, Apr 28th, 2017 4:18 -04:00
B Summary [ ] # Observables €0) = 1.dentification © eBbdde30574d5bf285d%abboc

[HASH]: e8bdde90574d5b285d9abb0c8al13a8
VT:Scnre= 24/51 ScarsiST)

Observable Information
e
Date added 8th, 2017 4:18 -04:00

ioc

Labets [ s o00 [ iems |

Description /
Sample - Xchecked via VT: T818267dT21a045baaTTedcBe063a63d1439146b2TIIC3bb10aefS2decTTC 145

Observable Analyzers

Analyzer

VirusTotal_GetReport 2.0
G Tot

4 Added by Antoine Steganus
& Job VirusTotal_GetReport_2_0terminated

Observable Links
O20

5 [MISP] #645 OSINT - OSX Malware is Catching Up, and it wants to R
‘ead Your HTTPS Traffic

Observable seenin 0 other case(s)

jpdsted by Amtoine Seegarus 26y
i [MISP] #645 OSINT - 05X Malware is Catching Up, and it wants to R
ead Your HTTPS Traffic

flag: true
Run all

Last analysis

¥ Fri, Jun 16t

& [MISP] #645 OSINT - 0SX Malware is Catching Up, and it wants to R
ead Your HTTPS Traffic
This case .
Nane



Compartir Informacion de Ciberamenazas

What weaknesses Who is
does this threat responsible for
Exploit? this threat?

Where has this
threat been Seen?

What Activity are
we seeing?

N
[S55 7
P T
_;/
O — Teator Incident ™ ExploitTarget Campaign ThreatActor Course of Action

What Threats

should I be What does it Do? Why does it do What can | do?

looking for and this?

why?




Retos de la Automatizacion del Threat Hunting

A W IN =

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
|ldentificar las Vulnerabilidades Conocidas y No Conocidas

|dentificar Amenazas Conocidas y No Conocidas
 Actividades proactivas de Deteccion

 Colaboracion y Comparticion !!!

* Indicadores de Compromiso

 Indicadores de Amenaza

Tener claro los Riesgos sobre los activos criticos
Seleccionar el mejor Control en Tratamiento de los Riesgos




NIST CSF y CIS Controls

BEUR

TEAM

Identificador
imico de funcién

Funcién

Identificador
timico de
categoria

Categoria

e

Evaluacion de niesgos
Estrategia de gestionde nesgos
Gestion del riesgo de a cadens de suminisiro

Pr

O
e e

Planificacion de respuesta

Planificacion de recuperacion

[0

Comc

&qiﬁ

&

&0““

=
4

",

“orecy

5 _ safeguards

Inventory and
Control of
Enterprise Assets

61 2/5 {62 4/5 163 5/5

7 safeguards

Inventory and

Control of
Software Assets
161 3/7 62 6/7 163 7/7

14 safeguards

DETE]
Protection

6L 6/14 WG 12/14 (63 14/14

12 safeguards

Secure Configuration
of Enterprise Assets
and Software

G 7/12 @62(11/12 (63 12/12

6  safeguards

Account
Management
61 4/6

62 6/6 (63 6/6

8 _ safeguards

Access Control
Management
16X 5/8

162, 7/8 163 8/8

7  safeguards

Continuous
Vulnerability
Management

61 4/7 (62 7/7 We3s 7/7

12 safeguards

Audit Log
Management

16 3/12 @62(11/12 (163 12/12

7  safeguards

Email and
Web Browser
Protections

68 2/7 W6z 6/7 W68 7/7

7  safeguards

Malware
Defenses
61 3/7

.2, 7/7 163 7/7

5 safeguards

Data
Recovery
162 4/5 620 5/5 163 5/5

8  safeguards

Network
Infrastructure
Management

161 1/8 1620 7/8 163 8/8

11 |safeguards

Network
Monitoring
and Defense

61 0/11 {62 6/11 G3 11/11

9 safeguards

Security Awareness
and Skills Training
162 8/9

1620 9/9 163 9/9

7  safeguards

Service Provider
Management
6L 1/7

620 4/7 83 7/7

14 safeguards

Applications
Software Security

61 0/14 {6211/14 (63 14/14

9  safeguards

Incident Response
Management
62 8/9

162 3/9 I63. 9/9

5 | Safeguards

Penetration
Testing
16X o/5

1620 3/5 168 5/5



Monitoreo de Amenazas Reales
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Monitoreo de Amenazas

Threat Dragon

Edit diagram Main Request Data Flow

!
!
!
i
I
1

Web Request

-———
- e /

-~
7’

/
Web ke;ponse

Web
Application

Data Flow
;
Read web app config

web Application Config

Edit threats

Put Message
/™ ~

Logged in as guerilla7 (s 9 O @

Properties

Select an element in
the diagram to see or
edit its properties

Message Queue
_—v " Message
p _\,l. SasgeE s

~

.

; \
\
Background

Worker Prccess/

I

N A
worker Qu&( Results
> % {
Worker Queries s
\

Web App Query

Results Y
Read wo\rk\er config

\
A

Worker Config

Database







Retos de la Automatizacion del Threat Hunting

Nk

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti

|ldentificar las Vulnerabilidades Conocidas y No Conocidas
|ldentificar Amenazas Conocidas y No Conocidas
Tener claro los Riesgos sobre los activos criticos

Seleccionar el mejor Control en Tratamiento de los Riesgos

Detectar Amenazas



anejo de Incidentes - NIST 800-61

Identificador Funcién Identificador Categoria
imico de funcién timico de
categoria

5
B

Gestion del riesgo de Ia cadem de suministro
P

Gestion de identidad y control de acceso

Tecnolo; otectora

|

Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

REGISTRAR INC. SIMULACION

100%

100%
Resumption

Time

RTO (Recovery Time Objective)

MEJORAR METRICAS, PROCEDIMIENTOS Y RTO



Manejo de Incidentes entre CSIRTs

Preparation

Coordinating
Team

Incident
Response
Team

%7

Detection &

Preparation Analysis

Other
Incident
Response
Team

Preparation

=

Detection &
Analysis

Detection &
Analysis

o

Containment
Eradication
& Recovery

Post-Incident
Activity

Containment
Eradication
& Recovery

Post-Incident
Activity

Containment
Eradication
& Recovery

Post-Incident
Activity




Reto: Co-Administracion IR3I

Origin Source Source User... Destination Service Ac.. Access Rule N..  Policy...  Description

http [TCP/B0 asa-accept-172.. http Traffic Dropped from 172
http Traffic D fram 1
http Traffic
http Traf
Standard  hittp Traffic D
Standard  http Traffic Dropped fro
ntp-udp (UD | Standard ntp-udp Traffic Dropped from 169,25

ntp-udp UD ) Standard  ntp-udp Traffic Dropped from 16

Search For: | Group v | |All Log Source Groups Go [|Add [ Edit [l Enablef = ) Delete  Bulk Actions v s Extensions & Parsing Order | 1 (7]

Log Source g Creation Modificati
Enabled Source Date Date

R Identifier
Check Point source - 172... | Check P... | Success Syslog Check Point...  True T -1 als Sep 2 Sep 22, ... | Sep 22, ...

Name Desc Status Protocol

[ student<X>@ansible-1 ~]% ssh ec2-user@snort
Last login: Fri Sep :89:40 from FEHNED

[ec2-userfgsnort ~]% sudo grep ddos simulation /etc/snort/rules/local.rules
alert tcp any any -> any any (msg: ; uricontent: ; classtype:successful-dos; sid:99ee0e010; priority:1;



Reto: Co-Administracion

[ec2-user@snort ~]$% journalctl -u sport -f

-- Logs begin at Sun -99-22 14:24:07 UTC. --

Sep :03:03 ip-172-16-115-120.ec2.internal snort| ]: [1:99000030:1] Attempted SQL Injection
Sep :03:08 ip-172-16-115-120.ec2.internal snort| ]: [1:99000030:1] Attempted SQL Injection
Sep :83:13 ip-172-16-115-120.ec2.internal snort| ]: [1:99000030:1] Attempted SQL Injection

Event Name

Snort Open Source IDS Message
Snort Open Source IDS Message
Snort Open Source IDS Message

Blacklist attacker
checkpoint

Log Source

Snort rsyslog source - 172.16.18.39
Snort rsysiog source - 172.16.18.39

Snort rsyslog source - 172.16.18.39

Event
Count

1 14 Sep 2021, 10:21:30
1 14 Sep 2021, 10:21:30
1 14 Sep 2021, 10:21:30

Time

[ student<X>@ansible-1 ~]$% ansible-navigator run incident blacklist.yml --mode stdout

yes Mo. Mame Source

top 3sa-accept-172.17.199.94-
t0-172,17.30.140

Install poliey

YPN Services & Applications
252-172.17.30.140

Track Install On

% Policy Targets




Reto: Playbooks para Automatizacion
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Retos de la Automatizacion del Threat Hunting

QNS

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
|ldentificar las Vulnerabilidades Conocidas y No Conocidas

Ildentificar Amenazas Conocidas y No Conocidas

Tener claro los Riesgos sobre los activos criticos

Seleccionar el mejor Control en Tratamiento de los Riesgos
Detectar Amenazas
Responder ante Amenazas




Gestion Riesgos Integral

Governance
Organization
Processes
Controls

Assets

People

Third
parties

Systems
of Innovation

Data Sources Cyber Security ate
Institutional | Private | Open C iti o i
l . Information Sharing =

Cyber Intelligence
Continuous Monitoring

Threats Vulnerabilities Impacts

Threat Modelling
Cyber Security Risk Management

Enterprise Risk Management

Integrated
Risk
Management

Systems

Systems Systems
of Differentiation of Record



Retos de la Automatizacion del Threat Hunting

NN

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti

|ldentificar las Vulnerabilidades Conocidas y No Conocidas
|ldentificar Amenazas Conocidas y No Conocidas
Tener claro los Riesgos sobre los activos criticos

Seleccionar el mejor Control en Tratamiento de los Riesgos
Detectar Amenazas
Responder ante Amenazas

Personal preparado en Ciber Riesgos



Retos de la Automatizacion del Threat Hunting

Tener claro los Activos Criticos DE la Organizacion o Comunidad Objetivo
Tener claro el Alcance y la Arquitectura de la infraestructura de Ti
|ldentificar las Vulnerabilidades Conocidas y No Conocidas

Ildentificar Amenazas Conocidas y No Conocidas

Tener claro los Riesgos sobre los activos criticos

Seleccionar el mejor Control en Tratamiento de los Riesgos
Detectar Amenazas
Responder ante Amenazas

NN

Personal preparado en Ciber Riesgos

10. Implementar una estrategia de Ciberseguridad Basado en Riesgos
ORGANIZACIONAL
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