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A little bit of context

Weaponization Exploitation Command and Control

O O O

Installation

O

Reconnaissance

O

Actions on Objectives
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Color theory: Emotion + Bias

Hundreds of color psychology studies have demonstrated that colors can profoundly influence your
decision making process.

Red is most often associated with
danger or focused attention.

Green communicates peace, growth
and health. Green means “go’.

Y Google Cloud > ] VirusTotal

Source: https:;//myva360.com/blog/color-for-success


https://www.verywellmind.com/color-psychology-2795824

Color blason VT

Compressed Parents (1) O

Scanned Detections Name
2024-01-30 ! 65 fdeef3ldeae3d?1f099a3477163a0849104704F40150cdbd98aeb5as11870f4a

Bundied Files (13) T

Scanned Detections Name
2024-02- 160 word/_rels/document.xml.rels

55a0bbde3e32c559715cdc9c7d30d003b%e14725a6369d30edef20cledb6dd994
55a0bbde3e32c559715cdc9c7d30d003bPe14725a6369d30edef20cledédd994.doc
2024-02- O f60 _relsirels
docx  calls-wmi exploit  ove-2017-0199
2024-02- O 160 [Content_Types].mi
Community Score 2024-02- O 160 docProps/app.xmi

2024-02- O 160 docPropsicore.xmi

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY ¢ 2024-02- 0160 word/document.xmi

2024-02- O /60 word/fontTablexml

2024-02- 0159 word/mediali 1]
Contacted URLs (1) @ J iafimagel.jpeq

2024-02- 0160 word/mediafimage? jpg
Scanned Detections URL

2024-01-31 " http:/mofa-gov-np.fia-gov.net/notice/74b78aee/

2024-02- O 160 word/settings.aml
2024-02- O f60 word/styles.xml
Contacted Domains (4) 2024-02- 0158 word/theme/themel.xmi

2024-02- O /60 wordwebSettings.xml
Domain Detections Created

fia-gov.net /290 2023-06-12 -
Dropped Files (3) @

mofa-gov-np.fia-gov.net 90 2023-06-12 -

nexus.officeappslive.com O /90 1994-12-28 CSC CORPORATE DOMAINS, INC.

time.windows.com O /90 1995-09-1 MarkMonitor Inc.

Scanned Detections File type Name
W 2024-02-12 0160 Text word/mediafimage2.jpg

v 2024-01-30 &0 Windows shortcut C:iAUsers\user\AppData\Roaming\MicrosoftlOffice\Recent\design.LNK

? file 2c7adcffBbdel0f7325ec069c0274435c9462e0b4f2c3a7ée4bdacbaat? 2528388
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https://www.virustotal.com/gui/file/55a0bbde3e32c559715cdc9c7d30d003b9e14725a6369d30edef20c1ed6dd994/

What Is there iIn common? &

ISLAMABAD
SMRANE/A241% 267 Tele : 0092-51 20062995
Fax :0092-51-9261551
Attache Defence Procurement Email : dsmrwe@paknavy.gov.pk
o e e 4 Embassy of Pakistan
Ak MNo. 1 Dongzhimenwai Dajie
s Beijing, China
4 a7 Email: adp@pakbj.orq 03 September 2021
, o PAYMENT RELEASE ORDER - UPGRADE OF SR 47
Py i BG RADARs ONBOARD
BACTIRCHEA PATT A AJMIHIC TPALIA
KHIBCEEOI OBTACTI References:
PACTIBCHKA PATTOHHA BIHCBKOBA AJIMIHIC TPAIIIH i > Fafirs wuTemE S, AAAE, frraeudt, TEdl T
KHIBCBKOT OBJIACTI v 3T A . A Work Order CICP/FAC(M)Work Order/1809 dated 30 Jun 21
) m. Cafopmn, 1, v Pacrin, 0E500, Tem. 0456 7) 5-14-44, o 6-02-21 oratea ST ATGAG ALHI, B. M/s CSTC letter CSTCDSMRWE_YRF_20210730 dated 30 Jul 21
nil: £ apn mef-cadir: hittpa (T astivsk a-rda gore s, Ko — -
A — S e o C.  Mis CSTC RRC No 351055/327079 dated 30 Jun 94
s 16052073 p. M D6-69/1 755 Habh 132250172023 pn 1505 2023 p ST T QUSSR A TEE) U4, R08Y F THT ¥4 Lo
lonomam  Tepuroplamneee  rposay B ,}T FratirET A 7 | 1. Work order for upgrade of SR 47 BG onboard AZMT & DHST was issued to M/s

Dacrineskoro panony Kniscsxol obacri CSTC China through existing RRC at cost of US$ 0.858M vide reference A. M/s CSTC
Kniincnia obaacia JeparaBma L) G P vide reference B has forwarded invoice for release of 20% 1% payment amounting to
apimicTparia q, W AR LW (1) T Pt ) SR D US$ 171,600 (US Dollar One Hundred Seventy One Thousand and Six Hundred

H{od6 iodennazo oxcenens oprayit only) as per Milestone M1 (T, + 01 M) i.e. submission of Project Plan.

. Ha Bmﬂ_:mfmm m?;rﬂ Kriieceroi  obmacroi ﬂcﬁnﬁﬂ'ﬁ v cTpail A . S 2. It may be mentioned that Project Plan submitted by CSTC for upgrade of SR 47
Bua 15.03.2023 }-,;3225_ ;; 23 moxe PR () A R 4 s BG Radar onboard AZMT & DHST has been supported for implementation from
rpomagy, TepuTopii Ta indpactpyktypn Vepaima, $acrineska paifonna jepsanta . . RrsfRvETT . .
aminictpartin Kuiseskoi obmaeri magennae Ao BiANOBLIHONO PEArYBAHHA KOIHH 3 m . [T a1 wa¥ ABT s Fwe T e ’ President Acceptance Committee.
micra MisicTepeTBa posEMIKY rpoMaT, TepUTOpLH Ta i.HdeacI]:!ynypH Vipairm 617 —E= 3 Yo WERE! WA, Eec b Tea 3. Foregoing in view, it is requested that payment amounting to US$171,600 (US
15.05.2023 M 3964/30/14-23 moac moacHHro OHOENCHHA iHfopmaiil s MeTom (®) "HeAEd ” Dollar One Hundred Seventy One Thousand and Six Hundred only) may please be
S ACHEHHA MOHITOPHHIY CHTYALNI CTOSOEHO HAJAHHA KOMITCHCALHT 3 EHKOPHCTaHHAM 3 52 S wem WS 7 & I
eNTeKTPOFHOL ITY6 THHHOT TOCTYTH 6B THOB TeHHT: . flem o FREAEE 2 Vé

JpaKau Ha B]:n.uef:«nmueﬂe, T METOR SOiiicHeH A nu.lorn"ru[lnnn? CHTV Al R ‘m#‘r HTTETS HHq ;ﬁrgg |
100 HATAHHA KOMIICHCAIN] 3 EMKOPHCTAHEAM CHCKTPOHHOI IMydmiMHOI MocmyTi qerE=) CONFIDENTIAL

=B OB NCHHAS, MIAHYBAHHA BHAATKIE JCp/ABHOTo DH/GKCTY Ha 3a5HaICH LI/ Ta
FUACHSHHA KOHIPOMO 3a 1% BHKopueTanHam, Pacribeska pafioHHa JcpwkaBHA

AUIHICTPATHA NpocHTh 1abeameswmn g0 18 Tpapma 2023 pory paganmsa Ta TIproskerHe Ne 1
monerHe ononaenns (mo 11 rox. 00 xB.) indopmalfi mWoAe CTEOPEHHA Ta PodOTH - K TIO/NIYHCTY a» Iy HKTa 11
Konicii 5 posraasy MATAHL W00 HATAHHT KOMITCHCALU! 32 TOIToDkeHi 05’33“'_“ HHCIPYKLMH 110 4&T0NP OH3BOACTEY No. M05RRMIDOI2023 Dated: 29'" May, 2023
HEPYXOMOT0 MalfiHa BHacmgor OoffoBHX M, TCPOPHCTIMHMX IKTIE, JMECPCL, = B0 OT'VII «IPUI»
P Wil (I [ i R e Password Updation Policy and Records.
B8 oz 2392 29822 2383Bcs 2023 Desel Bazme VHHTAPHOE IIPEIIPHATHE
CIOICIDY O] @nﬁg)‘@ 6Dcs D@ BINHSZS L3O O23ESDcs «TJIABHBIHR
H:2:6® 2312365 B 96646 062 BAHE 2eHEB 53 343 25 PAJTHOUYACTOTHEII TEHTP»
S9eddums0 srmiteoesiess gty Assalamu Alaikum,
&8 foz) 52 o@erd wp@es 2023 Dued Romn edemng® ddxt 58268 0) Stswd Mocsss, 117957 = .
320108, %m0 10,898 92208 we Izl a0ice g BB Jedld) mIun Bams 1{_‘ {03)747 32 O8, Honec “‘f-‘ o ,“ You are requesjed to change the password of your Army mail by 080000 June 2023 (Night

ed8s ) 9e28n mdwnfs! 343 & wds 851ddds Dwig emnes Bisd dad 4
Fae Des
LDEDSESO 5913 Do f[H:LlIlﬂ.'I TG,
: T Ta
' Ha M

08/09 June 2023) to ensure secure access and maintain the confidentiality of your email

70100, XY E20000 S Sy
; ’ account. For setting a new password, few guidelines must be follo

[T OB6 aKTHRHOCTH XaKep CKHX

[PYTIHPOBOK Your new pasgword must:

e Contain ninimum 12 characters.

« Combingtion of uppercase, lowercase, symbols and numbers 0-9.

Veaxkaembie Koruter!
« Not be tije same one as last 15 passwords.

B CBS3H C TOBBIIEHHOH AKTHBHOCTBIO XaKePCKHX IPYTIHPOBOK, BPEAOHOCHAS
AeATENBHOCT KOTOPHIX HAMpaRIeHa Ha JeCTaGHIH3ALNIO PaboThl CHCTEM H PECYPCOB

OCCHITCKHX OIEPATOPOR CBA3H H OBalilepOB XOCTHHTA, 0 OB€CTH aHAIH3 H
O RO TN, Tex eIt il NoTp gz Bt oprempuyss Your present phssword will expire after 080000 June 2023 (Night §8/09 June 2023) and

HHIHKATOPbl KOMIPOMETALMH, paHee BbLBNCHHbIe HKIIKH B aT4KOBAHHBIX after that, you will not be able to login into your Army mail using current password.

e repen > ] VirusTotal

CETTHEIE N XSETARLIO W AORLE K AUy e A password c?}ange screen will appear during your next login qﬂempt of your email
a

IP (c&c): 93.190.202.201,107.172.76.180,23.132.185.120,104.21.42 222,
172.67.167.31.10421.94.174.172.67.138.211.103.37.255 162 account. If you face any problem or need further help, please contagt at
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This research focuses on...

Office

() document

Bundled_files

O /E\O

lmages Styles.xml|

Y Google Cloud

[Content_Types].xml|

PDF
() document

O Dropped_files
N
O O

Images Others

Other
() documents

Bundled_files

5

Images Others
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Office documents

Images: As we could see, TA are using images within their documents. Usually, related to Governments and
other agencies.

[Content_Types].xml: This file specifies the content types and relationships within the Office Open XML

(OOXML) document. It essentially defines the types of content and how they are organized within the file
structure.

Styles.xml: Stores stylistic definitions for your document. These styles provide consistent formatting
Instructions for fonts, paragraph spacing, colors, numbering, lists, and much more.
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Facts

e \We have identified the use of the same images in multiple documents used by the same threat actors at
different moments in time.

e We have identified the use of the same [Content_Types].xml in multiple documents used by the same
threat actor and other threat actors at different points in time. Some [Content_Types].xm| were more
generic than others.

e \We have identified the use of styles.xml in multiple documents used by the same threat actor and other
threat actors at different points in time. Some styles.xm| were more generic than others.

version="
xm
xmlns:r=
xmlns:w=
xmlns:wl

- T xmlns:wl
Extension= SV xmlns:wl6se

Extension= " ContentType="a on .openxmlformats-package.relationships+xml” mc: Ignorable=
ContentType="applicatio 1
cume :

ontent-types”

w:asciiTheme=" i" w:eastAsiaTheme="minorHAnsi"
.“fj[umEﬂt.WﬂPdpPﬂEEESiﬂgml,Eﬂ{ument‘maiﬂ+ﬁml" w:hAnsiT "minorH stheme="minorBidi"

cedocument. customXmlProperties+xml” ival="cs-CZ" wieastasia="en-US" w:bidi="ar-sA"

cedocument. customXmlProperties+xml”
w:after="160" w:line="259" w:lineRule="auto"
cedocument. customXmlProperties+xml™

1 . 0 ckeds ="0" w:de riority="99" w:defsemiHi ="e"
n“fDCUMEﬂt.iUStﬂme_PPDpEPtLES+Hml” w:deflLockedState="0" w:defUIPriority="99" w:defSemiHidden="0

ycument . wordprocessingml . numbering+xml™ in: emiHidden="1" w:uiPriority="9" w:unhidewhenUsed="1"
semiHidden="1" w:uiPriori unhideWhenUsed="1"

. S wW:name w:semiHidden="1" w:uiPriori unhidewhenUsed="1"
cedocument.wordprocessingml.styles+xml w:qFormat="1"

THIEE 5" w:semiHidden="1" w:uiPriority="9" w:unhideWhenUsed="1" n
PR VirusTotal
.”fDEUMEﬂt.WﬂPdpPGEEESlﬂgm1.EEttlﬂgﬂ+Km1 PHELS 6" w:semiHidden="1" w:uiPriority="9" w:unhideWhenused="1"

w:gFormat="1"

w:name="heading 7" w:semiHidden="1" w:uiPriority="9" w:unhidewhenused="1"

ContentType="ap on/ pe formats-c ent.wordpri ' ttin ml” 190 e
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Scope

Number of samples per threat actor

200

Number of samples
o ot — —
Ln — o P LN =~
o oy (-] Ln o Ln

()
un

=

3 Go« Threat Actor isTotal



APT28 - Images

Images shared in multiple do

Just a line (+100)

Image sha256

Insignificant image of a
hand (14)

Fake Office enable
content image (13)

Submission date

Y Google Cloud

—8— 2a70b395de77141f2fa4962d604771clebca0775a01781f74930db91862ad864 (2)
—o— 59c2fa4c1ffcab33b95ef?d5ﬂd5dgﬁmegﬂa?eﬂmaeaﬁﬂaﬁ?ﬁ41dcc4233?d81f{5}
—e— bf0c9670a430a089d83efea30e3514T I f(10)
—e— 1c821715f874dc2251al8ccd7decTd o e e 59 (4)
—e— 5b1093fa378ad08fdeeb7cececl06d | e | comrmmmormm | oo d (5)
y W Y B R T e B
. ‘ 777 (+-|OO) DP ASSELongtermCapak?ilityTrendsAna'I}sis December 2017
P S”ﬂﬁgfxggmm based | noormber 2017
¥ Y o S =
> S o \ D LT i
"'E;? "'IIE;L "'E;L "'E;L R&T prioritization ”"g"aﬁ?‘%ﬁ ZETEI%POHZE'S% June 2018
Fake EDA Roadmap - TR XA TS | v

2018

and CDP priorities 2018 and their approval

European commission (4) (emf)

al




APT28 - Images

Images shared in multiple documents - APT28

L
&8
@
D 9 ) " '
+ + 4" 1’ W
¢'s ¢'s ¢'s ¢'s ¢'s

Submission date

Y Google Cloud

c1c821715f874dc2251al8cc
474eCc7445149a943741594
fd29ce2e282a877a59

(tANDIANT

wow pant oF (oogle Cloud

Platform

Solutions

APT28 Targets Hospital
Sector, Presents Threat

Compressed Parents (14) O

Scanned
2020-1-22
2020-06-08
2020-06-09
2024-02-07
2020-10-28
2022-01-23
2024-02-19
2021-11-30
2022-09-1
2021-11-14
2024-02-20
2022-07-27
2024-02-20
2024-01-12

Intelligence

Travelers

Detections
5 166
40 1 62
40 1 62
A7 165
0 /65
23 /59
42 1 65
30 /61
32164
3160
45 1 65
36 161
39 /65
3162

Services

Type

Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document
Office Open XML Document

Name

Hotel_Reservation_Form.doc

Hotel Reservation_Form.doc
5e9056b5acal839dc38dedOededd70bed55e8c5303dbs49525502(
apt

DokymexT Microsoft Word.docx

kl.doc

KISD.zip

dblink.doc
CAUsers\<USER=-\AppData\LocalTemp\?e77927cBf86bbbe22ead2f A

b40cbf38284e6a1b9157002ad564e40fad2d85ba3ds4 37cf95c3bs 32
CAUsers\<USER=\AppData\l ocal\Temp\1a546f5dd3c01901415300a15¢

HOTEL RESERVATION WITH GUARANTEE

Resources

Hotel name :

Guest name :

Guest nationality :

RESERVATION INFO:

Number of guests :

Number of rooms :

Room Type:

Check In date :

Check outdate :

Credit Card Information

Card type : [

LINDSAY SMITH, BEN READ

AUG 11, 2017 | 4 MIN READ |

Card number : [

Expiry date (mmiyy): ]

Cardholder's name : [

Cardholder's address :

CREDIT CARD ( must to be provided according| CREDIT CARD ( must to be provided according

FRONT COPY OF YOUR BACK COPY OF YOUR

to the hotel) to the hotel)

I agree that one night room rate in fair period compensation per room will be charged for amendment or
cancellation once reservation confirmed and one night room rate in fair period penalty per roomwill be
harged for no show orearlv che

heck out.

LAST UPDATED: AUG 10, 2023

. Signature:(same as appears on
card) Cwritten by hand

date:

“Your Fax Mumber:

Your Telephone Number:




Gamaredon - [Content_Types]|.xml

[Content_Types].xml shared in multiple documents - Gamaredon Group

ef355d5c6c8a718e0971dcdcl0746769af%ef5c5223das7ee8bbf385749c48ch5 o
e1207710113aa8d21649e21b04d9bhdc26ad4880360aef76c8f95505fe(0868e8e *—e
dfa90f373b8fd814 /ee3edbfeleel59e53bcclblb8f7ecld0c3ifclebbhdfisla -
da3fe04a5a/3d53e2345d7e809db2ebdd8a5f41bb93eaf4a04130ebc0e8662012
c94046d6alfbeb319ee85fb485feblddabcaac/f9314e5f8alB8bceB89f92534a4 ®
cobde8acfdcbc515ealB83ce876461bld3c0d0d953d10962441d92c816385427b0
a89712c843aa980af6833ecd3503a0c9d13d8c27/bl31ebb29d1/8%9a5ch4733f2 ®
97e688635b2ed8b719b4218cdb86929d8a79fcd7cf5%9ef0c2521ald845f92efe i
8bfaal’7539716500b3240e688e4fdf5304fdeefebb276566959h91d%e479d9%2a —
TeObel2dldb36bbd047c91abdb05b72dce/2edbeechb8dfZes51841ade3b%a34187 ®
I/bcad3e03afb/%9abdeb837aclaZbded9be508287718f608e35361ebelaebabs9 & &
175f8ca3ii9ebelddcbhbes9474f2204b77088a9966ab5bf2cadcf88fae/24e9bf47 —m
12elalelB89e238175e21a964870a263fd2426d687 7bd868693e2lladeb?3e587 ——-—
bflac5f0ebfb7e097d3dcd4100e88eaabl0016a5cac/5el251781f2eal2d/7af51
bb207a20674d089c4355be395ce5c5f3fddecd2153fe00875b77324b169577ch3 & =
688dcad0507fh96630f3df80442266a0354e/c2d4b7df86be3eab7069b25d12ch
5laceb3le30al/ectolddeeb/7adb0862e698a7e45143d15eall14905ac32a01173 e
Af7fa7433484b4eb655d185719613e2f98d017590146d15eedclaald96/7636b3a o—
44dcd519f570f0f045b997b61180d79257f92b5cdc076dfeab/d3b2f4113c /55 ®
388cb33f3f90471alc04e5fd1bfb92f68ed2f7/5de3eleab02b59150c/be25aal o
Z233afbaZalbalaZet/fal9adbalal53de83051067a52a930022ed1cbbcsb0abd »
0595fec92ebaa39887b56218746ecbbl16c3aaltd9f96eelf0011729729de559 [l

[Content_Types].xml

v >
Vo

"
O
P AT A

Ny P O
P 4

2
Submission date

) Google Cloud > ] VirusTotal



Gamaredon - styles.xml|

fdab82deb093e50b430bafd3cl0adfbdbd4dbl465a89cdce90]aebasbd/5blaeb
f/9be/ddb/cB8dddfl3dcebaladbbacabaYabcaabli/a2be55478c9e3bf51ldcdec
Bf0eb4070c61248bf15c075d0%ab/abec2beclbibblect5a22143d35c5568132
dZ2bcd4ela86b0300469243bfcldflc5552b82d523ced/faf369abdaa8ecdfb2 73
c2060bde81513fdeddcdbela7550d0f7879b893a28b729edf06710b327afdela
baed7e3366ebfe5e3/bd258303d4676c3cbcl35e9a75450c693a0b8dfddfldb?
b3f723f5ac59debbdc0d10dfla0ddd30150099ee58af0ac0a/al0d0270764836
897627b774427028a4527clabbab553562e716eeaf/02413276796falba3aldb
81ed40980a8333135edbh22feldad8c/b7107/665cadadddd84d2bddldlfd9aalde
64bbe0f3f31d24918909cdf4285708e5434c89185e91051f9b3df580c83303500
59df7787c/cf5408481aeld9660858d3af/65a0c2cdb3d6309b151380f92adb?2
489824240e0fefccccf98f48699d9421660721fcof0d24fabb0153953584db88b
407c3al35%9aa9%bdce365fafcf00d5Th9874de8a3fodal2fed92645eadc2771920c
3ff2337e0f566206218e8ab65206aB8d5e7/8aab3ebbe88cebbbblbe02c9712ece?20
Sed464652clcdlB8c5036e5163557920b6badl984797d34e0ed4344a5934dcfdaab
2ed78dco9r0b4216892d5ebd0b8684d9352feed09a3d2eddOfc2d/62bd4d57eal3
2delfc9cd8cd4b0190361c49cdb053fd39cf8le32f12c82d08f88aec34358257f
28fal3bdfal3a082flal59883d2ad/cthed2b0350bd10e2cl3b8celbllbabecd
14605a329d3c7519cad008b36d0fd007727660a330d1d736b56b92080843c3a9

styles.xml|

Y Google Cloud

styles.xml shared in multiple documents - Gamaredon Group

4"
> >
Submission date

> ] VirusTotal



Gamaredon - styles.xml
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Gamaredon - styles.xml|
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Gamaredon - styles.xml|

"Foreign institutions of Ukraine"
Embassy of Ukraine in Hungary

»3AKOP/IOHHI YeTanoBM YKpainn”

2€e0 YTOPWWUHA HU 61311
NMoconbecTBO YKpal WHI
MpeacraBHUEYRPaHW B [lYHANCHKIN KOMITH~_
= 08:00 -~ 17:00 W e, ary.mfa.gov.ua
- H-1125 Budapest, B 1200 15:00 K: ;ﬁﬁig_ Dﬁgf;?ix -
Istenhegyi u. 84/b [CB| [HA] @ emb hu@mfy.gov.ua

-1 a
@ (0036) 14424120
FC (00 36y17 22098 73

Hanzpuyaiienii 1 [loBHOBaKHAR

HETIOHL . A0036) 14224120

IMocon JIwdor Bacunisna ip M 01 3000

Pamnnk JYHAK (00 3@\}\4%2\'111
Auppii Angpiiiopny ip. 9036013

Pannnk BAJOI (00 36) 1 422 41 ]Ii\
lurean Apnagosuy

Ilepmuii cexpeTap ANEKCAHAPOB (00 36) 1 422 41 27
Coepriii OnexcannpoBuy ip. 90 36 01 3002

Ilepmuii cexpeTap AXYHOB (00 36) 1422 41 16
Pyceram Punaropny

Ilepmuii cexpetap TATANKO (00 36) 1422 41 22

3 KOHCVILCEEHY MHTAHL Ouyer epopoeu4

Ilepmuii cexpetap KOHIAHK (00 36) 1422 41 15
Ounekcin llapnoeny

Ilepmuii cexpeTap JYKAHYK (00 36) 142241 13
Ipan Mukonadoruy

Ilepmuii cexpetap HNACIYHHK (00 36) 1422 41 51
Cepriii Hlagnoeuwu

Ilepmuii cexpeTap NHIHIOEHKO (00 36) 1422 41 29

Oner BanuMoen4

3ff2337e0f56626218eBab526a8d5e78aa53ebbeBBoebbbb15e02c9712ece220

word/glossaryfstyles.xmi

il

Community Score
Compressed Parents (17) O
Sample

Scanned Detections Type

Office Open XML

2024-02-20 f 63
Document

Office Open XML

2024-02-20
Document

Office Open XML
Document

2024-02-10

Almost all of them were like this

a

> ] VirusTotal


https://www.virustotal.com/gui/file/3ff2337e0f56626218e8a6526a8d5e78aa53eb6e88ce666b15e02c9712ece220/relations

Gamaredon - from styles to images

Images shared in multiple documents - Gamaredon Group

-
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- - Compressed Parents (12) @
I
Scanned Detections Type
o -
¢ = 2024-03-26 36 /62 HizapEnie L
9 - Document
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@ Offi
) ice Open XML
2024-02-23 31 /62
) Document
L ) Office Open XML
' & 2024-02-23 21 {48
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o
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Submission date



threat actor

Styles.xml| shared between threat actors

Styles.xml shared between multiple threat actors

SideCopy -

MUSTANG PANDA -

APT32 A
FINT - Feae e ——
—8— 13ed55637980452662ch6838a2931a5e54fbed5881bchae368b3d189d3a01930
TAS505 - —o— 2delfc9ca8c4b0190361c49cdb053fd39cf81e32f12c82d08f88aec34358257f
—e— 59df7787¢7cf5408481ae149660858d3af765a0c2cd63d6309b151380f92adb2
APT33 1 —e— 8f590f608f0719404a1731bb70a6ce2db420fd61e5a387d5b3091d47c7e21ac9
HAZY TIGER 4 —8— de392cd4bfld650a9cf8c6d24e05e0605bf4eafl518710f0307d8aceb9e5496¢
—e— el6f84c5fd1df6aflalf2049f7862f4ead460765863476afbl7e78edee772d35b

Gamaredon Group -

UAC-0099 -
APT28 -
RAZOR. TIGER A
m“%b m“ﬂ;i m"‘"& m"“-‘“}q 1@,@ *'L“q} m""'{L m"“-‘rﬁ *'L“Wh

Submission date

) Google Cloud > ] VirusTotal



threat actor

[Content_Types].xml shared between threat actors

Content_Types].xml shared between multiple threat actors

APT37 A

SideCopy -
UAC-0099 -
RAZOR TIGER H
HAZY TIGER -
TAS05 A

MUSTANG PANDA A

Gamaredon Group

FIN7 - o\ w
APT28 - | =
APT29 - /
APT33 - A
APT32 -
m“%h m“{j m“%b 1““;1 m“wq} *‘u"‘"ﬂ& 1&& m“rﬁ 161,"1' 1“‘% ﬂr“rl'h

Submission date

Y Google Cloud

SEEEREERRE

3d8578fd41d766740al1flddef972a081436a2d70able9552a861e58d8bbf5321
4ead0d34cfcaf69aa3s5b405c575c7h87e35c72246f04d2d0c5f381bc50fc8b3d
A 7fa7433484b4e655d185719613e2f98d017590146d15eedclaald967636b3a
52973988676402a9cd5a8064ece73eefl19c597ef35c0bc8d09390e8b4de9041b
688dcad0507fh96630f3df80442266a0354e7c24b7df86be3ea57069b25d12c6
6flac5f0ebfb7e97d3dc4100e88eaabl0016a5cac75el251781f2eal2477af51
7796c382cd4cicd4aelbcf2eed4091fhb20a2563ca88f2aecadb950ad9cf66118
bd4fa7f3faa0510e4d969219bceec2a90e8a48ff282060db3cdd37ced35¢c3779c¢
dfa90f373b8fd8147ee3edbfeleed59e536cc1b068f7ecl40c3fc0eb554f331a
fe98b3bcfo96f9c396eb9193f0f9484ef01d3017257300cc76098854b1f103b69
ffsa5ba3730a8d2ecOcbad39e5edf4ad502107bd0ef8a5347f29262b3dfe8a4d43
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Applying Al >mini

id: eeedb710a58783bc790a4251db4dlle9efc7298ae4a8lcblfefbff6071cb3608
response: [Quirinale, Presidenza della Repubblica Italiana]

id: 12dc492bcdlecce31326b7elbalb7c8b9236b8735e0b691df4bd765d696d7a7
response: [Ukrainian State Border Guard Service]

1d: dde5c64671da502aat82e33649385e443731f0f67de8d34a73a0c2282at3bld3
response: [National Health Commission of the People's Republic of China]

1d: c0d57fbbbl1221e270d8b80eacc9040df9f2c0577959d67034afe52119298e8a3
response: [AUId IRBR, Ha=- MR
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Applying Al Smini

1d: 88bb63ad0l1a8blel307e8db045b0242a060fa8df00als30410b207c09bdb2f56
response: [citi, deutsche bank, mastercard, visa]

id: S5aceb@afa9def9efacfa9e7ccc6ad4639b78292a1881580caa349504a49274d3d
response: [Google]

1d: 9¢99ec61392b9022a38¢1354124360147e8185065095bd2ec92b1416cf9f4b68
response: [Pepsi, Sprite]

1d: ecf5cb7407f0515d4010ea83ecfl3e73b69e7bea7ebd2685035d7910cd7cOb7c
response: [Body Sculpture]

Y Google Cloud

o PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing
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Blind Eagle

[ Follow ~~ ( Reanalyze \ Download ~~ = Similar~~ More

c6da79c508d2e91046f949ae99ba%eb7cbd Te363a8581f7292691cTe3382709

Citacion73295R22cd2451a691901c6a5420. pdf 69.25 KB

runtime-modules  detect-debug-environment  checks-network-adapters  long-sleeps  directcpu-clock-access  checks-user-input

DFIR TIP

If you are in an incident response where PDF files were
Involved and opened by Adobe, remember that you
have the thumbnail of the first page stored in
C:\Users\<user>\AppData\LocalLow\Adobe\Acrobat\DC\
Connectorlcons &

These files are dropped during the execution of the PDF

Y Google Cloud

Citacion73295R22cd?451a691901 c6a5420.pdf - Adobe Acrobak Reader (32-hik)
File Edit Miew Sign  Window  Help

® Home Tools Citacion73295R22¢.. X

© B

1

A confinuacion, podra descargar su citacion

hittps:/Aenesn. fiscalia. gov.colcolombialicd2451a88 1801825420 Citaci n T32085.R22

BB Q IR WU

clave para abrir su citacion : 2023

FESCAL LY GOMCAML DE LA MATRH

HFIECALM S
ErTTyTpT—r Y | 8

s 2 5@ €8

EE'; Export PDF @ A
-

2 EditPDF ©

O
I

I:,-:'} Create PDF v

Comment

Eﬁ Combine Files

Organize Pages v

>E< Compress PDF

_{Z Redact
= [
A 0f) Tl
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Blind Eagle

DETECTION

DETAILS

Dropped Files (42) ©

Scanned Detections File type Name
v 2023-02-23 0 /58 DOS COM C:\Users\user\AppData\Local Low\Adobe\AcroCef\DC\Acrobat) Cache\Code Cache\js\index-dir\temp-index
v 2024-03-15 0 f61 ZIP C:\Users\<USER=\AppData\Local\Temp\A9102w9zo_1glgy9e_ 20g.tmp
v 2023-03-01 0 f59 DOSs COM C:\Users\user\AppData\Local Low\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache) js\index-dir\temp-index
w  2023-03-01 0 f59 Text C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\SOPHIA.json
w  2023-09-14 0 f59 JS50N 102/Google/Chrome/User Data/SwReporter/107.294.200/manifest.json
w  2023-09-14 0 f59 Text 102/Google/Chrome/User Data/SwReporter/107.294,200/manifest.fingerprint
v 2023-02-23 0 f59 DOSs COM C:\Users\user\AppData\Local Low\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache) js\index-dir\temp-index
v 2023-02-22 0 /58 EMP C:\Users\<USER>\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlcons\icon-2303192315317-499.bmp
v 2023-02-23 0 /59 Text C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\SOPHIA.json
v 2024-02-16 0/72 Win32 EXE chusers\AliArbia\AppData\Local\Google\Chror TO day (2)
() No security vendors and no sandboxes flagged this file as malicious 0 Follow ~~ ( Reanalyze 4 Download ~~ = Similar~ More |

4a34c82a81did6cabc81184d1eeB002b5472caacde63549b1fc473f52db54b02a

C:\Users\<USER=\AppData\LocalLow\Adobe\Acrobat\DC\Connectorlcons\icon-2303192315317-499.bmp 69.52 KB 1 year ago BPM

bmp

RELATIONS

CONTENT

Execution Parents (6) O

Scanned

2023-04-20
2023-03-09
2024-03-15
2023-03-09
2023-10-13
2023-03-26

Detections
14 (60
0 /5%
21 {61
1/58
1/58
1/54

Type
PDF

PDF
PDF
PDF
PDF
PDF

TELEMETRY COMMUNITY

Name
Citacion73295R22cd2451a691901c6a5420. pdf
Citacion73295R22cd2451a691901c6a5420 (1).pdf
Citacion73295R22cd2451a691901c6a5420.pdf
Citacion73295R22cd2451a691901c6a5420. pdf
Citacion73295R22cd2451a691901c6a5420. pdf

Citacion73295R22cd2451a691901c6a5420.pdf

434c82381dfdbcabc81184d1ee8002b5472caacdeb
3549b1fc473f52db54b02a.bmp
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Don't forget to follow us on social networks! > Fall

Sample

Consulta de la Universidad de Chile (UC#200223)

la universidad de chile

LU

To undisclosed-recipients:

Lista de productos 1.pdf - 3 Lista de productos 2.docx -
2MB 192 KB

saludes desde la universidad de chile

Por buena recomendacitn de su empresa, somos la Universidad de Chile bajo la direccidn de la Profesora Rosa Deviés.

Necesitamos su propuesta para el pedido adjunto para ayudarmos a preparar nuestro presupuesto de 2023 (adjunta). Por favor vea nuestra solicitud en el archivo adjunto
1) Envia tu cotizacion antes del 10 de noviembre de 2023,

2) envie su lista de precios para nuestra referencia

Si iene alguna pregunta, no dude en ponerse en contacto conmiga.

En espera de su amable respuesta.

Qraciss Sinceras,
Administracion.

CHILI

la universidad de chile

+36 1 2977 2000

av, Libertador Bernardo O'Higgins 1058, Santisgo, Regitn Metropolitana, Chils

f ©in @ o

Y Google Cloud

Joseliyo

il Ml B
Universidades de diferentes paises de América Latina utilizadas para el
envio de documentos maliciosos con tematicas de propuestas de
presupuesto.

W payloads finales: AgentTesla, SnakeKeylogger entre otros.

VT Query ¥

- e BAMANMLS VU AR e

ade 1a universidad de chile Fecezitanca su propussta para ol pedido adjsnto para ayudarsocs a
wwmendncion de sy empre=ssa, =ooo02 Ia UDoaversidad dr Chile
- — - - aolicitud en £l archive sdjant
icita de l1a Frofesora HSosa Davés
1) Enw
m propeesta pars =1 pedido adiunto pars ayedarnan a
st o & tu cotiszacd
ITI0O presupueste da 2023 (adjunto) ., Por favor vea nuescra
B antes del 23 de febrero de 2023

el archivn adjunto
21 enw

€ 50 lista de predios pars nuestre referencia
COoTAIACION antes del 10 de novieahre de J023, = v
51 tiecne alguns pregunts, 20 dude ef PAnELSt oo COAtACLO coamigo.
En sapexa de su amable respoesta
12Ta de precios pars owessra referencia gracins sinceras
Adniniscracl
Na pregunta, no dade &n poderse &n CONTACTO CODMigo. Uaiversidad Naclonal de Colosiiis
fonor +57 131646000
au Sitior ww.unal edu.o0 |[1]
n del Profesoxr lLaisx HMacas
19310 AYDT A
Feceaitanoa 3u propacats paca sl pedide adycnco paTe ayndanos »
PIrepPAYAT bueaTY PreSIPassta & JUJSY [AOJURTY PAY fAVAY WEA eaTes
SLLACINNY BN 2L STAhAVO adTwDs
i) E=v
& TH DOT1EAL
o entes del 10 de soviezbes de 2023,
} eav
€ U Jiats OS¢ preclica pare sueatrs referencia
i tieze algunae pregemata, oo dude oo ponerse o=
IX #3pern OF AU s3ADIe TRapueRts.
grociss aiacexes,

t. labertador Hersardo O'Higoins 1058, Santiago, Hegidn EIRIRI T TACY

Chile

U U D P

12,7 mil
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Pivoting using the footer
Images from this
campaign

Email Attachments (10) ® Ot h er 33 ehma | |S Wlt h
Scanned Detections File type Name t h e Sa m e fo Ote r | m a g eS
la universidad de chile <info@ucni.edu.cl> 2023-11-08 0/60 PNG linkeldin.png . .
affecting in other

To undisclosed-recipients:
2 MB 192 KB .
S 20231110 160 PDF countries and

Consulta de la Universidad de Chile (UC#200223)

Lista de productos 1.pdf - ‘% Lista de productos 2.docx - 2023-02-16 0 /60 PNG instagram.png
Lista de productos 1.pdf

2023-02-16 0 /59 PNG e universities

Office Open XML Docum
saludos desde Ia universidad de chile 2023-11-20 5 /64 54376ee15cca7cécdecc27b701b

Por buena recomendacién de su empresa, somos la Universidad de Chile bajo la direccién de la Profesora Rosa Devés.
MNecesitamos su propuesta para el pedido adjunto para ayudarnos a preparar nuestro presupuesto de 2022 (adjunto). Por favor vea ent

Email Parents (33) ©

1) Enviat ntes del 10 de noviembre 3. 2023 -1 _08 O / 60 P NG C|2 png S e Type S

2) envie su lista de precios para nuestra referencia

2023-03-14 27 /60 Email 3yOXfEl-67450-E219181982653EE36201b4696. bxt
Si tiene alguna pregunta, no dude en ponerse en contacto conmigo. 2023_1 1 _1 o o / 60 PNG facebOOk.png AT 24 /61 Outlook WES: JE (2022 EBETEES) ST
En espera de su amable respuesta. 2022-08-03 15 /61 Outlook Acil Teklif Talebi (2022 okul projesi).msg
i?;:f;:::::s 2023-02-16 0 /60 PNG YOUtUbe.png 2022-07-27 1 Outlook SpamTrap B2 #fS (2022 424785) SpamTrap .msg
2023-11-16 Email Consulta de la Universidad Nacional de Colombia (UNAL#151123).eml
2022-08-16 0 /59 PNG cll.png 2022-07-27 10 Outlook B2 HE (2022 FRETES) msg
2022-11-22 23 /6 Email 29d6a6f71d3cBb35ch96fa8a32c4fa0laa5hs4e553edbcB50501d9164795a19b
2023-11-08 0 /60 JPEG cl22.jpg 2022-07-28 10, Email Temp([119].eml
UNIVERSIDADIR ;8 i) 2022-11-22 22 /6: Outlook 37993bdaf1b183b4cal2d780fecc195392948dac0830ea8990953656ae232d2
DE CHILE - 2023-11-15 31, Email 3yPyYxD-67450-0920E2263924CF255560053baf 7 txt

la universidad de chile 2022-07-28 17 Email WES: FAE 025F8RTEH) eml
+56 2 2977 2000 ° . 2022-11-10 24 f! Outlook FW_ Acil_ Teklif Talebi (Kog 2022 okul projesi).msg
| I I l a g eS a tt a C h e d I n t h e e I I l a I | 2022-11-22 25 [ 6 Email fc355b1d-6499-4694-6318-08dacbcbc24f/934cf05b-b2ee-d9b3-917d-a3fe13db330b.eml

2023-03-12 0 /! Email 1843529230925574232.eml
2023-11-09 Email Consulta de la Universidad Central del Ecuador (UCE#081123).eml
2023-11-26 29 | Outlook Tdbee02ad41a4cc350590955efe3fabc033220d0bf9927c2d10f2651216d40d0

i B iggieny 058, Santiago, Region Meteage!WiSia, Chile

f@in@ﬂ

2023-12-03 28 | Qutlook Consulta de la Universidad de Chile (UC#200223).msg
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FW: Solicitare de la Universitatea din Bucuresti (BUC#140223)

Office Paid Romania

OP

Lista de intrebari de la Universitatea din Bucuregti (BUC#150223).docx -
.docx File

+

UNIVERSITATEA DIN

<) BUCURESTI

tari de la Universitatea din Bucuresti

urma recomandarilor bune din partea companiei dumneavoastrs, suntem Universitatea din Bucuresti sub conducerea profesonulu
fuvem nevoie de propunerea dvs, pentru comanda atasatd pentru a ne ajuta s3 ne pregatim pentru bugetul 2023 (anexat). Va nugs

) Trimiteti oferta inainte de 18 februarie 2022,
[2) V3 rugam =3 trimiteti lista de prepuri pentru referinta

aca aveti intrebdn, va rugam s3 nu ezitali 53 ma comtactai.
fisteptam raspunsul tau amakbil.

Bincere multumir,

UNIVERSITATEA

DIN BUCURESTI

niversitatea din Bucuresti

+40 21 307 2400

Bulevardul Regina Hisabeta Nr. 4-12, Bucuresti 020018, Romania

fin@ﬂ

Google Cloud

ER MBE (2022 FERFEH)

Uy Universidad Nacional de Colombia iIC ]Tacguar chang <jaguar.chang@ms1.hland.com.tw>

Te undisclosed-recipients:
%

Posible Spam!:Consulta de la Universidad Nacional de Colombia (UNAL#151123)

Lista de productos 2.docx
b

IHHE NTU 0027072022 docx
362 KB b

ﬁ‘ Lista de productos 1.pdf % )
.docx File
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. ..,‘} DE COLOMEBIA

Saludos didd a la Ualversidad Madonal da Colambia
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En
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2GRt EERHEMEY
RS EEEE - ST -
SO EE -

-]

EILEBE;
National Taiwan University

+8E86 2 3466 3766

+57 13166000

rin 45, Bageed, Colombia
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Conclusions - Limitations

We can potentially trace malicious individuals by examining evidence linked to the initial documents they
use to launch their intrusions.

- Today we do not incorporate bundled_files into the JSON structure that can be used to create a livehunt
rule, but it is planned to be added. Instead we can use vt_behaviour_files_dropped.sha256 for those

scenarios where the files are dropped.

- |In certain situations, the styles.xml and [Content_Types].xml files within office documents can provide
valuable clues for identifying and tracking the same threat actor.

- The method presented here offers an alternative to traditional hunting or pivoting techniques, serving as
a valuable addition to a team's activities.

- We are happy to hear your feedback and suggestions | https://www.virustotal.com/gui/contact-us and
joselsm@yvirustotal.com

Y Google Cloud > VirusTotal
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Thank you

Joseliyo Sanchez
@Joseliyo_Jstnk
joselsm@virustotal.com X @3Joseliyo_Jstnk

virustotal.com m /in/joseluissm/
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