
Introducing CoreTIDE

Powering the OpenTIDE ecosystem, the first open source DetectionOps 
platform, developed at the European Commission
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We are (mostly) the EC DIGIT S.2 CATCH Squad

European Commission

Directorate-General for Digital Services

Directorate S Cybersecurity

Cybersecurity Operations Centre

Cyber Analytics, Trending, 
Correlations & Hunting (CATCH)

Threat Detection Engineering and Hunting 
Capability of the EC CSOC

We maintain detection readiness across 
systems and infrastructures

CoreTIDE was developed and adopted 
as our key platform to support our 
Detection Engineering Operations
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The CoreTIDE Framework



Disclaimer: The views expressed are solely those of the writers and may not be regarded as stating an official position of the European Commission 

⏳ Project Timeline

[March 2022] 
R&D Starts

[22Q2] First 
working group to 
create models

[22Q3] Expansion 
to Managed 

Detection Rules

Official adoption 
at CATCH

Full content 
Migration from 
other systems

[22Q4] 
Implementation of 

trunk based 
deployment 

solutions

[23Q1] Adoption 
of new wiki, 

complex MDRv3 
patterns

[23Q2] 
Foundational data 
model solutions : 

scoped 
vocabularies, 

meta definitions, 
code 

modularization… 

[23Q3] Lookup 
support, TVM 

Chaining, 
Relationship 
graph, new 
references

[23Q4] MDR 
expansion

[24Q1] Code 
Refactors, Open 

Sourcing

• Predecessor: Trying to feed cloud detection intel 
to a SOC without cloud knowledge. This had 
some challenges. Hired Amine and told him 
‘solve these challenges’

• Amine built a R&D project to try to improve 
detection ideas handover to SOC

• Evolved as a central system for Detection 
Engineering

• Currently powers CATCH (Cyber Analytics, Trending, 
Correlations and Hunting), a DE and TH capability in the 
wider EC CSOC community

• Supports the team transition scaling to high maturity 
targets by adopting DevOps delivery principles
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Detection Engineering Tech Landscape

Incident
Response
Incident

Response

Detection EngineeringDetection Engineering

Alerting SystemsAlerting Systems

Threat ModellingThreat Modelling Detection
Modelling
Detection
Modelling

Operational
Metrics

Operational
Metrics

Triaging and 
Investigation
Triaging and 
Investigation

DetectionOps
Workflow 

Automation

DetectionOps
Workflow 

Automation

Threat Intelligence / Other Information SourcesThreat Intelligence / Other Information Sources

CoreTIDE Realm

Unify, normalize , codify and 
automate all data, and 
processes related to detection 
engineering and rule 
management.

Threat Intelligence Platforms, SIGINT, 
OSINT, Research, Internal knowledge…

SIEM, Log Oriented DBs, IDS, EDR, NDR…

Security Orchestration
Case Management Platforms
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Detection Engineers break down threats into smaller 
actionable elementsWhat ATT&CK Describes

ATT&CK is useful, but limited

Threat 
Decomposition

Threat 
Decomposition

Detection 
Coverage 
Analysis

Detection 
Coverage 
Analysis

Enrich with real-
world Examples
Enrich with real-
world Examples

Further research 
co-related TTPs
Further research 
co-related TTPs

Research 
Detection 
Methods

Research 
Detection 
Methods
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IDSIDS

    ⚠Alerts

CoreTIDE Threat-Driven Workflow

☣ Threat Vector Model

Defines a particular atomic 
(lower level than ATT&CK) way 
an attacker could perform their 

operations

• Flexible modelling
• Anchored on threat 

intelligence
• Build structured metadata

☣ Threat Vector Model

Defines a particular atomic 
(lower level than ATT&CK) way 
an attacker could perform their 

operations

• Flexible modelling
• Anchored on threat 

intelligence
• Build structured metadata

🛡 Cyber Detection 
Model

Breaks down complexity into 
actionable detection objectives

• What to detect ?
• What data is relevant ?
• Technical guidelines and 

tuning recommendations

🛡 Cyber Detection 
Model

Breaks down complexity into 
actionable detection objectives

• What to detect ?
• What data is relevant ?
• Technical guidelines and 

tuning recommendations

🚨 Detection Rule🚨 Detection Rule

🚨 Detection Rule🚨 Detection Rule

🚨 Detection Rule

Alert setup, supporting 
multiple systems in one file

🚨 Detection Rule

Alert setup, supporting 
multiple systems in one file

Threat Vector ModelThreat Vector Model

Threat Intelligence

❗  Intel Sorting and Prioritization 💡Detection R&D ⚗ Implementation

SIEMSIEM

SIEMSIEM

EDREDR

PluginPlugin

⛓ChainingInternal Inputs

Structured, Self-Referencing DataStructured, Self-Referencing DataUnstructuredUnstructured DeploymentDeployment

End to end visibility from Threat to Detection and backEnd to end visibility from Threat to Detection and back
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CoreTIDE is a DetectionOps Platform

Trunk, Production 
SSOT

Short lived feature branches with a 
fully-fledged Staging Workflow

Using a Trunk Based Development 
Strategy to leverage as-code objects 
in a Git repository, CoreTIDE codifies 
key workflows in a repeatable, 
tailored, and automated modern 
DevOps flow. 

Threat-driven workflows can be 
adopted natively to create a 
continuous lifecycle, adopting DevOps 
maturity deep into DE : DetectionOps

Push-Based CI Service triggers multiple 
automation engines to perform 
workflow tasks on every commit

Primary support for 
Gitlab, but codebase is 
portable to other tools

Schema Validation

Self-Documentation

Platform Deployment

…
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• Adopt basic DevOps tooling

• Gitlab (out-of-the-box) or another Version Control System + CI Service (need to write your own pipelines from 
CoreTIDE scripts).

• VSCode to get the full tooling and developer experience

• Clone our StartTIDE repo on (https://code.europa.eu/ec-digit-s2/opentide/starttide) and push to your 
Gitlab/VCS

• If you want a local copy, clone CoreTIDE (https://code.europa.eu/ec-digit-s2/opentide/coretide) as well, by 
default the pipelines will fetch our latest public repository and inject it in your pipelines.

• Tweak some configurations, especially deployment engines for detection as-code

• Add CI variables (check scripts and configuration to see what’s expected)

• Branch, Create, Merge, Document, Deploy, Profit

What do you need ?
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✅ Pioneering DetectionOps

Develop 
Detection 
Content

Deploy to 
Detection 
Platforms

JSON Schemas in 
Validation Pipeline
JSON Schemas in 
Validation Pipeline

Generate Wiki and 
Validation Artefacts 
Generate Wiki and 
Validation Artefacts 

Automated 
Deployment Pipeline

Automated 
Deployment Pipeline

Configure rule with 
platforms APIs

Configure rule with 
platforms APIs

Quantify False Positives 
and track Incidents

Quantify False Positives 
and track Incidents

Threat-Driven Top-
Down Approach

Threat-Driven Top-
Down ApproachWorkbench with tools 

to help creating the 
YAMLs 

Workbench with tools 
to help creating the 

YAMLs 

Re-do this slide to clarify what 
we mean with DetectionOps



CoreTIDE in Practice
Decomposing the recent Ivanti threats into actionable outcomes
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Threat Inputs

10 Jan

12 Jan

15 Jan

17 Jan

18 Jan

22 Jan 25 Jan
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• First break-down into 2 Threat Vector models that synergise each other.

• ☣ [TVM0000] - Authentication bypass on Ivanti Connect Secure appliances

• CVE-2023-46805

• ☣ [TVM0000] Command injection on web components of Ivanti Connect 
Secure appliances

• CVE-2024-21887

Initial Breaking Down into Models
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Resolve "☣ TVM CREATE web server authentication bypass on ICS"
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Complete Overview from Threat to Detection
(CI/CD pipeline for documentation)
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Complete Overview from Threat to Detection
Continued
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Complete Overview from Threat to Detection
Continued



Advanced Modelling and 
Detection-as-Code capabilities
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DetectionOps Workflows …DemoTide
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Automation Engines

Validation

• CVE Checks against 
NVD

• UUID Formatting
• ID Duplication
• ID/Name File Name 

Alignment
• Lookup Metadata 

Checks against 
Content

Documentation

• Self-Documented 
Schemas

• Vocabularie
• Lookups
• Navigation index on 

home page
• Generate connected 

knowledge graph

Mutation

• Continuous 
Schema Migrations

• MDR Auto-
Promotion

• Dynamic ID 
Assigner

Framework Generation

• Make Templates
• Make VSCode 

Snippets
• Index Models in 

Vocabularies
• Indexes and Build 

Reports
• Generate JSON 

Schema from TIDE 
Schemas

Deployment

• Calculates 
Deployment Scope

• Promote MDR
• Auto-plugin detection
• Status modifiers
• MDR, Lookups, and 

Metadata Lookups 
Deployment
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Schema Generation 

TideMetaSchemas are a superset of JSON Schema aimed at 
automated schema generation and scale with large, complex 
dynamic data models. Every Model in the framework is defined 
as a TideMetaSchema

TideMetaSchema, defining
a model class

Common definitions, 
referenced by 

TideMetaSchema

Monolithic, self-encapsulated 
single JSON Schema (per 

model) used for IDE 
autocompletion and Validation.

Template that is 
injected into vscode 

snippets 

Vocabulary files, knowledge DB 
for allowed values and metadata 

Recomposable sub-schemas, 
which are injected if enabled at 

a config level (e.g. systems)
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DataTide, IndexTide, DeployTide
• DataTide is a single unified interface to access 

all data from the OpenTIDE Instance.

• Upon import, IndexTIDE caches all data from 
the OpenTIDE instance CoreTIDE was injected 
into, and expose dataclasses for an easier, 
well typed access to any data from 
configurations to model data.

• The index is cached in the DataTide object for 
high performances in-memory (especially 
recursions).Support hot reloading

• DeployTIDE exposes an interfaceto 
deployment engines using hot-pluggable 
modules, meaning we can easily write new 
deployment engines (or custom ones if you 
want an internal CoreTIDE repo).
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Deployment Pipeline

System Plugin: Deployment 
Compiler

Status Modifiers

Base Configuration

Map MDR attributes to platform 
specs according to subschema

Custom Modifiers (query injector, 
time calculations, Splunk actions 

allocator…)
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allocator…)

Custom Modifiers (query injector, 
time calculations, Splunk actions 

allocator…)

Deployment Compiler

Discovers enabled and existing 
system plugins to call

Calculates diff based on 
PRODUCTION vs STAGING 

CONTEXT

Auto-Promotes MDR Status based 
on conditions

Computes Final Deployment Plan 
per enabled system

Deployment Compiler
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Calculates diff based on 
PRODUCTION vs STAGING 

CONTEXT

Auto-Promotes MDR Status based 
on conditions

Auto-Promotes MDR Status based 
on conditions

Computes Final Deployment Plan 
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Computes Final Deployment Plan 
per enabled system

System 
Deployment 

Plan

System 
Deployment 

Plan

API Calls to 
Platform

API Calls to 
Platform

COMMIT: 
Modified MDR 

Files

COMMIT: 
Modified MDR 

Files

System Plugin: Deployment 
Compiler

System 
Deployment 

Plan

System 
Deployment 

Plan
API Calls to 

Platform
API Calls to 

Platform
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Using Threat Chaining to describe complex 
relationships

• TVM chaining is a way of connecting related 
threat vectors together horizontally to 
represent complex real-world interactions 
between procedures and techniques

• Each TVM has separately defineable detection
objectives, but is now put into the context of a 
wider ecosystem of interrelated threats

• Allows to model campaign, offensive tools, 
reported killchains effectively
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The OpenTIDE Initiative
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An Open Detection Engineering ecosystem

Open Threat Informed Detection Engineering is the overarching project developing tooling, practices and content 
to support the community of Detection Engineers

https://code.europa.eu/ec-digit-s2/opentide

Engine Powering OpenTIDE 
Instances

Starter project to immediately 
create an instance

(Upcoming) A public instance 
containing freely accessible models

Current 
projects 

directly in 
scope
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• ShareTIDE : Publicly accessible TLP:CLEAR models – open source threat and 
detection intel, modelized and coupled to chaining and detection objectives/rules 
(needs community contributions – like all the detection ideas presented throughout 
the day today…..

• Closed loop knowledge sharing communities - sharing models that are not 
TLP:CLEAR 

• Sharing architecture options/examples:

• Automated sharing via MISP to existing communities based on your model TLPs and/or sharing 
metadata

• Share data over a translation later to relevant STIX Objects

• OpenTIDE sharing infrastructure where a CI workflow plugin automates the sharing

Data Sharing – Upcoming
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• The OpenTIDE/CoreTIDE white paper

• Plugging farther into the community and creating review strategies to weigh the relevance of 
models based on community members in the same vertical, organization, size as the one you 
configured locally (community review module, optionally included in your OpenTIDE instance?)

• Reweighting the severity of threats based on local modifiers (for example, if you don’t use AWS, 
then any shared TVM related should be scored down on your OpenTIDE Instance).

• Scaling the framework with New Objects, like Offensive Software Model or Log Collection Models 
and model them deeper in the framework

• New Deployment Engines

• Rules testing

• Engaging with the community, getting feedback and encouraging contributions !

Roadmap
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• John Lambert: Defenders think in lists. Attackers think in graphs. As 
long as this is true, attackers win.

• TIDE builds a knowledge graph

• Collaborative security:

• TIDE lets knowledge sharing communities work together at detecting better, faster

• MITRE ATT&CK/D3FEND:

• TIDE does not compete with these great projects, but is a companion

• Need to detect at a lower level than the procedural, RE: the SpectreOps blog 
series: ‘on-detection-from-tactical-to-functional’ or at a higher level in the 
Detection pyramid of pain (David Bianco) – TIDE lets you do this

If there’s time – summarizing notes



Thank you!

Visit https://code.europa.eu/ec-digit-s2/opentide 

for updates and additional materials


