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Disclaimer

“The opinions expressed in this presentation and on the
following slides are solely those of the presenters and

not necessarily those of their employers.”




1. Introduction

2. Analysis

3. Consideration

4. Summary

Chasing Emdivi Operation

Hackers Hit Japan Pension System (May, 2015)

* Cyberattacks allowed the personal data to be hacked in May

<) email to public address
<) email to private address

124 suspicious
emails in total

2 emails

X]
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¥
X

BIKKEKKEIKX

i Threat

3 emails, Actor

1.25 million
personal data

L] PCto connect with C2
|:| PC not to connect with C2

Japan Pension System

« “Emdivi” malwares used in targeted attacks against Japan

\

8 million U
remediation
& recovery

g
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Incidents reporting lead to suspicion of Emdivi

014/ issued date of
%security report

2
CloudyOmega 2011 ~ 2014/11 *

o c /8
(EdeVI) 2013/11 ~ 2015/7 active period 1Y

2012/ 2014/
Aug.

Rash of security

EVENT TIMELINE breaches by same origin

i (release date)

' A series of 2015/6/1 A nenkin.go.jp (JPS)

le e 2015/6/9 A paj.gr.jp (PA))
ilﬂCldent 2015/6/10 A tokyo-cci.or.jp (TCCI)

! . 2015/6/13 A nihs.go.jp (NIHS), ncnp.go.jp (NCNP), kenporen.com (NFHIS)
:reportlng 2015/6/16 A jica.ggo.jJ[:F))(JICA), hiroshi%naj-ic.or.jp(HIC), city.ueda.nagano.jp
iby victim 2015/6/17 A jesconet.co.jp (JESCO), kyoukaikenpo.or.jp, hidajapan.or.jp (HIDA)
! . . 2015/6/19 A med.kagawa-u.ac.jp, ghi.gr.jp

iorgan|zat|ons 2015/6/22 A waseda.jp

! 2015/6/23 A kyu-dent.acjp *All security breaches are supposed
! (-l u ne) 201 5) 2015/6/25 A moj.go.jp (MO)J) to be done by same threat actors E

- After major incident was found out, a lot of security breaches
had been revealed soon after. 5
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Chasing the Emdivi Operation

1. Introduction

2. Analysis of the Emdivi Operation
3. Considerations of the Emdivi Operation

4. Summary of the Emdivi Operation

6
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What'’s Our Challenge (and Who Are We?)

* Our goal is not only sharing CTI, but also analyzing collectively.

Takahiro Kakumaru
Security Researcher
(NEC Corporation)

Hiroki Iwai
Security Researcher
(Deloitte Japan)

dz,

Linking bits of information

Establishing a connection
« A wide variety of each other
indicators of cyberattacks
* Alimited view where
each individuals tend to see -
* Actors also make use of

intelligence beyond boundaries

Kenzo Masamoto
Security Researcher
(Macnica Networks Corp.)

* It’s necessary to analyze the things we have with each other,
and to understand what is currently going on! 1
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Cyber Attack Landscape in Japan (2011~present)

Timeline of threat actors reported by vendors i .cqdate of security report
Threat Actors 2011 2012 2013 2014 2015 2016

2014/11
CloudyOmega 201 ~ 2014/11 active period ¢

- 2015/8
Blue Termite R .
2012/5 2014/
APT12/IXESHE [2000/7~20m/m s j% e

Etumbot 201/3 ~ 2014/5 014/6
Numbered Panda 2013/3
DragonOK = ' =R %14&;\?15 2
AT EEET—
APT10 / menuPass EX RS *2?1_3_/_8__ 2014/3

2016/2

Duststorm

* It was not until recently that targeted attacks against Japan 3
revealed by the security reports. O




Chasing Emdivi Operation 1. Introduction 2. Analysis 3. Consideration 4. Summary

Major Cyber Attacks in Japan (2015)

* Relationship between threat actors and malware family
Threat Actor 2011 2012 2 Malware family 2015 2016

s T—

CloudyOmega

Blue Termite

APT12 / IXESHE

Etumbot | | | IXESHE / Etumbot / DynCalc

Numbered Panda ; ==

DragonOK

* Let’s chase how the threat actors used Emdivi with our
findings. 9
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Emdivi is Not Over Yet!? KEEP
CALM
* Threat actor’s behaviors recently NOTIT(;VER

1. Emdivi malware compiled on October, 2015 YET!

2. Updated domains used for previous campaign as C2

 globaljihad.org 2016-03-22
» sakuranorei.com 2016-05-10
 tokyo-sakura.com 2016-05-10
* ninjia.org 2016-05-16

* pokemonn.net 2016-04-25 CloudyOmega Group

3. Emdivi C2 connections from Asia (Vietnam, Philippines)

* We believe the CloudyOmega group has been
moving for next phasel!!! 10
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Chasing Emdivi Operation 1. Introduction 2. Analysis

Domain Auction Market

* One of the just updated domain has been lined up!?

tokyo-sakura.com  2016-05-10 updated Domain auction at GoDaddy
%\?Gﬂbﬂdﬁﬁ FEFR ME M I Web®e GEEE @@@  GoDaddy (D

HERR - HESERE DRERNE IR

I HEHE o nx |

— EF

Almost 1 month later... .

App Store

P> Google Play .

\4 BRIEETR ;ﬁ@mms;
=400 v 25
L tokyo-sakura.com || e
ABCDEFGHIJKLMNOPQRSTUVWXYZ 0123456789
I ststh  RE HE @0 BASH/E
BEARHNES
) 1D 9H

™ & tokyo-sakura.com I 1 7 = $12 * USD$ | =t si7 stble

[<]%]

(confirmed on 2016-06-12)

*ERE , BRIAB—FIER AL IBRRICANN 2.
srissPEaSE B

E’EE‘.’(I —.I ﬁm%ﬁfﬁ?lj
19 0 DIy

11
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Just the tip of the iceberg

 Targeting sectors have been spread by a number of decoys
e enmns e = HiGhIY targeted O 5 10

SRR . decoy sample: Healthcare
y pl€: Education

L3 R:350 &
o B I R:mH.

¢ hamnn maz eI 0A. pa rticular industr.y. or

(HEE BMTh. ERI-EYRBEO W52 TO22ET.)
= == B EEY

e Wi organization Think Tan k

University
hospital, etc.

PEERERANI . - Decoy document: Manufacture National
- “event announcement for Government lab, etc.
specific association” Japan pension
Plaw aue_mmsonmoUy. NGP/NPO service, etc.
| IT
Tm— - Less targeted Transportation Railway
e e comemmenvonnenan 1€COY: SAMpleE Agriculture
scammsermasi e, e e Accounting Targeted sectc‘)rs. &
BUFO URL 7 7 £ AL T, EARE SRR RS o gganization, but h|gh|¥ Ener number Of VICtIm
' relevant to recipients gy organizations
- Decoy document: Estate (2015)
“notification of medical Financial
expense” Chemical

 Massive targeted attack with custom decoy template used fo

r
various industries. 12
=
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Variants of Emdivi Malware

* Timeline of compile time and numbers per malware versions

| ' *Based on 163 malware samples
Version number of Emdivi malware 7 § ”””””””””””””””””””””””

t17.08.30.H. == fL:1]

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

tn  tis g 116

[ [ [ [ [ [ [ [ [ l [ [ [ [ [ [ [ \.\ [ ‘
4567891011121 234567891011121 234567891011121 23456789101
2012 2013 2014 12015

* t17 and t19/t20 have been used in actual attacks since 2013 for
initial compromise and maintain persistence, respectively.
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Evolving TTP during attack period

Change history of dropper types

Flash zero-day _ 5 Japanese Word
vulnerability medical | processor Vulnerability Watering hole attack with a
(CVE-2012-5054) PN SEET (CVE-2014-7247) : zero-day vulnerability in its
Flash Player (CVE-2015-5119)
leaked from Hacking Team

ERSEQOS
Mst.exe

Executlon rogram
‘ Prog “Ichitaro” a
(.exe) with decoy

document

documents xxx.jtd

2012/ 2014/

Aug‘ Sep.— Nowv. Aug. Oct. Dec.
Rash of security Updated malware

EVENT TIMELINE NI EANAE IR =¥ had not been detected

by improved evasive
techniques

(.exe) with
decoy again...

2015/
Jun.

Security
breaches

A series of Incident
Reporting (JPS, MOJ, etc.)

Security breaches has

Security vendors started to been newly detected at
update their detection rules several organizations.

» Threat actors look for new way at all times and adopt
it for evasion of detection. 14
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Hybrid architecture of Emdivi C2 infrastructure

. . Actor
The pros and cons from actor’s point of view

- C2-Tier1(in Japan) C2 —Tier 2 (outside Japan) E

Pros Hardto block C2 address Hard to take down

Cons Possibility of take down  Possibility of blacklisting lPUTCommand

Deployed
.. Type 1 — | Compromised —— ] C2 server

Victim POST ——1 |egitimate web sites === under control

Command forward
. . controller
- C2-Tiern - C2-Tier2
— -—
GET Hosting Service forward Cloud Service
(Japan) (outside Japan)

‘ Command

T

Type 2

» Hybrid architecture brings certain advantages to
keep C2 infrastructure over long periods of time 15
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Threat Actor Attribution (Location)

3. Consideration

4. Summary

* Where most of threat actors are involved in operation?

Threat actor might have . . . ..
tested if compromised C2 -
server works properly by
connecting from own PC .

Victim l

E] C2-Tienr
——

Observed Host Name:

*****

kK kk ok

*****

C2: compromised [f]
legitimate web sites

» Attack campaign had been achieved by at least 10

computers.

16
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Threat Actor Attribution (Location)

* Where most of threat actors are involved in operation?

101.81.68.XXX  101.81.76.XXX 116.226.71.XX
Actor’s test PC 101.81.69.XXX  101.81.77.XXX  116.226.139.X
101.81.70.XXX 101.81.78.XXX 116.226.184.X
- 101.81.71.XXX  101.81.79.XXX 116.226.185.X
l 101.81.72.XXX  101.86.235. XX 116.226.186.X
101.81.73.XXX 101.86.238.XX 116.231.253.X
101.81.74.XXX
C2 - Tien 101.81.75.XXX i Guangxi / China 116.252.17.XX i
Observed IP Addresses: | AWS / Singapore 52.74.%23.35

 Almost all of IP addresses are assigned by ISP in
Shanghai 1/
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Tools used by threat actors after the infection

* Category classification of tools used for further invasion

2MCU32.exe Client.exe tpcsr vi481exe
BrowserPasswordDump.exe cryptbase.dll srv.exe udpclient.exe
d_Callcookiesps.EXE udpserv2581.exe
d_CallMailPsM.EXE m Remote Access RUUVACISREIgyztleXe])
PD.exe

Gpb64.exe Ss.exe
gse_se.exe slixl.exe SysLog.exe
IEPD.exe msver.exe
Im.exe Wpad.exe

Password Dumping Information Theft Utilities

gp.exe

7za.exe python27.dll

csvde.exe linkd.exe

dirasd.exe scs.exe

rar.exe

dsquery.exe

* A set of tools are different by targeted organizations g
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Why functionally overwrapped for same sake?

* OS password dumping tools for different preferences

Password Dumping

* If so, a number of person actually execute in parallelﬁ



Chasing Emdivi Operation 1. Introduction 2. Analysis 3. Consideration 4. Summary

Making a mistake during attack (1)

* What if an actor forgets to use proxy for execution?
1. Unmasked IP address — Direct access to webmail

D=LTSTTHOLATTI ITTWLTIT ARNUSF ZATH T-ALIDZLUR TUTIES T YW ELOOTFLUL
ot o e e e i e /gUls4v jetUgtaklryhec S8k I'H_,H VOOtMEfFfaJ/ar0BJGHRrLJAzZ '”r'
O, LR SO = SAXR0e80xpenDBADD) I-Lﬂ‘ BSkY=:
wpmmonn o Message-10: <244596. I aqm@web101312.mai | .kks.yahoo.co. jp;
s X-YMai | -08G:
OO | dv7p |EVMInbuluH i 2yMPdeSzw5o | GRYCGHPAE YxnSbaOL TJOZHL f aBdg4 15
HVRTTHCAREL | LT, zglll XoNdaz ) glMa.)d '-4,.:1'._ : |.1|H OGMNgnSbtY 1321 )C | WON I YEC Zmwr 20y
H:‘-IJ.L:I_'IEFL-fruFH:_'LJ'y':EII"uFf_'f HL'I.;L'-IE-1 ¢ IN4AUw J/BCHED . YEmOLDnHATA
uH7 0wyl 6 | pySpCnNYx JF YpcP |EuMPKy F g1 | 08bgx I|..- BEuldxplawy
P —— |?It L._JI'I’F'F m | Rer july /B 16 ':: '1| |:1[|I,- | H"EI r'.'wn' Vb --'fl |'||._r.-;'-'

Actor’s IP address e
A-Mailer: YahooMai |WebService/0.8.111 57
X=-YMail-JAS:
XTTSFGEVMI | priBMUcdUTne . Clr Xg¥¥wsZZxvF OvGOaErw TukOnBt 60dWCw.S
g |GkfTFZ .dPafzxgllzDxol FF"‘H ||lFrﬁII1 bwd i Vdv
Refarancas-

* Source IP address was revealed at mail header. 20
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Making a mistake during attack (2)

* What if an actor puts time by mistake for execution?

2. Time Difference — AT command

GotTime

¥ cmd

2015 5B 162853
20152 I8 163005
2015 FIlB 163030
20152 I8 163057
2015 I A8 163112

at ¥¥IE o

copy mimikatz exe ¥¥ NG o ¥ cl¥windows¥temp

at ¥ o j» 1531 cmd /c “ c¥windows¥temp¥mimikatz &
at ¥V o p 1631 cmd /c * c¥windows¥te mp¥mimikatz €
at ¥YYIEEEEEEEEE o o

H_J

JST

—~—

local time

1 hour time difference from Japan

 What does this mean?
RS
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How to make decoy documents?

* 3 types of decoy file have been observed

a) Documents manually described
 natural language writing skill

* slightly different fonts from original
expectation

b) Word or PDF output of web contents

* Document file may include meta
information, EXIF

c) Documents taken from victim’s system

* sensitive documents not to be disclosed
such minutes, and timely manner

BEERRASEEFHRTY. |

[ iEma] .

FA—wid. FEEAEAL TERECBREZU s o, ENR
OIRERFEERMSELTVET. |

EETOURLETFZ7+AL T EMRECHER LS,

http:/fwww.kyoukaikenpo.or.ip/ .

[REFEREsEErER] .

WEE: 47+ 2 ABAEH

[P fE =]

& M BB TRk 274 2 A 25 B(K) 13 By 30 50~ 16 B 20 53 (MO 12 B 30
® B F-ERESNE—L (TEL:03-3581-5650) .,
(7 100-0014 WS F 1t EIE AH AT 2-16-2).,

* BAHAN AEENNEERERUCAKENEAERNORRY FEN-B

ERHHETE
e M350 &,
*F M R:mH.
& BARVB:-FR21F2A10H (k).
(#1408 BTTH. BRI YR B 5 # T EEEY, ),

® SNCREOHZ, BHEORREPAWEAOL, WE~EBYREEL,

(R 20 O M6 R~ 1 FAX, E-mai | @8I TR ACIEEL, ).

® FRANE. BWREHEIS—RTRADEEL,
® HLAHBHEI-RHEEF X TERILET..
® CHRANE, LRBHET SRR HESHFITEBLIEE,
Ja55hL.
M=l EDORF -
[ 3
| m12:30~ 2 e
7| m13:30~13:45 TIXLSHIZ—WRE DABIZDLT.

* It’s not easy task how to prepare decoy files for any purpose. 22
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Chasing Emdivi Operation

Summary of Threat Actor Attribution

Location of IP addresses used
by possible actor’s computers

AWS /
Singapore M 101.81.XXX.XXX
B 116.226.XXX.XXX
5 .
5%  Shanghai 101.86.XXX.XXX
I—
% 116.231.XXX.XXX
1.5 % 97 % 3
B 116.252.XXX.XXX
Guangxi — 52.74.XXX.XXX

slightly different character font
1 hour time difference

compose skill of decoy

Shanghai

/
P
F |

Attack campaign by at lease
6 people and 10 PCs
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Threat Actor Attribution (Campaign)

- Domain: “virhub.net”

- created on 2015-04-11

- 50.63.202.35
(GoDaddy.com)

- Domain: “virhub.info”

- created on 2015-04-11

- 50.63.202.53
(GoDaddy.com)

* Future attack campaign will look like mixed characteristics

1. Victim
organization

—— o o o e -

2. Similar activity,
but weak proof yet

|

- Domain: “feerlooik.org”

- created on 2015-03-26

- 50.63.202.32
(GoDaddy.com)

from several attack campaign.

R

—— o ——

— Victim organization
being attacked by
CloudyOmega group

1. Name of victim
organization

n****n.pokemonn.net

—— o o - o o o -

i Threat Actor L

24
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Summary of Collectively Analysis based on CTI

1. In Emdivi operation, both highly and less targeted
phishing mails with various decoys had caused a

series of incidents.

2. Hybrid architecture of C2 infrastructure brings
certain advantages to threat actors.

3. Threat actor is human and therefore prone to
making mistakes.
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Thoughts about the Future

1.

Social Engineering worked effectively so far and is
still valid option.

Hybrid architecture of C2 is expected to continue
for the meantime.

Actor’s mistake is key to identify threat actors.

Threat Actor is human, it’s better to exchange not
only Threat information, but also things that
humanness could be appeared.
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Q&A

*Thank you for your attention
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