30" ANNUAL FIRST CONFERENCE

KUALA LUMPUR

30 YEARS OF INCIDENT HANDLING



lam ...

* Global Security Advocate & Threat Researcher
focused on Data Protection

* 25+ years experience in InfoSec
e Spent number years in IR team positions

BSidesLondon Director
ISSA UK — VP of Data Governance

* Contact
* tvfischer+sec@gmail.com tvfischer@pm.me
e @Fvt
* keybase.io/fvt
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Disclaimer

1AM NOTA
I.AWYEH

.
o GEICITETatE
| am not a lawyer, nor do | play one on TV nor do | have any Iegal training. | am not providing any

legal advice or presenting any legal opinion on GDPR. This talk represents knowledge gathered on
various projects. Speak to your legal council on the risks involved for you organisation
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- Council of the
European Union

Brussels, 6 April 2016
(OR. en)

e “The protection of natural
persons in relation to the
sunecnmoneemee 1) FOCESSING Of personal data is a

REGULATION OF THE EUROP!
COUNCIL on the protection of n:
processing of personal data and

mehinate b fundamental right...”

The primary objectives of the GDPR are to give citizens back the control of their
personal data and to simplify the regulatory environment for international business
by unifying the regulation within the EU
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Articles & Recitals

* 173 Count

* Explains the law

* Provides context

e Overlap with Articles

* 99 Count
e Describes the law
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The GDPR in Dates

* Law comes into effect 25 May 2018
* There is a 2 year grace period from above date
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2 years Have Past

2016-05
2015-12 Regulation enters
Text Agreed into force
2016-04-16 2018-05-25
Adopted EU Regulation
Parliament Enforceable
(2 year post-
adoption)
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* Companies collecting and
processing EU citizen personal data

Data * Including foreign companies

Protection

by Design processing EU data
 Citizen must be residing in the EU

* Apply to the processing of personal

e - data by controllers and processors
Breach Accountability Processing in the EU, regardless of whether the
S processing takes place in the EU

or not

 Breach notification must be done
Data 72hours of discovery > to

Officers. customers and DPA
Wy =

Officers
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Penalties
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Breach Notification

72hours to report to DPA is key requirement in data breaches
1. From the date the breach occurred
2. Only reported in case of data exfiltration

3. All breaches must be reported

4. Includes notification of data subject
30" ANNUAL FIRST CONFERENCE
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Breach Notification

72hours to report to DPA is key requirement in data breaches

* Becoming aware of the breach

e destruction, loss, alteration and unauthorised disclosure of, or
access to, personal data

* RISK

* Includes notification of data subject

30" ANNUAL FIRST CONFERENCE



12

7 Key Principles Personal Data Protection

e Lawful, fair and transparent processing
* Purpose Limitation

* Data minimization

* Accurate and up-to-date processing

e Limitation of storage
* Reduce footprint of data that permits identification
* Pseudonymisation

e Confidential and secure

e Accountability and liability
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Key Data Subject Rights

 Right to be informed/Consent
 Companies need to tell user they are collecting data, user must accept

* Right to Access
* Customer give right to ask companies about what, why and where their info is stored

Right to be forgotten

e Aka. Data Erasure
e Customer can request that their information be erase and no longer disseminated

Data Portability
* Right to receive their personal data
e 'commonly use and machine readable format'
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Key Data Subject Rights

* Right to be informed/Consent * Right to Rectification

* Right to Access * Right To Restriction of
Processing

* Right to Object

* Right to be forgotten
e Data Portability
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Consent or Lawful Processing

Legitimate

Public

Interest

Vital
Interest
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Forget me, please...
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Access and Portability

Granting audit rights to customers

Timely manner
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Subject Access Request
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Application Review (SDLC)

© MAZK ANDEZSON WV ANDEZTOONS Com
e —
—

* Opt-in not out...
e Human readable consent forms

* Make sure
* Right data is collected
e Review being used in agreed way

2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.ping

>

2017-86-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.ping “Bef I 1 h bo d I’I d k
'queueﬂ;ru(eb ore/fetch] with pa:_h*p:s_[f)ix\:l Hp;/ag.se s/ Ore Wnte my name On t e ar ’ I nee to now
2017-06-23T16:0 ,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] i

.2917-@6-23TIE_: = . DEEUC? [zFTchurprFvK(EBG.)'hkug] : hOW you're plannlng to Use that data."

eway .dgmcdemo.com:4000] [/rest/1.0/dg/4843e68d-627b-4f76- a??:—b
2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg]

017-06-23T16: 7 DEBUG [zFTcTxUr8pbFvKC8GxhkUg]
5-23T16:6 DEBUG [zFTcTxUr8pbFvKC8GxhkUg]
23T16:01: DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa. .proxies.AbstractProxyKey Request host [se-gateway.dgmcdemo.com]

: 23T16: DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa. re.proxies.AbstractProxyKey Request host [se-gateway.dgmcdemo.com]
2017*@6*23T15.01.27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.proxies.AbstractProxyKey checking matches path:[/rest/1.0/dg/4§
queue/process_score/fetch] with path prefix: [/pa/*]

g 2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa .proxies.AbstractProxyKey Request host [se-gateway.dgmcdemo.com]
2017-06-23T16: 7,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa re.proxies.AbstractProxyKey Request host [ gateway.dgmcdemo.com]
demo.com]

, 2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.proxies.AbstractProxyKey checking matches path:[/rest/1.0/dg/4§

. queue/process_score/fetch] with path prefix: [/rest/1.8/ping/*]
2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.proxies.AbstractProxyKey Request host [se-gateway.dgmcdemo.com

demo.com]

~ 2017 23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.proxies.AbstractProxyKey checking matches path:[/rest/1.
queue/process_score/fetch] with path prefix: [/*]

2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.interceptor.ProxyMatchinglnterceptor - RequestKey[method=GET,schd

30t ANMNUAL FIRST CONFERENCE port=4000,requestUri=/rest/1.0/dg/4843e68d-627b-4f76-a777-bde41f8al499/message_queue/process_score/fetch?limit=1,localAddress=/172.30.1
m:4000,method=*,pathPrefix=/*]
UALA LUMPUR 2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.interceptor.flow.Inter torFlowController - Invoking reques
! se-gateway.dgmcdemo.com:4000] [/rest/1.0/dg/4843e68d-627b-4f76-a777-bded41f8al499/message_queue/process re/fetch?limit=1]

June 24-29, 2018 2017-06-23T16:01:27,283 DEBUG [zFTcTxUr8pbFvKC8GxhkUg] com.pingidentity.pa.core.interceptor.flow.InterceptorFlowController - Invoking request har
gateway.dgmcdemo.com:4000] [/rest/1.0/dg/4843e68d-627b-4f76-a777-bded41f8al499/message_queue/process_score/fetch?limit=1]
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Pesky but Useful: Articles 25 and 35

Privacy by Design & Default * Protection Impact Assessment
* Pseudonymisation  WP29 Guidance on DPIA

* Data minimisation * FR DPA: CNIL SOFTWARE

* Only Necessary data * https://www.cnil.fr/en/open-

source-pia-software-helps-carry-
out-data-protection-impact-
assesment

* Yet another Opt-in
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0. PIA

An overview of the requirements and methodology
Launching a new
processing
Every day in the digital realm,

- Evaluation / Scoring

- Automated decision-making
- Systematic monitoring

- Sensitive data

- Large scale

—®

It is first essential to identify
the processing's features

numerous services are created.

Those services usually rely on
the processing of personal
data aiming at fulfilling the
needs of organisations or their
users.

The supporting assets used to
store the data have different

The service is released
on the market and widely
adopted by users

Let's imagine an innovative service
relying on its users’ geolocation

levels of vulnerabilities toward > \' b

feared events such as illegiti- _— I_-* F —

mate acess, unwanted change, Leer )

or disappearance of personal

data. Tha servers are haoked The collected data are
Those risks are likely to have by a criminal organisation SEnt.on IEMote servers,
significant impacts on the and data are accessed

users’ privacy.

Question is, how to

With the data, it is possible
avoid this situation?

to deduce the users’ residential
adress and know when the
homes are vacant. Several
houses are then burglarised

3 Potential impacts
- ]

Adressing the risks ‘b

Once the risks have been iden- ceccecceccsccse prem—

tified, it should be determined if ‘g'
they are acceptable given the
existing and planned technical
and organisational measures.

If it doesn't seem possible in
regard of the foreseen mea-
sures, the data protection au-
thority has to be consulted.

In any case, it is mandatory
to implement the planned
controls before carrying out
the processing.

A developed risk assessment
is then necessary

There are high residual risks
but additional measures
can be implemented

Severity

O Risk sources
T I |

To adress those risks, >
— L.
} :
—

appropriate technical and
o ]
OO Likehood

Are there any high
There are high residual risks residual risks?
and no additional measures
can adress them
It is mandatory to consult the
data protection authority

organisational measures
must be implemented

There are low residual risks
The processing can be carried out

Supporting assets
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- Matched datasets

- Vulnerable data subjects

- New technology

- Prevent data subject from
exercising a right

The processing meets several
criteria and is likely to present

high risk to the rights and freedoms
of data subjets

? 2 —

It starts with the study of
the processing’s context

,%9

Follows the evaluation

of each risk (illegitimate
access, unwanted modifi-
cation, data loss) on the
rights and freedoms of
data subjects

1.

Considering the
processing

For the data processor as well
as the data subjects, those
risks are unwelcome.

Before carrying out a proces-
sing, it is essential to analyse it
to understand its inherent risks.

Several factors affect the
riskiness of a processing, as
the kind of data processed.

Generally speaking, if a proces-
sing meets two of the criteria
listed, then it is likely to present
high risks and would require
to carry out a privacy impact
assessment.

2.

Evaluating the
privacy risks

The assessment first establi-
shes the context in which the
processing is carried out,
including its purpose and
technical features.

In addition to studying the fun-
damental principles, made up
of the necessity and proportio-
nality of the processing, each
risk has to be analysed to eva-
luate its severity and likehood
according to its potential im-
pacts on the rights and free-
doms of data subjects, the
data processed, the risks
sources and the supporting
assets.




23

Data Protection Impact Assessment

Description of
envisaged
processing

Assessment of
necessity &
proportionality

e Data Controller remains accountable
* Not transferable to a data processor (for

* Continual process, not a one-time exercise [

example)
* Minimum features (article 35)
* Description of processing and purposes
« Assessment of necessity and proportionality “é';a;‘,f;teratfe

compllance

* Assessment of risks to rights of data subjects

e Measures introduced to
e Address any risks

 Demonstrate compliance with Regulation Assessment of
risks to rights &
freedoms
30" ANNUAL FIRST CONFERENCE
KUALA LUMPUR
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Personal
Data?

“Before I write my name on the board, I'll need to know
how you're planning to use that data.”
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What is Personal Data?

* The GDPR defines iT and interprets
 Article 4(1)
* Recitals 15,26,28,29,30,31,34,35,36,37

* Any information relating to an identified or identifiable Natural
Person

 Directly or Indirectly
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[ ]
What is Personal Data?
Performance Work history
Apb Data Vetting
o H Education
cameras Access log
License Plate ANPR Contacts
Blackbox
Name Salary
Credit rating DoB Behaviour
. Political Opinion Health
Transactions et
‘u’ Genetic Data Tracking
Mortgage .
- Photos/Videos C
Credit Card 5 Religious beliefs omms
Loans i Contacts
Ethnicity Location data o
Taxes . .
Trade union Fingerprin
Demographic ID I\‘fumber
loT y\ Physical/Mental health
Smart devices ﬁ + Disability
: Blood type
Cerv MAC Address E-Mail & ) - typ
Social Network rug s
Genetics

Address
IP Address
DNA

Cookies Behavioural
30™ ANNUAL FIRST CONFERENCE
KUALA LUMPUR
June 24-29, 2018
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The Horrendous Truth

Country Specific Non-Sensitive

Identifier

Name

Date of birth

Gender

Address

Post code

National ID

Passport

Drivers License

Nationality

Regional nationality

Telephone

National healthcare identify

Bank Account IBAN

Bank account national

biometric data
fingerprints
facial recognition
retinal scans

Tax numbers

VAT

Company registration

M memm T

Economic

Credit card

Non-government Identification
numbers

Cultural identifcation

Security Clearance

Legal status

Physical Appearance
Photo/Headshot
physical - height
physical - weight
physcial - eye colour
physicall - hair colour
physical - birth marks

Country Specific Sensitive

Identifier
Race/Ethnicity

Religion

Health/Medical Terms
Labour Union membership
Political affiliations
Criminal records
Biometric data

Sexual orientation

Genetic data

Philosophical

Mental health attributes

Generic No Country or language

ldentifier
Country Tags

1Pvd
IPvE
IMEI
GPS Coordinates
Social Networks

email address

RFID tag

CCTV Footage

AL FIRST CONFERENCE
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Data Minimisation

Mrs. Regina O Gordg/ 13rue du MrITAMPORRgina  Guyane GordA30 EBameedu LE TAMPO GY Guyane \97430 France
Ms. Victoire Z Rpﬁr Rue de la'Msffen  Viabbire Antwerp Roye2801 Beégdenta Heffen VAN Antwerp \9301 Belgium
Mrs. Kathleen H ﬁerge Route de | Mesiis Kdthleen Hmburg Berge3700 Belgieide | Henis v Limburg 3?&0 Belgium
Mrs. Regina O Gordon  13rue du LE TAMPOGY Guyane 97430 France Ms. Capucine C Franchet Kaisergas¢<KISFSTEIN TBpucine Tyrol Franch230 Kaisaigass KUFSTEIN TR Tyrol SSSQAustria
Ms. Victoire Z Royer Rue de la'Heffen VAN Antwerp 2801 Belgium ‘ ‘ Mr. John A Fregoso 43 Roker TM¥NGRIDGRohn A EX3RAZ 4B ReiceKit LANGRIDGE EX37 9AZ |United Kir
Mrs. Kathleen H Berge Route de |Henis vu Limburg 3700 Belgium ‘ Mrs. Amelia B Leonard BleibtreusMfsilheim Bielia  Breistaat ELeor82354 Bleibrtaay: Weilheim BY Freistaat 82354|Germany
\Ms, Capucine C Franchet Kaisergas: KUFSTEIN TR Tyrol 6330 Austria ‘ ‘ Mr. Steven M \Williams Gotthards Etfurt ~ Stéven  Meistaat TWillB8021 Getthangs Erfurt TH Freistaat 1 990;& Germany
Mr. John A Fregoso 43 Roker TLANGRIDGE EX379AZ United Kir ' ‘ Ms. Calandre L Lussier  Leobnerst@RIESBAC GiPandre Lower AusLussi@B74 Pashriarst GRIESBAC NO Lower Aug ,8§74 Austria
Mrs. Amelia B Leonard Bleibtreus Weilheim BY Freistaatt 82354 Germany ' ' Ms. Charlotte E Weig}n¢ 33route dMIRES  @Harlotte Provence-Weig3B00 B3amuete d ISTRES ~ PA Provence/13800 France
Steven M Williams Gotthards Erfurt ~ TH Freistaat] 99021 Germany Dr. Emma T Manor To+ue Ma DHLLIERS-LBmma  le-de-FraMar25400 feeeMa VILBAEDI7ae 4~ Tle-desfra  95400|France
Ms. \__ Calandre L Lussier  Leobnerst GRIESBAC NO LowerAus 3874 Austria Mrs. Rive \Y Maheu VbbssMAU Bive Styria  MaheRB30 Yhistsimas: RAAGAU, gwﬁyrla 8330|Austria
Ms. M“E E Weigand 33route dISTRES  PA ProvanEs B FehE Ms. Fayette A Boisclair Amerveld Msmain  Wityitte— Aiainaut _ BoiscESIP0 Amigiveid.Hunfath ~WHT '~ Hainaut 6900[Belgium
zlrr's isg‘a '\’/\ (e '”et:\::‘ :/I\L:I;:z “SLT Nle-de-Fra %;A:;:iea Mr. Grégoire O Poisson 32Place dRIRIS  @régoire De-de-FraPois36011 B2atieee d PARBS 78 ch&- Tle-de-Fra 75011 |France
Ms.' v A B:|5:I:|r-mhLAmerveld T T S“Ham:ut 6900 Belgium Mr. James J Conkling Floridusgz MHEN Jafines  Vienna  Conk[AR0 Mostdiasg: WIEN ~~ WI_ , _ Vienna 1020|Austria
h Grégoire [0 Pl SRR PGS o Tle-de-Fra 75011 France Mr. Steve A Rodriguez GrolmansiBiremen H $t@ve Areie Han:Rod 2818z w« Bre 9- Freie Han: 28197|Germany
M. ames ) Conkling Floridusgs WIEN Wi Vienna 1020/ Austria Mr. Douglas K Walters 86 West LiIRNE ENDDouglas K BGEIPISR BmmquANEjB%2176_ $G12 7GR |United Kir
Mr. See A Rodrigue2 Grolmans{ Bremen HIHB Freie Han! 28197 Germany Mrs. Dawn D Horne 52 Boulev MPRT-DE- D4 N Dartiniqu Hor$7200 S2edwelev FORT-DE-TMQ Martiniqu 97200 |France
i Douglas K Walters 26 West LIDANE END SG127GR United Kir Ms. Anastasie G Guilmette Chaussee:Risinbek AHastasie Gchleswig Guil2idi2 Geamsaey: Reinb@b(BB448- Schleswig  21452|Germany
Mrs. B D Horne 52 Boulev FORT-DE-IMQ. Martiniqu 97200 France Mr. Robert A Glass KirchenpliWFFACH RBbert  Ayrol Glass6311 Riusheiapli AUFEACH TR- . Tyrol 6311|Austria
M. Anastasie G Guilmette Chaussee: Reinbek  SH Schleswig 21452 Germany Mr. Scoville Vv Fluet  Peintners DISTELBERS@ville  Wyrol  Fluet6274 Peistrivers DISTELBERMREU " Tyrol 6274|Austria
Mr. Robert A Glass de_henm AJFFAGH R 3919 51 o0 6311 Austiig Ms. Keshia C Young Heirstraat Marche-leKédifia  Glamur  Young024 Belgitrauat Mary Q- Namur 5024 |Belgium
Mr. Scoville Vv Fluet 2 mmers U\)Ithz,f 'ﬁ 5&’5 50" Mr. Aloin P Aubé Schaarstei@tram Aloin Preistaat EAub83405 Swvaaestei Cha _BY. _ Freistaat £ 93405 |Germany
Ms. Keshia C Young e-le WNA Mr. Donatien A Monrency Amerveld kuy WéiGtien Aiege  Monré59 Beigiveid HuyCC3BGAE1-C Liege 4500[Belgium
Mr. Aloin ? Aubé Ms. Brenda J Harding  Prager Str RIHRENB Bt@nda  Lower AusHardidgo2 Pusieiestr ROH);ENEINR-,,_—, Lower Aug 3592 |Austria
Mr. Donatien A Monrency / ge> 7 Ms. Geraldine C Royal  Ruedela Bedinne ®éMfidine Blamur  Royal5530 Retgilenta Godinne” WRKA’ Namur 5530|Belgium
Ms. Brenda J Harding  PAdker str ROHRENBQi®  108wWePialic 3592 Aus135 Mrs.  Maria B Pietrzak Rue des EiVkierzele M@Na  Bast FlandPietr2820 Retgiteme: VIiekR @O 13- EastFland  9520[Belgium
MR Geraldine|C Royal ke delajGodinnd2UAL S@3 5530/belghfn Mr. Searlas  C Dennis  Route de |Welchin  $8ANas  West Flan Denn@587 Reigiside [ Helchin , VWWV_ . WestFlan  8587|Belgium
m? ;‘A:;:Iaas i ;':::;k :gitd:::\ :ﬁ'i’;fnlf l;ggxl g::g:g Z:g‘; g::;g: Ms. Cosette B Coudert Langenho Migderaic 8¥sette  Breistaat ECou84#00 awmam Nie@ESEEF0I L™ Freistaatt  84100|Germany
e — — Lﬂl}genho N‘eﬂe@g§§ ’f@)fglaibu o bermly Mr. H.ector L Schu(.elke 21Haslem@ATON  Hector L SUN22 AET M!Htﬂd‘mEAT'pe8'7cc62 c DN22 2AT |United Kir
. T o Sele B = o Mrs. Fifi E Beaujolie Rue du Mcfngreau RMHT Hainaut BeaujE3& RetgiunM Angreau WHT Hainaut 7387|Belgium
Mrs. Fifi £ Beavjolie + Bk ‘ Mr. Michael B Weaver AmsincksiRlickersdcRiNchael  Breistaat EwedQ603 Gershaskei Ruc@BadB3a8- Freistaatt  90603|Germany
Mr. Michael B Weaver Ainckst RiickerdHf%8 Mrs. Mavise G Vincent 20 Pendw RWRTON INIONSDALE VAGBHY  2Peddir BURTON IN LONSDALE LA65LU  |United Kir
Mrs. Mavise G Vincent  BPendw BURTON2G2ONSDAEE.9 5' 5" LAG LU UnikBKir Mr. Jeff N Prather  Davidschl: MMMERSIM Mpper AusPrath@761 Batdisthl: BIMMERSIOO UpperAus 4761 |Austria
Mr. Jeff N Prather  (Bidschli BIMMEASDD ThebAl! 4761 Austi@ [ ] Mr. Brandon C Kitchen  Pohlst B GliedersacKitcR8A04 anI Ni 38304|Germany
Mr. Brandon C Kitchen  Pahlstrass B 38304 Gerty@ny Dr. Billy v Smith  Schietboobeerbeek BiBf Ylemish B SmitHL755 Seigtboo Leerbeek VBR Flemish B 1755 [Belgium
Dr. Billy \ Smith  Sghietboo Leerbeqig/BR seTishp 1755 Belgiggm Mrs. Danielle J Tétrault Invaliden:ftesheim BBnielle RheinlandTétr@#f83 Geendems Edesheim RP Rheinlanc 67483 Germany
Mrs. Danielle J Tétrault \walldem Edesheﬁ@% g&y‘rgaﬁn 67483 Germny Mr. George S ‘{ngram 44 rue JeaBRSANCOIGEorge  §ranche-CEngr25R00 £aaneelea BESANCOI FC Franche-C zsqb France
Mr. George S Engram é'é?gc'gpéf, Mr. Lawrence L HEN_ Haiden 20 MPIPERSDIN@rence Lower AusHall 2852 Aaistein 20 LOIPERSDINO Lower Aus /8852 Austria
\Mr. Lawlrebce : [‘a” ; 1Rl Ms. Noémi A Longpré,_ 51 rue PorGARPENTFRAEmi  Rrovence:Longii00 §1aneepor CARPENTE PA Provence;”” 84200 France
loémi ongpré

59.8 5'6"
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Data Minimisation
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Pseudonymisation

* Only real technical suggestion!!!
* No it doesn’t mean encryption

Name Token/Pseudonym Anonymize
Clyde gOerd XXXXX
Marco Logfh XXXXX
Les Mcv XXXXX
Les Mcv XXXXX
Marco Logfh XXXXX
Raul BhQl XXXXX
Clyde gOerd XXXXX
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When a Breach is not a Breach?

Exfiltration o

Unauthorised Disclosure

Unauthorised Access

* ANNUAL FIRST CONFERENCE
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Data Breach Handling Procedure

rFy 72 hours post breach detection

v

I - Is event breach?
= Ae—ecsment - What are the circumstances?
- Severity of the breach (indicative)

- Ildentify immediate response measures

Personal Preliminary Adwversehy .Fl,—flrlfﬂ; I_r_E:'I
Data Motification (DFA) — e« offectedata »——Y ) ‘“—; L
Breach? I - subjects? J—

-

o
|I!
al
C
o
g
I

NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN EEEE NN NN NN NN NN NN NN NN NN NN NN NN AN NN NN NN NN NN EEEE NN EEEEEEEEEEEEEEEEE

Lessons Leamt

- Further
no
A sEe EErTent

=t
'\l-q_____,-r .'-
——————

| Cont@inment & Detziled assessment &
Catzs Breach Recovery evidence gathering
Imventory
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Handling Data Focused IR

B
/ N | \
Lessons |dentification
Learnt
A N

Orient

| |

a |
\ - ‘/ Decide
Eradication
a\ |
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Handling Data Focused IR

Preparation

_— _%‘x“‘\\\g

Lessons

Learnt

Recovery
\ )/

\
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The Personal Data Journey

(Data Flow Mapping) Data Security

Technical and organisational security measures
Data-in-transit Protection Secure Consumer Management

D Asset Protection & Resilience  ldentity & Authentication
Secparation between useors External Interface Protection
Governance Secure Administration
Operational Security Audit Information
Personnegl Security Secure use of Service
Secure Development a
Supply-chain Security -

Data Source Data Subject Personal Data Purpnss.: of
Processing

Gi)

IIIIII INNIINN II
s v e . b

»& »

Personal Data Catepories of Categories of Purpose of Processing
Source Individuals Personal Data Payroll

Controller Employees Contact details Personnel File

Joint Controller Former Employees  Bank details Personnel Management
Direct Successful Candidates Pension details Security Vetting

Third Party Unsuccessful Tax details Recruitment

Caollectar Candidates Pay details Training

Potential Customers  Annual leave details  Finance
Existing Customers  Sick leave details System Account
Former Customers  Performance details WManagement

Accountant Cualifications Custormer Management
Auditors Employment history  Direct Marketing
Business Partners Ethnicity Crirmninal Offence
Sub-Contractors Disability details
Service Providers Purchase history

30" ANNUAL FIRST Suppliers Lifestyle information

KUALA LU Public Ficture of subject

Data Transfer

Mames of third countries or
international arganisations
that data is transferred to

EU )
us

Lawful

Processing

Lawful Basis of Categories of Recipients
Processing HMRE

Consent Referees

Contract Processor — Marketing

Legal obligation Processor — Saas

Vital Interests Processor — laas

Public Interests Processor — Payment Provider
Legitimate Interest Procossor — Bank

Sub-Processor — Courier
Sub-Processor - Printer

Data Retention

Retention schedule

1 year post-employment

3 years post-employment

& years post employment

& months post-campaign

1 year post campaign

End of customer relationship
1 year - post contact




Adapt you existing Models

Assign Personal Data related attributes

Threat and
Identify Identify the risks VUInerQ bility
Mod:

A

Use the DPIA

Will this Harm the Data Subject
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Discovery Tools

(& @

o, >N}
* Freeked.org e Commercial Products
* McAfee
* Symantec

* Forcepoint
* Digital Guardian

* Multiple modes

30™ ANNUAL FIRST CONFERENCE
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Discovery Methods

OH NO! THE KILLER | | BUT T0 FIND THEM WED HAVE T SEARCH
. . MUST HAVE FOLOWED| | THROUGH 200 MB OF EMAILS LOOKING FOR
Input Fingerprint HER ON VAGATION') || SIETHIN RRMITED LIKE AN ADORESS!
, . ~— IT5 HOPELESS]
Fox e f';‘gﬁ;ﬁggt ——»{ DFCD3454 BBEA788A | ﬁ%%
The red fox fi int
jumps over  —— "9STPIM Lt 008646BB FB7DCBE2 |
function
the blue dog T KNOW REGULAR
EXPRESSIONS.
The red fox fingerprint
el ——p DOSTBY ——| 8FD87558 78514F32 |
e blue dog ﬁ XX
The red fox i int
{'l:m(;’)s o::r ——p '?3:(:52: —— C1304BC6 8F8F75B3 | <
edog blue ) Loy
|
!
The red fox f - '
jumpsoer | —+ ISPt w{ 24C9F62C CIEFBBTS | i% Zf/
e blue dog ﬁ
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Finding The Data..

roprietary)

* Talk to the data owners
* Crawling your environment
* Build a map

»Focus your detection
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¥ LRIV W TS - UK Passport
i Ba

Positions | Length  Characters Meaning

1-9 9 alpha+num+< | Passport number
B | 10 1 numeric Check digit over digits 1-9
C : . Q% (1113 |3 alpha+< Nationality (ISO 3166-1 alpha-3 code with modificatior
~ 1___, " \ \ _ P(Gmmmm“«mumoe‘««««««; 14-19 6 numeric Date of birth (YYMMDD)
. 925665416668R8812049F2010050¢c<ccsccccc<s | o) 1 num Check digit over digits 14-19
g ' Format 21 1 alpha+< Sex (M, F or < for male, female or unspecified)
\ ; . ™™™ UK Passport siration date of passport (YYMMDD)
Zf,mw / ~[0-91{10}GBR[0-91{7}[U,M,F]1{1}[0-91{9}%  ack digit over digits 22-27
. QY 29-42 14 alpha+num+< | Personal number (may be used by the issuing country
g ) . ’ ! ) - 43 1 numeric+< Check digit over digits 28—42 (may be < if all characte
3 ‘ 44 1 numeric Check digit over digits 1-10, 14—20, and 2243

P U — . GR VAT

UK NI (National Insurance) \b(EL|GR)?[@-9]{9}\b

[A-CEGHI-PR-TW-Z]{1}[A-CEGHI-NPR-TW-Z]{1}\040?[8-9]{2}\

9]{2}\040?[0-9]{2}\040?[a|A-2|Z]{1} GR National ID

[A-Z][ -]?[e-9]{6}
UK VAT
([6BI)?(([1-9]{8})[([1-9]{11}))$

UK Bank Account

GR IBAN
GR\A{2}[ I\d{4}[ I\d{4}[ 1\d{4}[ I\d{4}[ 1\d{4}[ 1\d{4}\d{3}|GR\d{25}

~(\d){8}$

UK Bank Sort Code https://en.wikipedia.org/wiki/Passports of the European Un
((e1]e5|e8|11|13|14|15|16]|17|18|19|72|82|83|84|86|87|90|91|93|94|95|98 ion

)-[0-91{2}[([2,3,4,5,6][0-9]-[0-9]{2})]| (67-[6-4][0-9] |09-[0,1][0- https://www.gov.uk/guidance/vat-eu-country-codes-vat-

9]|10-[0-8][0-9]|12-[0-6][0-9]|77-[0-4][0-9]|89-[0-2][@-9]))-[0-9]{2} nUmbersant A hc

https://github.com/tvfischer/gdpr-data-patterns-detection
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https://en.wikipedia.org/wiki/Passports_of_the_European_Union
https://www.gov.uk/guidance/vat-eu-country-codes-vat-numbers-and-vat-in-other-languages
https://github.com/tvfischer/gdpr-data-patterns-detection
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How the F@%$ do you RegEx
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J

2} é
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Identlflcatlon




ACTIVE

e Endpoint
e Network

PASSIVE

e Discovery Data
e SOC/SIEM




Tools and Alerts

CSVor
Database
Data Discovery Dashboards
© 0000 o _ 00000
Q@ Breached Dz
Network ' )
Detection “o  Data Inventory
XXXKKX | /\,;€>(>oc>§) EXEEX
_€
Endpoint ,. | Threat Model
Detection ¢ " Controls
© ©00 00 ®© 00000
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Building a Data Focused Detection

SIEM or Monitoring Console

Run Data — Alerts
. Notifications
Discovery
Build Focused
Queries
Personal
Lookup SVERES Data
Tables | s s Dashboards

Rules Using
Lookup Data Personal

Data
Reports

Extract Network
Paths/Servers/Locations

v . | Personal
U date ersona
v NeF’zwork Data Network Data Breach
Update Network Detection
5 il Rules Locations
Endpoint
Rules

Key :
N barsona| Endpo.lnt [ Notifications H Forensics J
Data Paths Detection
30t ANNUAL FIRST CONFERENCE
KUALA LUMPUR
June 24-29, 2018
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Augment your Existing Log/SIEM

°
Feed your SIEM lookup("personaldatapaths. csv”
° Endpoint detection tools on=[8curce File Path, Destination File Pathl])

e Capture File Events
* Don’t forget — Not just copying

e CSV Lookups or External Lookups

! [Hl<gearch>

= <gueryrindex="Shostname$"” Operation in ("File Write", "File Copy ", "File Mowve", "File delete™) | l[|inputlookup
allowedusers.csv | fields User Name] | [|inputlockup restricted persconaldatapaths.csv | fields Source File Path
| dedup Detail Ewvent ID Source File Path

- | takle gent UTC Time, Computer Name, User Name, Application, Source File, Source File Path </query>
<earliest>Stimepicker.earliest </earliest>

<latest>Stimepicker.latesti </latest>

</ zearch>

| [ JLNP W R N MY ) L L= o3asil T S L Y

H—

s I S B S ) B}

. o = o _. - . |
hogt=* (Operatiocn="File Write" OR Operation="File Copy"™ OR Operaticn="File Move" OR Operatiocn="File Delete"

lockup ("personaldatapaths.csv", on=[Filepath, Source File Path]) | ! {leckup("allowedusers.csv", on=[User, Use
| takle ([Agent UTC Time, Computer Name, User Name, Socurce File, Source File Pathl])

kWALALUMPUR I b e
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Categories and approximate number of
individuals concerned

Categories and approximate number of
personal data records concerned

The name and contact details of the data
protection officer

A description of the likely consequences
of the personal data breach

Mitigation or remediation efforts

30" ANNUAL FIRST CONFERENCE
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Personal Data Breach Notification : enisa

European Network
* +4 and Information
%  Security Agency

* Data Processing Context

SE< 2 Low Individuals either will not be affected or may encounter a few

Y L e
® Ea Se Of Id e ntlflcatlo n inconveniences, which they will overcome without any problem (time

spent re-entering information, annoyances, irritation[s, etc.).

o Ci rcu m Sta nces of B reach 2<SE<3 Individuals may encounter significant inconveniences, which they will

be able to overcome despite a few difficulties (extra costs, denial of

access to business services, fear, lack of understanding, stress, minor
physical ailments, etc.).

3<SE<4 High Individuals may encounter significant consequences, which they should
be able to overcome albeit with serious difficulties (misappropriation of
funds, blacklisting by banks, property damage, loss of employment,
subpoena, worsening of health, etc.).

4 < SE Very High Individuals may encounter significant, or even irreversible,
consequences, which they may not overcome (financial distress such as
substantial debt or inability to work, long-term psychological or
physical ailments, death, etc.).

ENISA Personal Data Breach Severity Assessment
Methodology

https://www.enisa.europa.eu/topics/data-protection/personal-data-breaches/personal-data-breach-notification-tool
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Final Thoughts

30 ANMNUAL FIRST CONFERENCE
KUALA LUMPUR Thinking of skipping this section ‘ ‘
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Compliance???

AUNe L9-L9, L0 D
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Not Compliance

iDENTIFY
ASSESS 1 ANALYZE]

= @.,

Sl i IAOK 1f
Aadaadls s Y misk
LCSDONnSiB P MANAGEMENT ~

e T CONTR(_
MIND THE CULTURE GAP
TRANSFER
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“At one point I thought changing my name
might help with privacy, but that wa.s before
the Internet.”

Olivia Wilde

https://github.com/tvfischer/gdpr-data-patterns-detection

... under construction still needs a lot of work

@Fvt

* tvfischer+sec@gmail.com

* keybase.io/fvt
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