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This project is ...

 Kind of academic and voluntary based research
project

National National Institute of Information and
Laboratory (1) Communications Technology, Japan
Universities (2) Osaka University.

Gunma University.
Private Mitsubishi Research Institute, Inc
Companies (3) HIRONOBU SUZUKI OFFICE

One private company



0-day
attack
. £S5
* Find “new” threats without human resources
o System never sleep, 24 hours/7 days
 Find threats from huge chaos data

« Show the simple conclusion
« Access the report in anytime from anywhere

Goals



Background History

1999 CLSCAN (common log scanner)
— “pretty print” tool for syslog file of my Internet router

2001 Last 12 months log was analyzed

— “Internet security analysis using packet filter log” , SEA
software symposium 2001

2002 WCLSCAN project was started
— Wide area version of clscan

2003 Internet Weather Report aka WCLSCAN

— “threat calculation using Bayesian estimation” unit was added to
WCLSCAN

Today, 4 sensor boxes have been running and provide
Information on www.clscan.org
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Threat Detection Method using Bayesian
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Example ( ftp case)

 ftp case Is a typical example to show how the
threat levels are output by our system.

e There are appropriate amount of scans to ftp port.

o ftp case illustrate well the transition of threat
levels

* \We show how Is the alert messages of our system
like.
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Example ( ftp case) 2001-05-15~2002-05-16 (one year)
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Example ( ftp case) 2001-05-15~2002-05-16 (one year)

Port21
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Example ( ftp case) 2001-05-15~2002-05-16 (one year)

Port No.: 21
Warning Level: Severe (Level 2)
Bayes Confidence: 0.8741
atest Access Amount: 105
_atest Moving Average: 57.2
atest Standard Deviation: 27.8
(Latest Term: [Tue May 14 00:00:00 2002
-- Sun May 19 00:00:00 2002])
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Evaluation by ROC Analysis

o Recelver Operating Characteristic Analysis

* We apply ROC analysis which iIs a well-known
evaluation method for signal detection

* \We evaluate both false-positive and true-positive
performance of our threat detection system



Evaluation by ROC Analysis

e Target Data: 2003-01-01 2003-12-01

* Relevant alerts during this period (JPCERT):

— 2003-01-27, port1434(sql), MS SQL server 2000 scans
(JPCERT-AT-2003-01-27)

— 2003-03-18, Port80(http), MS 11S 5.0
vulnerability(JPCERT-AT-2003-0003)

— 2003-03-31, port25(smtp), sendmail vulnerability
(JPCERT-AT-2003-0004)

— 2003-08-15, port135(rpc), Windows RPC scans
(JPCERT-AT-2003-0006)




Time-Series Frequency Graph
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Time-Series Threat Level Graph
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DisE[ibution of Threat Levels (port 25)
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ROC (receiver operating characteristics) Curve
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very good!
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Our Real Action using IWR aka WCLSCAN

o Case Study 1

— Doomjuice case
* Type of Zero-day attack

o Case Study 2

— SSL BOMB
* Type of announcement effect attack



Case Study 1: Doomjuice waatan

2004-02-07 1pm: We Case of Zero-day attack
found port 3127, 1080
and 3128

2004-02-07 4pm: IWR *
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Case Study 2: SSL BOMB

Case of announcement’s effect
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How to access WCLSCAN page (but In

Japanese)

 Web Brower from PC/PDA
— www.clscan.org

* |I-mode (NTT DoCoMo)

— www.clscan.org/iwr/i.htmi

. EZweb (KDDI)

— www.clscan.org/iwr/ez.hdml

200472719
IWR:
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Over 68 millions
“Keitai Denwa
(mobile phones)”
can access this

page.

I clscan — Mozilla
. File Edit View Go Bookmarks Tools Window Help

i Qo @o @ O [% http.//www pp.iiduor in/ h2np/h2np/Iscan/. | (A Search ] ‘:Ego

.| € Home SBookmarks BManuals ShMoreinfo ShMeozila BMNews BTocols BMySite Bhedia BSearch SSecurity SBIOS BMisc »

WCLSCAN > > |i-mode | sz web | grach | ranking | details | < < WCLSCAN

U~ /‘ About Internet Attack Detection System using Baysian Estimation ( pdf ). GNOME [WR Applet is

CLSCAN

(Last Update §Date: 2004/06/01 06:07:16 §)
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CLSCAN { README Y£NT T-ME MNS300W, BASOOPro, YAMAHA RTiA )~ Z &\ oz SOHD L~ HDmsf
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MEOGY— LT, AR HIZI000F 10H 20 20T, HUNIEERAZ T, BT AFE—F,
HTMLE—F( T F = LT SRR B R T L R Sstatform.pld &S
noeEd,

Perl?RBI{EL T\ BUNDSA 2B Linux, SF8BSD, Solaris, HP/UX, AIX, MacOS X, #@{HyCah
FIETEET, HE—MIL TR A, Microsoft Windows 7 720 — TEPerl# A b — 1 LayslogFE 4D
V2N 2 PEEEECLSCANIE R ST,
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www.clscan.org @

o L: Alert level, P : port number, B : Bayesian estimation, C : packets count
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Conclusion

* \We developed Internet threats detection system
using Bayesian estimation, IWR aka WCLSCAN

* |WR automatically detects Internet threats and
reports them

* |\WR service Is available 24hours/7days
* |WR performance Is good

* |\WR provides information for KEITAI-DENWA
(smart phone) browser




On going project

e Release source codes as Free Software

— But all messages and documents are written In
Japanese

* Visual analysis
— 3D animation

 More sensor boxes
* Improve estimation method
e EtC. etc...
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