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Why? HOW? What ? EUROCONTROL

* Objective: Improve attribution

* Why?
 Aviation is a critical infrastructure — Subject to “strategic” threats (thus well identified APTSs)
- Cyber attacks on aviation are “popular” and attractive for the media
*  Very similar technologies used all over the world
- Attribution is not an obsession ... But we need to improve our prediction capability of future attacks

« How? Two-step approach

- SW-based tool to identify potential APTs based on MITRE ATT&CK TTPs
- Al/ML app to analyse the attack context in order to refine attribution



Summary

* Problem
« Attribution

» Solution: 2-step approach
« Stepl: AFIT
» Step2: Al/ML tool



APT Groups
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APT29

Home > Groups > APT29

APT29

APT29 is threat group that has been attribute
(sVR).IZ They have operated since at least
networks in Europe and NATO member coun’
APT29 reportedly compromised the Democri

summer of 2015, Il

In April 2021, the US and UK governments ati
compromise cyber operation to the SVR; pub
APT29, Cozy Bear, and The Dukes.[] victim
consulting, technology, telecom, and other or
Asia, and the Middle East. Industry reporting
campaign as UNC2452, NOBELIUM, StellarP:

Associated Group Des

Name
NobleBaron
Dark Halo

StellarParticle

Technigues Used

Domain

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

ID

T1548

T1087

T1098

T1583

T1595

T1071

T1560

.002

.001

.002

.001

.006

.002

.001

.001

Name

Abuse Elevation Control
Mechanism: Bypass User
Account Control

Account Discovery

Account Manipulation:
Additional Cloud Credentials

Account Manipulation:
Exchange Email Delegate
Permissions

Acquire Infrastructure:
Domains

Acquire Infrastructure: Web
Services

Active Scanning:
Vulnerability Scanning

Application Layer Protocol:
Web Protocols

Archive Collected Data:
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ATT&CK® Navigator Layers ~

Use

APT29 has bypassed UAC.[2"]

Software

AF
sel

ID Name References

i [27]
AF S0552  AdFind

AF
us  S0635 BoomBox (el
me
Mz
Se

AF
[23]

AF
the  S0054 = CloudDuke 3

AF

en
S0154  Cobalt Strike [26l91nal

15][16][14
AF (1slneln4

AF

https://attack.mitre.org/groups/G0016/

Techniques

Account Discovery: Domain Account, Domain Trust Discovery, Permission Groups
Discovery: Domain Groups, Remote System Discovery, System Network Configuration
Discovery

Account Discovery: Email Account, Account Discovery: Domain Account, Application Layer
Protocol: Web Protocols, Boot or Logon Autostart Execution: Registry Run Keys / Startup
Folder, Deobfuscate/Decode Files or Information, Execution Guardrails, Exfiltration Over
Web Service: Exfiltration to Cloud Storage, File and Directory Discovery, Ingress Tool
Transfer, Masquerading, Obfuscated Files or Information, Signed Binary Proxy Execution:
Rundll32, System Information Discovery, System Owner/User Discovery, User Execution:
Malicious File, Web Service

Application Layer Protocol: Web Protocols, Ingress Tool Transfer, Web Service: Bidirectional
Communication

Abuse Elevation Control Mechanism: Bypass User Account Control, Abuse Elevation Control
Mechanism: Sudo and Sudo Caching, Access Token Manipulation: Token
Impersonation/Theft, Access Token Manipulation: Parent PID Spoofing, Access Token
Manipulation: Make and Impersonate Token, Account Discovery: Domain Account,
Application Layer Protocol, Application Layer Protocol: DNS, Application Layer Protocol:



MITRE ATT&CK mapping for APT29
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Initial Access Execution Persistence Privilege Escalation Defense Evasion

Accessibility Features
CMSTP Accessibility Features AppCert DLLs
Command-Line Interface Account Manipulation Emond

Drive-by Compromise Graphical User Interface Browser Extensions Exploitation for Privilege Escalation
Hardware Additions AppleScript Change Default File Association Access Token Manipulation Application Access Token
Replication Through Removable M¢Compiled HTML File .bash_profile and .bashrc Applnit DLLs Binary Padding
Spearphishing Attachment Component Object Model and DistiAppCert DLLs Application Shimming Compiled HTML File
Spearphishing Link Control Panel Items Applnit DLLs Bypass User Account Control Component Firmware
Spearphishing via Service Dynamic Data Exchange Application Shimming DLL Search Order Hijacking Access Token Manipulation
Supply Chain Compromise Execution through API Authentication Package Dylib Hijacking BITS Jobs
Execution through Module Load  BITS Jobs Elevated Execution with Prompt  Bypass User Account Control
Installutil Bootkit Extra Window Memory Injection  Clear Command History
Launchctl Component Firmware File System Permissions Weakness CMSTP

Discovery

Application Window Discovery
Browser Bookmark Discovery
Network Sniffing

Password Policy Discovery
Cloud Service Dashboard
Cloud Service Discovery
Network Service Scanning

Collection

Automated Collection
Clipboard Data

Input Capture

Man in the Browser
Audio Capture

Data from Network Shared Drive
Data from Removable Media
Data Staged

Email Collection

Screen Capture

Video Capture

Command and Control

Communication Through Removable Media

Connection Proxy
Fallback Channels
Multi-hop Proxy

Data from Information RepositoriesCommonly Used Port

Custom Command and Control Protocol
Custom Cryptographic Protocol

Data Encoding

Data Obfuscation

Domain Fronting

Domain Generation Algorithms
Multi-Stage Channels




Problem : Attribution -~
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@ STRATEGIC
Identify the Who and Why

@ OPERATIONAL
Address the How and Where

@ TACTICAL
Focus on the What
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Which APT Group Is this ?

Execution Persistence Privilege Escalation Defense Evasion Discovery Collection

Initial Access

Command and Control

Accessibility Features
CMSTP Accessibility Features AppCert DLLs
Command-Line Interface Account Manipulation Emond

Automated Collection
Clipboard Data Communication Through Removable Media
Input Capture Connection Proxy

Drive-by Compromise Graphical User Interface Browser Extensions Exploitation for Privilege Escalation Man in the Browser Fallback Channels
Hardware Additions AppleScript Change Default File Association Access Token Manipulation Application Access Token Audio Capture Multi-hop Proxy
Replication Through Removable M¢Compiled HTML File .bash_profile and .bashrc Applnit DLLs Binary Padding Data from Information RepositoriesCommonly Used Port
Spearphishing Attachment Component Object Model and DistiAppCert DLLs Application Shimming Compiled HTML File Application Window Discovery Data from Network Shared Drive  Custom Command and Control Protocol
Spearphishing Link Control Panel ltems Applnit DLLs Bypass User Account Control Component Firmware Browser Bookmark Discovery Data from Removable Media Custom Cryptographic Protocol
Spearphishing via Service Dynamic Data Exchange Application Shimming DLL Search Order Hijacking Access Token Manipulation Network Sniffing Data Staged Data Encoding
Supply Chain Compromise Execution through API Authentication Package Dylib Hijacking BITS Jobs Password Policy Discovery Email Collection Data Obfuscation
Execution through Module Load  BITS Jobs Elevated Execution with Prompt  Bypass User Account Control Cloud Service Dashboard Screen Capture Domain Fronting
InstallUtil Bootkit Extra Window Memory Injection  Clear Command History Cloud Service Discovery Video Capture Domain Generation Algorithms
Launchctl Component Firmware File System Permissions Weakness CMSTP Network Service Scanning Multi-Stage Channels



What if some information is missing?
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Initial Access

Execution Persistence

External Remote Services
Valid Accounts
Accessibility Features
Account Manipulation
Browser Extensions
Change Default File Association
.bash_profile and .bashrc
Component Object Model and DistiAppCert DLLs

Control Panel Items Applnit DLLs

Dynamic Data Exchange Application Shimming
Execution through API Authentication Package

CMSTP

Command-Line Interface
Drive-by Compromise Graphical User Interface
Hardware Additions AppleScript

Replication Through Removable M¢Compiled HTML File
Spearphishing Attachment
Spearphishing Link
Spearphishing via Service
Supply Chain Compromise

Execution through Module Load  BITS Jobs
InstallUtil Bootkit
Launchctl Component Firmware

Privilege Escalation

Accessibility Features

AppCert DLLs

Emond

Exploitation for Privilege Escalation
Access Token Manipulation
Applnit DLLs

Application Shimming

Bypass User Account Control
DLL Search Order Hijacking
Dylib Hijacking

Elevated Execution with Prompt
Extra Window Memory Injection

Binary Pa

BITS Jobs

File System Permissions Weakness CMSTP

Defense Evasion

Application Access Token

dding

Compiled HTML File
Component Firmware
Access Token Manipulation

Bypass User Account Control
Clear Command History

Discovery

Remote System Discovery
System Information Discovery
Application Window Discovery
Browser Bookmark Discovery
Network Sniffing

Password Policy Discovery
Cloud Service Dashboard
Cloud Service Discovery
Network Service Scanning

Collection
Data from Local System
Automated Collection
Clipboard Data
Input Capture

Command and Control

Communication Through Removable Media
Connection Proxy

Fallback Channels

Multi-hop Proxy

Man in the Browser
Audio Capture

" Data from Information Repositories Commonly Used Port

Data from Network Shared Drive
Data from Removable Media
Data Staged

Email Collection

Screen Capture

Video Capture

Custom Command and Control Protocol
Custom Cryptographic Protocol

Data Encoding

Data Obfuscation

Domain Fronting

Domain Generation Algorithms
Multi-Stage Channels



Solution

« Data driven APT attribution

 Based on observed TTPs

» 2 step approach:
» Step 1: AFIT tool
» Step 2: AlI/ML tool for data (TTP) extraction from free text

10



15t step: Adversary Finder tool
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15t step: SW based tool — Adversary Finder Tool (AFiIT)

* Free tool developed by EATM-CERT

* APT database from MITRE ATT&CK

» Used to show how MITRE ATT&CK can be used

« Support the promotion and use of MITRE ATT&CK in aviation
* Use TTPs to predict APT group

«  Support prediction based on TTP similarity

12



Reset Load Mitre Att&ck Data Open Neodj Desktop Start Neodj DataBase Stop Neodj DataBase Open Ne

Techniques Results
. " by Names by Ids by Ids and Names
Adversary Finder Tool (AFiT
T1569.001: Launchetl Count Group
T1543.004: Launch Daemon G0049: OilRig
T1070.005: Network Share Connection Removal GO050: APT32
T1222.002: Linux and Mac File and Directory Peri G0114: Chimera
T1078.003: Local Accounts G0116: Operation Wocao
G0049: OIlRIg x T1069.001: Local Groups 3 outof 11
T1114.001: Local Email Collection 27%

T1087.001: Local Account

60049: Oi IRig T1046: Net.wcrk Service Scanning

T1113: Screen Capture
Go to MitreAtt&ck Website
G0010: Turla

5% of techniques used G0059: Magic Hound
G0081: Tropic Trooper
] GOOB7: APT39
Show Associated Groups C0106- Rocke

GO0139: TeamTNT

2 out of 11
by Mames by Ids by Ids and Names 18%

All Techniques
T1046: Network Service Scanning =
T1069.001: Local Groups
T1113: Screen Capture GO006: APT1
T1003.001: LSASS Memory GUOUTEAST?S
T1003.004: LSA Secrets o A n©338
T10032.005: Cached Doemain Credentials G0027: Threat Group-3390
T1007: System Service Discovery GO037: FING
T1008: Fallback Channels Gooss: guckﬂssf

. : 1 Group
T1012: Query Registry , . , G0045: menuPass
T1016: System Network Configuration Discovery G0046: FINT
T1021.004; S5H G0047: Gamaredon Group
T1027: Obfuscated Files or Information gggg;f IF:’IRN(;&ETHIUM
T1033: system Owner/User Discovery €0080: BRONZE BUTLER
T1036: Masquerading G0069: MuddyWater
T1043: Commonly Used Port G0070: Dark Caracal
T1047: Windows Management Instrumentation ggg;;f Egg?;?;gz-o
T1048.003: Exfiltration Over Unencrypted/Obfuscated Non-C2 Protocol G00BO: Cobalt Group
T1049; System Network Connections Discovery GO0086: Stolen Pencil
T1053.005: Scheduled Task G0091: Silence
T1056.001: Keylogging gggngﬁﬁiﬂw
T1057: Process Discovery G0105: Darkvishnya
T1059: Command and Scripting Interpreter GO115: GOLD SOUTHFIELD
T1059.003: Windows Command Shell GO117: Fox Kitten
T1059.005: Visual Basic 0125 HAFNIUM
T1066: Indicator Removal from Tools ! ! ©0126: Higaisa

’ . Add Technique G0131: Tonto Team
T1069.002: Domain Groups ® by id G0132: CostaRicto
T1071.001: Web Protocols 1 outof 11 GO135: BackdoorDiplomacy

by name

T1071.004; DMS 9%

T1076: Remote Deskton Protocol =

dd
Only used techniques | All techniques 2 'te'm
- Open File




Adversary Finder Tool (AFIT)

€ MitreProject

Techniques

by Names by Ids by Ids and Names

Add Technique
® byid
O by name

Reset Load Mitre Att&ick Data Open Neodj Desktop  Start Neodj DataBase Stop Meodj DataBase

Results

by Names

Open Neodj Browser

by Ids

O x

Edit Config,

by lds and Names

Add ltem

Open File

Save
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Adversary Finder Tool (AFIT)

€ MitreProject — O X
Reset Load Mitre Att@ick Data Open Neodj Desktop  Start Meod) DataBase Stop Neod) DataBase Open Neodj Browser Edit Config,
Techniques Results
by Names by Ids by |ds and Names
by Names by Ids by Ids and Names
indd Technique
(® by id
D by name
Add ltem
Openfile save
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Techniques

by Names by Ids by lds and Names

T1543.004: Launch Daemon

T1568.001: Launchctl

T1222.002: Linux and Mac File and Directory Per
T1087.001: Local Account

T1078.003: Local Accounts

11114.0017: Local Email Collection

T1069.001: Local Groups

T1046: Network Service Scanning

T1070.005: Network Share Connection Removal
T1029: 5cheduled Transfer

T1113: Screen Capture

15



Adversary Finder Tool (AFIT)

€ MitreProject — O et
Reset Load Mitre Att8ck Data Open Neodj Desktop  Start Neodj DataBase Stop Neodj DataBase Open Neodj Browser Edit Config,
Techniques s
[ byNames | | bylds | |bylds and Names
| byNames | | bylds | bylds and Names
T1543.004: Launch Daemon
T1569.001: Launchctl Count Group "
E$$i. tlnu): ;nd Ma: File and Directory Pern G0050: APT22
TI078.003: L::| AEEZ::ts 4out of 11| G011 Chimera
. . 36% G0049: QilRig
T1114.001: Local Email Collection
T1069.001: Local Groups
T1046: Network Service Scanning GOO10: Turla
T1070.005: Network Share Connection Removal GO008T: APT3%
T1029: Scheduled Transfer G0027: Threat Group-3390
T1113: Screen Capture ;;; of 1 G0116: Operation Wocao
G0106: Rocke
GO117: Fox Kitten
GO096: APTA
GOD0E: APT1
GOO77: Leafminer
G0018: admin@338
‘3—8“: of 11| Goo74: Dragonfly 2.0
< > GO0081: Tropic Trooper
Add Technique G003%: Magic Hound
O byid
@® by name
v
Add Item
Open File i

Results

Count

4outof 1
36%

3 out of 11
27%

by Names

bylds by ldsand Names

GO050: APT32
G0114: Chimera
GO049: OilRig

GOO10: Turla

GO08T: APT39

GO027: Threat Group-33%0
G0116: Operation Wocao

G0106: Rocke

G0117: Fox Kitten
G0096: APT41

GO006: APT1

GO077: Leafminer
G0018: admin@338
G0074: Dragonfly 2.0
G0081: Tropic Trooper
G0059: Magic Hound

L]

Save




Adversary Finder Tool (AFIT)

Results
by Names by Ids by Ids and Names
Count Group Lo
GO050: APT32
4 out of 11 | G0114: Chimera
36% G0049: OilRig
G0139: TeamTNT
GO010: Turla
3 out of 11 | GOORT: APT30 Go to MitreAtt8.ck Website
27% GO116: Operati Generate Query (relation with Technique)
Generate Query (relation with Group)
Show Details
G0106: Rocke
GO117: Fox Kitten
GOOT4: Dragonfly 2.0
GO0018: admin@338
GOO77: Leafminer
G0D0D&: APT1
fs";‘t of 11 | Googe: APT41
° G0021: Tropic Trooper
G0059: Magic Hound
v

Save

=4
-y

EUROCONTROL

| & GO027: Threat Group-32390 X ‘
' G0027: Threat Group-3390
Go to MitreAttBeck Website

2% of techniques used

Show Associated Groups

by Names by lds by |ds and MNames |
Technigues Lsed |

T1126: Metwork Share Connection Remowval
T1126.001: Local Account
T1046: Network Service Scanning

Only uzed technigques  All techniques

17



Adversary Finder Tool (AFiT) o

Results
by Names by Ids | by Ids and Names
[ Threat Group-3300. T6-3300,En % | 4 - a =
fa)
Count Group (o] O B hitpsattack mitre.org/groups/GO027/ B w
Gmso'- APBE . Techniques ~ Data Sources Groups Software
4 out U‘f 1 1 GOT 1 4: Chlmera ATTRCK v10 has been released! Check out the blog post or release notes for more information.
36% G0049: OilRig
GROUPS Home > Gioups > Threat Group3aa0
SilverTerrier ~
Soulg Threat Group-3390
G013%: TeamTNT : P
Stealth Falcon Threat Group-3360 is a Chinese threat group that has extenslvely used strategic Web compromises to target victims. 1 The
Gmﬂ I} TI..I rl a Strider group has been active since atleast 2010 and has targeted organizations in the aerospace, government, defense, technology, 1D- 60027
i 3 — - ) + and manufact 1ors, 101 © Associated Groups: T6-3390, Emssary Panca,
G0027: Threat Suckfly FRET ANG mAnUIactnng sector BRONZE UNION, APT27, ron Tiger, LuckyMouse
3out of 11 | GODBT: APT39 Go to MitreAtt8ick Website A4S ersion 15
27% 3 - R R - TAS05 Created: 31 May 2017
GO116: Operati Generate Query (relation with Technique) ThSS1 Last Modified: 12 October 2021
Generate Query (relation with Group) TeamTHT Versian Permalink
TEMP.Veles
Show Details The Whits Compeny Associated Group Descriptions
Threat Group-1314 Mame Description
GD106: Rocke Threat Group-3390 53390 s
G0117: Fox Kitten Thrip
G0O074: Dragonfly 2.0 Tonto Team Emissary Panda (8118 1 517)
. Transparent Tribe [
G0018: admin@338 ’ BRONZE UNON
ropic Trooper .
i ! ! APT27 1012 151
GOO77T: Leafminer s
. GO0DE: APTY Volatile Cedar ron Tiger ]
1309:t of 11 | =006 APTA1 Whitefly LuckyMonse T
H Windigo
GO021: Tropic Trooper ¢
- Techricues Used
G0039: Magic Hound q
Winnti Group
WIRTE Domain n Name Use
Wizard Spider Enterprise  T1548 002  Abuse Elevation Control Mechanism: A Threat Group-3390 tool can use a public UAC bypass methed to elevate privileges.
Bypass User Account Contrel
W ZIRCARITIL e
Save

18



Adversary Finder Tool (AFIT)

Results
byNames = bylds | byldsand Names
Count Group g
GO050: APT32
4 out of 11 | G0114: Chimera
6% G0043: OilRig
G0139: TeamTNT
GO010: Turla
G0027: Threat (peem—maaad '
3 out of 11 | GODAT: APT39 Go to MitreAttBick Website
2T% GO116: Operati Generate Query (relation with Technique)
Generate Query (relation with Group)
Show Details
G0106: Rocke
GO117: Fox Kitten
G0O074: Dragonfly 2.0
G0018: admin@338
GOOTT: Leafminer
GODD6: APT
*:-a"-;‘: of 11| G0096: APT41
G0021: Trepic Trooper
G0059: Magic Hound
W




Adversary Finder Tool (AFIT)
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3 Mitigation Window

Techniques

X

Set background| | Reset background

by Names by |ds by Ids and Names

Mitigations

T1114.001: Local Email Collection
T1069.001: Local Groups

T1126: Network Share Connection Removal
T1029: Scheduled Transfer

T1113: Screen Capture

M1041: Encrypt Sensitive Information

T1126: Network Share Connection Removal Mitigation
M1031: Network Intrusion Prevention

T1029: Scheduled Transfer Mitigation

T1113: Screen Capture Mitigation

M1030: Netweork Segmentation

M1042: Disable or Remove Feature or Program

T1046: Network Service Scanning Mitigation

M1022: Restrict File and Directory Permissions

M1026: Privileged Account Management

Generate query | Copy query | Hide query

Techniques T1046: Netw_ork Service Scar_ming _ o -
Results T1222.002: Linux and Mac File and Directory Permissions Medification
by Names by Ids by Ids and Names
T1160: Launch Daemon
T1152: Launchctl Count
Eﬁ;ﬁ? tlnuT ;nd Ma:: File and Directory Pernt G0112: Chid
001: Local Accoun
T1078.003: Local Accounts 4out of 11 | G000 APT
—— } _ 36% G0048: OilR)
T1114.001: Local Email Collection
T1069.001: Local Groups
T1046: Network Service Scanning G013%: TeamTNT
T1126: Network Share Connection Removal G0116: Operation
T1029: Scheduled Transfer .
T1113: Screen Capture Generate Query (relation with Group) Im

Generate Query (relation with Mitigation)

Generate Cuery (relation with All)

See Mitigations

|| | GO117: Fox Kitten

20
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2"d step: Al/ML based tool



Al/ML app

* Find and structure data (though most data
cannot be shared) in free text

* Create AlI/ML model that could find patterns and
make better predictions

» Improve prediction by considering contextual info
provided in the cyber attack report

* Increase likelihood for some APTs —
decrease/exclude for others
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Al/ML app — Cooperation and Information sharing

- Federated machine learning gl gl
« Share only models as data cannot be shared < ’U I E D n
* FEDnN Project
https://scaleoutsystems.github.io/fedn/

*  Two modes to use it:
* Frozen mode: simply apply it to — without
further enriching it

« Enriching mode: apply it and further enrich the
model with updated dataset

24
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AI/M L app T1566 PhIShlng Context - target EUROCONTROL

Activity Summary

—_—

The threat actor crafted the@nshing emails fo masquerade as a|U.S. Department of State Public

Affairs official sharing an official document. The links led to § ZIP archive [hat conrarmeor

weaponized Windows shortcut file hosted on a likelv compromised legitimate domain, jmj[.].com. The
shortcut file was crafted to execute d PowerShell command

ded and executed

—

T1598.002 Spearphishing Attachment

additional code from within the shortcut file.

Upon execution, the shortcut file dropped a benign, publicly available, U.S. Department of State form
anq Cobalt Strike Beacon{Cobalt Strike 1s a commercially available post-exploitation framework. The
BEACON payload was configured™wsaa modified variation of the publicly available "Pandora"
Malleable C2 Profile and used a command a C2) domain — pandorasong[.]com — assessed
to be a masquerade of the Pandora music streaming service: mization of the C2 profile may
have been intended to defeat less resilient network detection methods

T1059.001 Powershell

configurations. The shortcut metadata indicates it was buj T he
shortcut used in the[November 2016 campaign. [The decoy content is shown in Figure 1.

< of Saat O AR AL N0 aEaTTe
'ﬁ_ U.S. Depaniment of Stale £ DATE: 5503801

(= ES TIMATED BUMDEN. I bours

\J\-

TRAINING/INTERNSHIP PLACEMENT PLAN

SECTION 1: ADDIMONAL EXCHANGE VISITOR INFORMATION
Trainee/Fierm Name (SumamePrimary, Given Name(s) (s malch passoon name) E-mnall Address

A

Context — similar attack

T1090.004 Domain Fronting

25




Call for cooperation

- AFIT tool: you can use it if interested,
no need to share data with us.

- Report bugs, suggestions, etc..

* Al/ML app

- Federated learning approach:
« Train model based on your dataset

 Enrich the “central” model based on your locally
trained model

* No need to share data with us
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THANK YOU

Patrick MANA (patrick.mana@eurocontrol.int)
Bahtiar MUSTAFA (bahtiar.mustafa@eurocontrol.int)
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