Windows 2000 / 11S 5.0 Hardening Guide

Overview

This document is applicable ONLY to Windows 2000 running 11S 5.0. If any other application is running on the
server to support its function (e.g., Cold Fusion), then that application must also be secured. The steps in this
guide should be performed on new installations only to avoid unpredictable results. This hardening procedure
should NOT be used on general-purpose NT servers on an internal LAN (e.g., file servers), as it removes
several of the services that NT uses for default functionality.

NOTE: You should do all of this with your PC unplugged from the network. Create a CD with the needed files.
Instructions

Follow these steps chronologically. You may print this procedure and check off each of the steps as they are
completed. Unless otherwise noted, all steps are a requirement for running on the DMZ. These steps are not a

guide but the requirements for DMZ deployment. Any deviation from this process should be approved by your
InfoSec Department.

Initial Configuration

Step 1 — Boot up Windows 2000 CD-ROM to begin installation and configuration.

1.1 The Welcome to Setup screen appears. Press Enter to continue.

1.2 Click F8 to accept End User License Agreement (EULA).

Note: Install only one instance of the operating system. If you need to get on to a server using another instance,

install on need, and delete afterwards. If there are any previous versions of operating systems, remove by
deleting partitions then repartition.

Step 2 — Partitioning the OS

2.1 — Choose your OS partition for installation then choose NTFS for format. Reserve a separate minimum 6.5
GB partition for the OS (more is better).

Step 3 — Choose your regional settings as appropriate

3.1 Type in name and organization.

3.2 Choose Per Seat License.

Step 4 — Choose a name for the server and set a strong administrator password

4.1 — You should follow your corporate naming standards and select a strong password per the company
guidelines.

Step 5 — Choose Components



5.1 — Go into Details on Accessories; uncheck Accessibility Wizard, uncheck Communications, uncheck
Games and uncheck Multimedia (uncheck all and leave Accessories checked). Then Click OK

Accessories and Utilities

To add ar remove a companent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

Subcomponents of Accessones and Utilities:

Wizard 04ME =]
Communications 1.7 1B
@
ii‘ Games 4 3MB
88, Multimedia 29 MB

Deszcrption:  Includes YWindows accezsonesz and enhancements far your computer.

Total dizk zpace required: 0.0 B Dietails
Space available on dizk: I7F7 3 MB
Ok, | Cancel |

5.2 — Back at the Components menu, uncheck Indexing services.

5.3 — Go to Details on Internet Information Services (11S), uncheck all then check only Common Files,
Internet Information Services Snap-In and World Wide Web Server then click OK.

Internet Information Services (I115)

To add ar remove a companent, click the check box. & shaded box means that only part
of the component will be inztalled. To zee what's included in a component, click Details.

Subcomponents of Internet Information Services [IIS]:

el Documentation 35 ME
oI File Transfer Protocol [FTF] Server 0.1 kB
Q? FrontPage 2000 Server Extenzions 41 MB
W '}f.i] Internet Infarmation Services Snap-n 1.3ME
a Internet Services kanager [HT kL] 0.7 rB
B NNTF Service 11ME 7]

Dezcription:  Fequired |15 program files. Thesze files are required by many of the
companentz, but shauld not Be installed independently.

Total dizsk space required: 0.0 MB

Space available on dizk; 773 MB

5.4 — Uncheck Script Debugger.

5.5 — Go to Details on Management and Monitoring Tools, check Simple Network Management Protocol
(SNMP) if SNMP is to be used.



Management and Monitoring Tools

To add ar remove a companent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.
Subcomponents of Management and kMaonitaring Tools:
o2 Connection Manager Companents 1.7 ME J
o3| Metwark Monitar Taals 27 ME

=

Simple Metwork Management Protocol 0.9 kB

[

Deszcrption:  Includes agents that maonitar the activity in network, devices and repart to
the network, conzale warkstation,

Total dizk zpace required: 0.0 B
Space available on dizk: I7F7 3 MB
Ok, | Cancel |

5.6 — Check Terminal Services.

Windows Components Wizard

Windows Components
Y'ou can add or remove companents of Windowes 2000,

To add ar remaove a companent, click the checkbox & shaded box means that anly
part of the component will be installed. To zee what's included in a component, click
Dretailz.

Components:

% Script Debugger 1.1 B ﬂ
¥ Terminal Services 14.3 MB

;f Terminal Services Licensing 0.9 B

g windows Media Services 19.1 MB :‘

Deszcrption:  Provides a multi-zeszion environment for clients to access
Ywindows-bazed programs on this computer.

Total dizsk zpace required: 0.0 B Details
Space available on dizk; I 3 MB —

< Back | Hest » | Cancel |

5.7 — After your finished you will have only Accessories and Utilities, Internet Information Services (11S)
and Terminal Services checked.

5.8 — Click Next.

Step 6 — Set Date, Time and Time Zone then click Next



Step 7 — Setting up Terminal Services

7.1 — Select Remote Administration Mode for terminal services then click Next

7.2 — Choose Typical Network Settings

Step 8 — Workgroup or Computer Domain setup:

8.1 — Choose “No, This Computer Is Not On a Network, or Is On a Network Without a Domain.”
8.2 — Type in a random workgroup name (Alt-255 for a blank workgroup).

Note: The file copy starts (This may take some time). Log back in after reboot.

Step 9 — When the Windows Configure Your Server screen appears:

9.1 — Choose | Will Configure This Server Later.

9.2 — Click Next, then uncheck Show This Screen at Startup. Close window

Step 10 — Install the latest Service Packs and Patches

As of 10/15/2004: (You should consider downloading all of these files and burning them to a CD-ROM.)

10.1 — Install SP4 for Windows 2000

10.2 — Install Internet Explorer 6.0 SP1

10.3 — Install the latest critical patches

MS04-038 | October 12, 2004 - Cumulative Security Update for Internet Explorer
(834707)

MS04-037 | October 12, 2004 - Vulnerability in Windows Shell Could Allow Remote
(841356) Code Execution

MS04-032 | October 12, 2004 - Security Update for Microsoft Windows
(840987)

MS04-024 | August 10, 2004 — Vulnerability in Windows Shell Could Allow Remote
(839645) Code Execution

MS04-023 | July 13, 2004 — Vulnerability in HTML Help Could Allow Code Execution
(840315)

MS04-022 | July 19, 2004 — Vulnerability in Task Scheduler Could Allow Code
(841873) Execution

MS04-020 | August 10, 2004 - Vulnerability in POSIX Could Allow Code Execution
(841872)



http://www.microsoft.com/downloads/details.aspx?FamilyID=1e1550cb-5e5d-48f5-b02b-20b602228de6&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=7C1404E6-F5D4-4FED-9573-DD83F2DFF074&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=846E7479-133B-45D7-AA69-D9257F1BE178&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=4A614222-BA0B-4927-856D-D443BBBE1A42&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=397BE12B-A026-41A6-8E98-B4027BC6A110&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=3F2F1A7D-5CF2-4791-A7EE-07F20F75796C&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=BBF3C8A1-7D72-4CE9-A586-7C837B499C08&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=05203A7E-4A11-4F88-AA73-75A6C81466B8&displaylang=en

MS04-019 | July 13, 2004 - Vulnerability in Utility Manager Could Allow Code
(842526) Execution

MS04-004 | April 12, 2004 — Cumulative Security Update for Internet Explorer.
(832894)

MS04-014 | Mayl11, 2004 — Vulnerability in the Microsoft Jet Database Engine Could
(837001) Allow Code Execution.

MS04-012 | April 21, 2004 — Cumulative Update for Microsoft RPC/DCOM.
(828741)

MS04-011 | May 4, 2004 — Security Update for Microsoft Windows.

(835732)

MS04-003 | April 1, 2004 — Buffer Overrun in MDAC Function Could Allow Code
(832483) Execution

MS03-043 | December 2, 2003 — Buffer Overrun in Messenger Service Could Allow
(828035) Code Execution

MS03-044 | October 22, 2003 — Buffer Overrun in Windows Help and Support Center
(825119) Could Lead to System Compromise

MS03-042 | October 29, 2003 — Buffer Overflow in Windows Troubleshooter ActiveX
(826232) Control Could Allow Code Execution

MS03-034 | April 13, 2004 — Flaw in NetBIOS Could Lead to Information Disclosure
(824105)

MS03-041 | November 17, 2003 — Vulnerability in Authenticode Verification Could
(823182) Allow Remote Code Execution

MS03-023 | May 13, 2004 — Buffer Overrun In HTML Converter Could Allow Code
(823559) Execution

MS02-050 | November 11, 2003 - Certificate Validation Flaw Could Enable Identity
(Q329115) | Spoofing

You may now plug the server into the network.

Step 11 — Installing SSH Server for Remote Management
For remote access we will use SSH as the only transport.

11.1 - Install the SSH Server and Client Software

We use and recommend the Tectia SSH Server and Client from http://www.ssh.com. The screenshots below
illustrate the installation of these components.

11.2 — After installing the server application, open the SSH Secure Shell Server Configuration window:


http://www.microsoft.com/downloads/details.aspx?FamilyId=94CD9925-D99B-4CB6-B51E-248D4FD8AF07&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=70530968-B59A-47C0-90D3-0C884910BC97&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=5813346A-7EC2-4F57-A199-8375DA0AD816&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=FBD38C36-D1D3-47A2-A5D5-6C8F27FDCC40&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=0692C27E-F63A-414C-B3EB-D2342FBB6C00&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=39472EE8-C14A-47B4-BFCC-87988E062D91&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=99F1B40D-906A-4945-A021-4B494CCCBDE0&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=C2AB63FD-35CA-4D33-9F8C-8BF5DE2D1117&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=FC1FD84B-B3A4-43F5-804B-A2608EC56163&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=D0564162-4EAE-42C8-B26C-E4D4D496EAD8&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=90D27AEC-7D2A-45FD-B85A-E98E574338F1&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=FF84E1A5-C90D-40F2-8CF5-23DA3AB296B4&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyId=065DCA01-1F6F-4F88-AE9E-6F4636D43D9F&displaylang=en
http://www.ssh.com/

Go to Start > Programs > SSH Secure Shell Server > Configuration

This will bring up a window that looks like the following:

MA: 55H Secure Shell for Windows Servers Configuration x|
55H Server Settings SSH sErver SEtti“gs
- General

- Network S5H Secure Shell for Windows Servers wersion 3.2 configuration,
- Erncrgption
- |dentit
N — Server Statuz
- Tunneling
[=- Uzer Authentication
Pazsword Stﬂppﬂd Start Server |
=l Public: Key
- o Cetificates
i BG4 SeculD —Ewent Log
- Host HEStr?Ct?D”S The server reparts important everts in the spstem _
+ User Restrictions event log, Yiew event log contents with this button,  Yiew Event Log |
- 5FTP Server
“o Power Uzers )
- License — Default Settings
Restore factore default zettings with this Restore Default Settings |
button. — g

Ok, Cancel

Under the General Tab:

Increase the "Maximum Number of Connections” value to 2

11.3 — Create a new text file called BannerMSG.txt and place it in:

C:\Program Files\SSH Communications Security\SSH Secure Shell Server directory

The file should contain the following verbiage:

WARNINGI !

READ THIS BEFORE ATTEMPTING TO LOGON

This System is for the use of authorized users only. Individuals using this computer
without authority, or in excess of their authority, are subject to having all of their
activities on this system monitored and recorded by system personnel. In the course of
monitoring individuals improperly using this system, or in the course of system
maintenance, the activities of authorized users may also be monitored. Anyone using this
system expressly consents to such monitoring and is advised that if such monitoring
reveals possible criminal activity, system personnel may provide the evidence of such
monitoring to law enforcement officials.

11.4 - Link the BannerMSG.txt file that you just created in the "Banner message file" box by clicking on the
box with the three dots on the right of the white space and finding the file in the above named directory.



selectfile 2| x|
Laak jr: I I 55H Secure Shell Server j = ¥ ER-

|- Documentation
. BannerMSi, bxk
E] cert-user-mapping. txk
f;j License. txk
El Readme.bxk

File name:  [BannerMSG.tat Open |
Files of type: [ Test Files (* 1) 4 Cancel |

The resulting screen should look like this:

M 55H Secure Shell for Windows Servers Configuration |

- [aeneral

i

- Metwark Configure general zerver zettings.
- Encrgptian
- | dentity b aRirnLam nurmber IE — 1yl
- Tunneling of connections [0="rlito)
= Ll_ser Authentication Ewent lag filker
Paszword [V Emars
=l Public: Key i
- Centificates WV w/amings
... ASA SecurlD ¥ Infarmation
- Host Restrictions
- Uszer Restrictions
- SFTP Server Idle tirmeout [zeconds) ||:| [ 0= dizabled |
. Power Usgers
- Licensze Banner meszage file IE:'\F‘ngram Files\55H Communication:
Termninal provider Iu:mu:l.e:-:e |
Apply ] Cancel

11.5 - Under the Encryption Tab:
Ensure that the following settings are selected:

Ciphers: AnyStdCipher
MACs: AnyStdMac




MA: 55H Secure Shell for Windows Servers Configuration X|
S5H Server Settingz Enc tion
- General yp

- Metwork Configure encryption algaorithms [ciphers] and meszage authentication codes
& E ncryption [MALCs] here. Select one of the predefined options ar specify your own
combination of zupparted ciphers, separated by commaz.

- |dentity
- Tunneling
I~ User Authentication Ciphers I-‘E'-”-'r'StdEiphE’ j

- Pazsward
- Public Key MALs |&nyStaMac ~|
i i Cerlificates
L BSA SeculD Fiekey interval [seconds] IU— [ 0 = dizabled ]

- Hozt Restrictions

- Uszer Pestichions Random zeed fils Isewer_randu:um_seed J

=~ SFTP Server

i Power Users

- License

Apply | | ] 4 I Cancel

11.6 - Under the Tunneling Tab:

Place a check mark in the box next to Allow TCP Tunneling.

[8: SSH Secure Shell for Windows Servers Configuration
55H Server Settings Tunnellng
- General

- Metwark, Configure tunneling by listing users who can create tunnels.
- Enciyption
- | dentity Bllow TCP tunneling v

= User Authentication
Password
= Public ey
. Cerlificates
- R5A SeculD
- Host Restrictions
- Uger Restrictions Deny TCF tunneling for users
=~ SFTP Server

. Power Users
- License

Allove TCP tunneling far users

[ TCP tunneling must be
enabled abowve. |

Apply F, Cancel




11.7 — Under the User Authentication > Password Tab

Ensure that the "Permit empty Passwords"” box is NOT checked.

M. 55H Secure Shell for Windows Servers Configuration x|
55H Server Settings Password
- General

- Metwark, Configure paszwiord authentication. Please note that the uze of domain wzer
- Encreption accounts always requires pazzsword authentication.
- | dentity
- Tunneling — Pazzword Authentication
= User Authentication o
[E—— Fazswaord authentication I.-’-'-.Ilcuw j
= P:Ubh': K_Ef"" Permit ermpty passwords |
P Certifizates
i FSA SecurlD
- Host Restrictions — Kevboard |nteractive

-+ User Restrictions Pazsword authertication can alzo be offered through a new generic

= SFTF Server authentication method called keyboard interactive, Check the box
e Power Ulzers below to enable it.
- License

[ Fun pazsword authentication over kevboard interactive

&pply QO Cancel

Click Apply to make the changes permanent. Click OK to exit.

Step 12 — Media Configuration

12.1 - Go to Start > Programs > Administrative Tools > Computer Management > Disk Management



ol
=] File  pction  Wiew window  Help == =]
= | Bam 2 BXxEsalk

Q Compuker Management (Local)y Yalume | Laviouk | Type | File Stvskem | Skatus | Capacity | f
=- ﬁg System Tools = (c) Partition Basic MTFS Healthy (System) 3,91 GB

I @ Event Yiewer

Shared Folders

% Local Users and Groups

--- 4% Performance Logs and Alerts
- E. Device Manager

= @ Starage

- Removable Storage
& Disk Defragmenter
i o i

== FL'isk. Management

ZSIMRMSYOL_EM (D:) Partition Basic CDFS

1|

Healthe

S42ME O

Eﬂ--& Services and Applications
E¥Disk 0
Basic {C:)
5.00 GEB 3.91 GE NTFS 4.09 GB
online Healthy {System) Unallocated
“/CD-ROM 0 e
LD MRMSYOL_EM {D:)
542 MEB 542 MB CDF5
Cnline Healthey

| ]

B Unallocated | Primary partiticn

12.2 — Format unallocated disk space.

In the bottom right panel, Right Click on the section labeled Unallocated (shaded in the picture below) on Disk
0 and choose New Partition.



ol
(=] File | Ackion  Wiew  Window  Help == =]
= | O 2 DS

Q Compuker Management (Local)y Yalume | Laviouk | Type | File Stvskem | Skatus | Capacity | f
Eﬁg System Tools = () Partition Basic MTFS Healthy (System) 3,91 GB

-] Evertt Wiewer

[—]@ Skarage
=3 Removable Storage
i Disk Defragmenter

i ded Disk Management
EEI--& Services and Applications

' Shated Folders
i Local Users and Groups

ZEIMRMSYOL_EM (:) Partition Basic CDFS

Healthe

S42ME O

1]

E¥pisk 0

Basic {C:)

E-U!:' 6 3.91 GB NTFS 4,09 GB

online Healthey (System) Unallocated

=icp-ROM 0 L
[ MRMSYOL_EM (¥:)

542 ME 542 MB CDF5

Cnline Healthey

| »] B Unallocated | Primary partiticn

This will bring up the New

Mew Partition YWizard

Partition Wizard

Welcome to the New Partition

Wizard

Thiz wizard helpsz you create a partition on a bazic disk.

A bazic digk iz a physical dizk that containg primary partitions,

extended partitionz, and logical drives. You can uze any

verzion of Windows or M5-005 to gain access bo partitions

an basic disks.

To continue, click MNest,

< Back

Cancel |

12.3 — Click Next to continue




Mew Partition Wizard x|

Select Partition Type
There are three twpes of partitions: primary, extended, and logical. ,

Select the partition pou want to create;

% Primary partitiort

ErrrFOCPR . M

" Extended partition

£ Logical drive

— Description

& primary partition iz a volume pou create wzing free space on a bazic disk.
YWindows and other operating systems can start fram a primary partition. v'ou can
create up to four primary partitions or three primary partiions and an extended
partition.

< Back I MHest » I Cancel

12.4 — Ensure that Primary partition is selected and click Next to continue.

New Partition Wizard x|

Specify Partition Size
Chooze a partition zize that iz between the mawirnum and minimum sizes. ,

b awium dizk zpace in megabyptes [MEB]: 31259
inirum dizk zpace in MB: a

Partition zize in MB:

< Back I Hest » Cancel

12.5 — Select the size of your partition in MB and click Next to continue.



Create Partition Wizard

Aszzign Dnve Letter or Path
Y'au can aszign a drive letter ar drive path to a partition.

{+ ssign a drive letter: IE: =l

™ Mount thiz volume at an empty folder that supports diive paths:

I Brawse, . |

™ Do not assigh & drive letter or drive path

< Back I Hest » I Cancel

12.6 — Assign it the appropriate drive letter, E: and click Next to continue.

Mew Partition Wizard x|

Format Partition
To store data an thiz partition, vou must format it first. ,

Choose whether pou want ko farmat this partition, and if 2o, what settings you want to uze,

" Do not format this partition

% Format this partition with the following setings:

File system: INTFS j
Sllocation unit size; IDEfauIt j
Yalumne |abel: INEW alume

[ Perform a quick. format

[~ Enable filz and folder compression

< Back I MHest » I Cancel

12.7 — Ensure that Format this partition with the following settings is selected and the values for File System
is NTFS and the Allocation unit size is default. You may change the Volume Label if you desire.

Click Next to continue.



Mew Partition Wizard

Completing the New Partition

Wizard

Yaou have successfully completed the Mew Partition Yizard.

You zelected the following zettings:

Fartition bipe: E‘rimaru_nartitinn

Digk zelected: Disk 0
Partition zize: 4183 MB
Dirive letter or path: O

File syzter: NTFS
Allocation unit zize; Default

Wolume label; Mew Yolume
Mk Farmmak A

To cloze this wizard, click Finigh.,

< Back I Firizh I

Cancel

12.8 — After reviewing your selected settings, click Finish to begin the format.

Upon completion, your disk manager should show 2 partitions on Disk 0 as pictured below.

E Computer Management

@ Event Viewwer
@ System Information

[-g Shared Folders

- Device Manager

- ¥ Local Users and Groups
[—]@ Skarage

a Disk Management
----- @ Disk. Defragmenter

=) Logical Drives
@ Removable Storage
Eﬂ--@ Services and Applications

ﬁ Performance Logs and Alerts

=101 %]
| aton wew || & 5 @M 2 |0 X & & o 5
Tree I Yolume | Layout | TypeE | File: System | Skatus | Capacity |
Q Computer Management (Local) = F‘art?t?u:un Basic MTFS Healthy (Syskem) 4,40 GB
,__—_lﬁE System Tools =MNew Yolume (E:)  Partition  Basic  NTFS Healkhwy 3.60 G6

1|

ZDisk 0

Eiasic (C:)
B.EI!:I B 4.40 GE MTFS
Cnline Healthyy (Swstem)

Mew Yolume (E:)
3,60 GB MTFS
Healkby

=}CDRom 0
DVD (D2}

Mo Media

B Fiimary Partition




When the formatting is complete, you can close the Computer Management window.

12.9 — Double click on the My Computer icon, Right click on the C: drive and select Properties
Click on the Security Tab

12.10 — Remove the Everyone Group

12.11 - Click on Add and add the Administrators Group and the SYSTEM Group giving them permissions
for Full Control.

Local Disk {C:) Properties ed A

Generall Tools I Hardware Security | [Juota I Weh Sharingl

Marne | Add...

ﬁ Administratars [fa42K-BASELIME \Administr...
S TEM Bemove |
fu s L

Permizsions: Al Deny
Full Cortral O
Fodify O
Fead & Execute O
Lizt Folder Contents O
Fead O
Wiite O

Advanced... |

] I Cancel Apply

12.12 — Add the Backup Operators Group and give them permissions for Modify.



Local Disk {C:) Properties 7] x|

Generall Toolz I Hardware Security | Cluota I Wwieb Sharingl

Mame | Add...

ﬁ Adrminigtrators Ma2E-BASELIME Wadminiztr. . =

b #4Backup Dperators (W2K-BASELINE\Bac. . _ Bemove_ |

€7 STSTEM

Permizzions: Bllonea Dermy

Full Cantral O O
b odify O
Read & Execute O
Lizt Folder Contents O
Read O
Wit O
Advanced... |

k. I Cancel Apply

12.13 — Add the Power Users Group and give them permissions for Full Control.

Local Disk {C:} Properties 2=

Generall Toolz I Hardware Sectirity | Cuota I weh Sharingl

Mare | Add..

ﬁ Administrators M 2K-BASELINE \Administ...

€7 Backup Operators [w2K-BASELINE\Bac. . ﬂl

‘ FPower Users [wW2K-BASELINEWPower Uz,

€7 SrsTEM

Permigzions: Al Deny

Full Control O
bl odify O
Fiead & Execute O
List Folder Contents O
Read O
Write O

Advanced... |

k. I Cancel Apply




IMPORTANT!! Click Advanced > place a checkmark in the box labeled Reset Permissions on all Child
Objects.

A Security screen will pop-up.

Security |

This will remove explicitly defined permissions on all child objects
and enable propagation of inheritable permissions to those child
objects, Only inheritable permissions propagated from Local Disk
(i) will bake effect,

Do o wish bo conkinue?

] Mo |

You should click Yes to continue.

An Error screen will pop-up.

Error Applying Security |

& An emar ocourred applying zecurity infarmation ko
C:hpagefile sz

The process cannot access the file because it iz being used by
another process.

Cancel |

Click Continue (you can safely ignore the error on the Pagefile).

Your results should look like this:



Access Control Settings for Local Disk (C:) EH |

Permniszions | Auiditing I Owner I

Fermizzion Entries:

Type | M amne | Permizzion | Apply ta |
% &dministratars [DMZ-Bé...  Full Control Thiz falder, subfalders and files
% Allowy  Backup Operators (DM, Modify Thiz folder, subfalders and files
% Bllow  Power Users [DMZ-BA.. Full Contral Thiz falder, subfolders and files
% Allow  SYSTEM Full Cantrel Thiz folder, subfolders and files

Add... Bemove Wiew /B dit..

Thiz permizzion ig defined directly an thiz object. Thiz permizsion iz inherited by child objects.

r Fezet permizzions on all child objects and enable propagation of inheritable

PEMMIZEI0NS.
] I Caricel | e 1] I

12.14 — Click the Auditing tab > Add > Administrators and click OK.

i Select User or Group

Look in: | 2K BASELINE

I ame | I Falder

ﬁ Evemone

ﬁ.ﬁ.uthenticated Uszers
€3 ANONYMOUS LOGON
€L BATCH

€5 CREATOR O'WwWNER
P rEFATOR RO

M arne: I.ﬁ.dministratnrs

12.15 - Check the boxes for each of the following:
e Create Files/Write Data
e Create Folders/Append Data
e Delete Subfolders and files
e Delete
e Change Permissions
e Take Ownership




Auditing Enktry for Local Disk {C:) 7] x|

Object |
Marne: [Adrmiristrators (w/2K-BASELINE \dmini
Apply anta: | This folder, subfolders and files |
Aooess Successful  Failed
Traverse Folder / Execute File | [l ;I
List Folder / Fead Data (M| O
Read Attibutes O O
Fead Extended Attibutes O O
Create Files / Wwiite Data
Create Folders / Append D ata
Wiite Attibutes (M| O
Wihite Extended Attibutes O O
Delete Subfolders and Files
Delete
Fiead Permissions (M| O
Change Permizzionz —
T ake Ownership j

r Apply theze auditing entries to objects Clear Al |

and/or containers within thiz cantainer anly

] | Cancel |

12.16 — Add the Power Users Group, the Backup Operators Group to be Audited with the same permissions
in Step 12.15. Click Apply and then OK.



Access Control Settings for Local Disk (C:)

Pemissions Auditing l I:Iwner]

Auditing Entries:

Type | M amne | Ancess | Apply ta |
-_?jl..ﬁ.ll Adminigtrators [DMZ-BA...  Special Thiz folder, subfolders and files
-_?sl..ﬁ.ll Backup Operators [DM...  Special Thiz folder, subfalders and files
-_-'g..ﬁ.ll Power Uzerz [DMZ-BA...  Special T hiz folder, subfalders and filesz

Add... Bemove Wiew /B dit..

Thiz auditing entny iz defined directly on this abject. This auditing entry iz inherited by child
ohjects.

v Fezet auditing entries on all child object: and enable propagation of inherital:ulai

auditing entries.
] | Caricel Apply

IMPORTANT!! Place a checkmark in the box labeled Reset Auditing Entries on all child objects...

A pop-up box like the one below will appear:

Error Applying Security
& An ermar occurred applving security infarmatian ko
C:hpagefile. zys

The process cannot access the file because it iz being used by
another process.

Cancel |

Click Continue (You can safely ignore the error on the Pagefile).
12.17 — You will get a message that auditing is not turned on.

Security

The current sudit Paolicy for this computer does nat have auditing
turned on. IF this computer gets audit policy From the domain,
please ask a domain administrator o burn on auditing using Group
Policy Editor, Ctherwise, use the Local Computer Policy Editor bo
configure the audit palicy lacally on this compuket,




Click OK
12.18 — Repeat this procedure (Steps 12.9 — 12.17) for all other partitions on your hard drive.
Step 13 — Turn off Indexing on all Volumes

13.1 — Under the General Tab, uncheck the box labeled “Allow Indexing Service to index this disk for fast
file searching”

Local Disk {C:} Properties ed |

General I Taools I Hardwarel SEcurit_l,II [uota I Web Sharingl

E’ Label: I
Tywpe: Local Digk.
File spztem: MTFS
. IJzed space: 2720665600 bytes 253 GE
. Free zpace: 2.000,609.280 bytes 1.86 GB
Capacity: 472,274,880 bytes 439 GE

Diive C Dizk Cleanup... |

[T Compress dive to save disk space

[T Allow Indexing Service to index thiz disk for fast file searching

2k, I Cancel | Apply |

A box will pop up, and you should choose “Apply changes to C:\, subfolders and files”

Confirm Attribute Changes x|

You have chosen ko make the Following attribute changels):

disable content indexing

Do o wank ko apply this change to 24 only, or do wou want ko apply it to
all subfalders and files as well?

" Apply changes ko ) only

% ‘apply changes ko CY, subfolders and Files:

(0] 4 I Cancel




Click OK to continue

13.2 — Repeat this procedure for all other hard drive partitions.

Step 14 - Virtual Memory Settings

14.1 — Right mouse click on the My Computer icon and choose Properties and go to the Advanced Tab.
14.2 — Under the Performance subsection, choose Performance Options and click on the Change button.

14.3 — Under the Paging file size for selected drive, ensure that Custom size: is selected and set the Initial and
Maximum size to be the same (NOTE: use the Maximum size (MB): figure for both values).

¥irtual Memory |
Drive [Molume Label] Paqing File Size (ME)

Z: 1536 - 1536
E:

MNew Yalume

—Paging file size for selecked drive

Crrive: E: [Mew VYolume]
Space available: 1675 ME

Inikial size (ME): I 1536
Maximurm size (ME): I 1536 Set

— Total paging file size Faor all drives

rlinimurn allowed; ZME
Recommended: a6 ME
Currently alocaked: 1536 MB

—Registry size

Current registry size: 11 ME

Maximum reqgistry size (ME: I a8
K I Cancel

14.4 — Click the Set button.
14.5 — Repeat these same steps (Steps 14.1 — 14.4) for all other volumes.

14.6 — Click OK to get back to the System Properties window.

Step 15 - Installing the McAfee Anti-Virus Engine
We recommend McAfee VirusScan for Antivirus.
15.1 — Download the Virus Scan Engine.

15.2 — Create a folder and extract the Virus Scan Engine into it.



15.3 — Go to the folder that you extracted the file to and double click on vse700.msi
x|
McAfee VirusScan Enterprise Setup

This setup wizard will install McAfee YirusScan Enterprise to your server or wiorkstation, Before
continuing, please review the Following product information,

McAfee VirusScan Enterprise =

Version 7.0.0
© 2003 Metworks Associates Technology, Inc. All Rights Reserved.

Thank you for using Virus=can Enterprise software. For a
description of product features, an overview of product system
requirements, and known issues for this release, see the
README TXT file that comes included with the YirusScan
Enterprise software on the CD-REOM you received, orthatis
available as a separate download from the MoAfes website.

. =
‘Wiew Readme | Zancel |

Click Next
x
Q‘) Network W OUR HETWORE. OUR BUSIMESE.
ASSOCIATES
|
Metwork Azsociatez End User License Agreement
Licenze expiry bppe:; Select country where purchazed and uszed:
Ferpetual j ILlnited States [default far uze in US] j
MHetwork Associates Perpetual End Lser License Agreement i’

MOTICE TO ALL WSERS: CAREFULLY READ THE FOLLOWING LEGAL

AGREEMEMT ("AGREEMENTY, FOR THE LICEMSE OF SPECIFIED SOFTWARE
¢SOFTWARE") PRODUCED BY NETWORK ASS0OCIATES, IMC. 'NETWORIK
ASEOCIATES™. BY CLICKING THE ACCEPT BUTTOM OR IMSTALLIMG THE
SOFTWARE, YOU (EITHER AM INDIMIDUAL OF A SIMGLE EMTITY) COMSENT TO BE
BOUMND BY AMD BECOME A PARTY TO THIS AGREEMENT. IF YOU DO NOT AGREE
TOALL OF THE TERMS OF THIS AGREEMENT, CLICK THE BUTTOMN THAT

[MDICATES THAT YOU DO NOT ACCERT THE TERMS OF THIS AGREEMENT AMD

DO MOT IMNSTALL THE SOFTWARE. (IF APPLICABLE, vOL! W&y RETURN THE
FRODUCT TO THE PLACE OF PURCHASE FOR AFLILL REFUND ) j

= || accept the terms in the license agreement

ak. Cancel |

™ | do not aceept the terms in the licenze agreement

15.4 — Change the License expiry type to: Perpetual



15.5 — Click on I accept the terms in the license agreement

Click OK.

x|
VirusScan Select Setup Type

Installs a Full set of Features that includes YirusScan Console,
On-Access Scanner, E-mail Scanner, On-Demand Scanner,
Autolpdate, and Command Line Scanner, IF wou are installing ko a
server, Alerk Manager can also be installed,

™ Custam

Installs a selected set of Features that includes a partial sek or all of
the Features included in a Typical inskallation, You can also use the
cuskom option ko install Alert Manager to a workskation,

Install To
Z:1Program FilesiMetwork Associates)virusScan),

-_ Browse, .. |

S

(‘ MCAfee Disk Space < Back I ek = I Zancel |

SECURITY

Click Next

i'g!,'l McAfee ¥irusscan Enterprise Setup 5[

VirusScan
Enterprise 7.0

Ready to install
The wizard is ready to begin installation,
IF wou want ko review or change wour installation settings, click Back.

Click Cancel to exit the wizard.

lick Install to begin the installation,

¥ McAfee o [

SECURITY

Zancel |

Click Install

McAfee will now install the necessary drivers and files.




i'._w!,'J McAfee ¥irusScan Enterprise Setup ]

£ 1"’"“55‘35'}[] McAfee VirusScan Enterprise setup
bl has completed successfully.

Allows wou to update wour virus definition (DAT) files by running
Autolpdate Mow, and scan your local drives by running Cn-Cremand
Scan. IF wou select both options, AuktoUpdate runs First, then the
Cn-Demand scan immediately Follows,

[ Update Mow

Automatically checks For updates of virus defintion {0AT) Files andjor scan
engine and downloads any available updates,

[T Bun On-Dermand Scan

Examines all fixed drives For infected files. Infections are logged in the
- CnDemand3canlog.txk file located in the direckory Ci\Documents and
- Settingsiall Users\Application DataiMetwaork Associabes irusScan),

Zance| |

:, McAfee

SECURITY

15.6 — Uncheck Update Now and Run On-Demand Scan
Click Finish

15.7 — In the task bar, Right click on the McAfee Antivirus icon and choose VirusScan Console

=
Task Edit Wew Tools Help
& | O | Glalx e S(0]F
Task | Skatus | Lask result |
On-Access Scan Enabled
Weekly, Z:00 4M
I@E-mail Scan Enabled
@Scan Al Fixed Disks Mot scheduled
|'u'iru55|:an Console o

15.8 — Right click on Auto Update and select Properties



% ¥irusScan AutoUpdate Properties - AutoUpdate

i

11;‘} Autollpdate tazks update virug definitions [DAT files]

and gcan engines for all Netwark, Azzociates products

on this compLiter. Cancel |
Schedule... IIpdate Mo | £pEl |
— Log file: Help |

ZALLUSERSPROFILE Z\Application DatasMetwaork Asgo

Browse... |

— Bun options:

Enter the executable to be run after Update 1z completed:

I Browsze... |

[ Orly Fun after Successiul Update

15.9 — Click on the Schedule button

Schedule Settings ilil

Tazk  Schedule |

— Schedule

& Schedule Taszk: S e  UTC Ti

: iy
weskl - 02:00 &M == B

g& I eekly J I =& Local Time

Advanced... |

¥ Enable randomization: |1 _Ij hours IEI _I? minukes

' Run missed task Delay mizzed tazk by IEI _Ij mintes
Schedule T azk Weekly
. =] [ Maon [~ i
Eveny: |1 = week[z) on o I
[ Tue v Sat
[ wed [T Sun
[~ Thu

(] 4 I Cancel Apply Help

15.10 — Under the Schedule Tab you should schedule the Anti-Virus Update according to your needs.

Click Apply then OK.



{fz virusScan Console - DM2-HARD =10 x|
Task Edit Wew Tools Help
S E DR LR
Task | Skatus | Lask result |
On-Access Scan Enabled
5% Autolipdate Weekly, 2:00 AM
+:E-mail Scan Dizabled
@Scan Al Fixed Disks Mot scheduled
|'u'iru55|:an Consaole o

Step 16 — Installing the 11S Lockdown/URLScan toolkit

16.1 — Download the 11S Lockdown toolkit.

Click on and run the 11SLockd.exe

%, Internet Information Services Lockdown Wizard x|

Welcome to the Internet
Information Services Lockdown
Wizard

Thiz wizard helps you configure vour server to offer only the
features reguired for itz role on pour network, Y'ou can use
thiz wizard to dizable or remove unneceszsany Internet
[nformation Services [[15] features that might pose a security
rizk.

After minning the wizard, test the zerver bo enzure that the
new configuration is correct. [F it iz not, you can uze thiz
wizard to undo the most recent changes.

Important: Use of this tool does not replace the need for
timely inztallation of zervice packs and hotfixes.

To continue, click Mext,

< Back Cancel Help

Click Next

16.2 — Click “I agree on the EULA license” and then click Next.

16.3 — The Select Server Type screen will appear. Click the “View template settings” box.

16.4 — Highlight Static Web Server



http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=DDE9EFC0-BB30-47EB-9A61-FD755D23CDEC

%, Internet Information Services Lockdown Wizard

Select Server Template

'ou can easzily configure thiz zerver by zelecting the template that most clozely

matches it role.

Select the template that mazt closely matches the rale of thiz zerver. Ta view the zettings far thiz

template, zelect the YWiew template zettingz check box, and then click Mest.

Server templates:

Ewchange Server 5.5 [Outlook, Web Access]

Ewchange Server 2000 [O'4, PF Management, 1M, SMTP, HHNTP]
SharePaoint Partal Server

FrontPage Server Extensions

SharePoint Team Services

BizT alk. Server 2000

Commerce Server 2000

Prowy Server

St =
Dyramic wWeb server [ASF enabled]
Other [Server that does not match ary of the listed roles)
Server that dogs not require |15

¥ Miew template settings

=

< Back I Mest » I Cancel

Help

Click Next

The Internet Services window will appear.




%, Internet Information Services Lockdown Wizard x|

Internet Services )
. . %

Services that are alieady selected are recommended for this server template. -T?-\

i R

Select the Internet services to enable an thiz zerver. Services not zelected will be dizabled.

v ‘wieh service [HTTF]
Thiz zervice uzes HT TP to rezpond toweb client requestz on a TCRPAP netwark.
™ | Eile Transfer zervice [FTF]

Tihiz zervice supparts the creation of File Transter Protocal [FTR] sites used to transfer
files ta and from the [ntermet.

" | E-mail zemvice [SHTE]

Thiz zervice uzes the Simple Mail Transter Frotozal [SFTE] b0 zend and receive e-mail
MESSAgES.

[T Mews service [HHTE]
Thiz zervice uses the Netwark Mews Traneport Pratacal)

¥ Remove unselected zervices

< Back I Mest » I Cancel Help

16.5 — Ensure that the Web service (HTTP) box is checked and check the “Remove unselected services” box.
A box will pop up asking if you want to remove the services

Internet Information Services Lockdown Wizard |

If wou remowve these services, you will not be able ko restore them with this
wizard. To restore these

services, reinstall them with Add/Remove Programs and then reconfigure
Ehermn,

Do ol wank bo remove these services?

16.6 — Answer Yes to the "Do you want to remove these services™ box.
Click Next

The Script Maps screen will appear



%, Internet Information Services Lockdown Wizard x|

Scnpt Maps
Becausze zonpt maps can poge a secunty nizk, you can dizable them an this server. v--T

Dizable support for the zelected soript maps:

[ ctive Server Fages [.aspf
v |ndex Server web Interface [idg, .hiw, .ida]

¥ Server side includes [.zhtrl, shtm, stm]
¥ Intemet Data Connectar [idz)
v HTR scripting [.htr]

¥ Inkemet printing [. prinker)

< Back I Mest » I Cancel Help

16.7 — Ensure all boxes are checked to set to disable

NOTE: If you plan to run ASP or SSI pages, you will need to uncheck those boxes appropriately.

The Additional Security box will appear.



% Internet Information Services Lockdown Wizard

Additional Security
Y'ou can make additional changes o this server for added security,

Femove the zelected wirtual directaries from this zerver [ikems that appear unavailable
have already been removed):

[+ Scripts
v MSADC v 1154 dmin
+# 115Help

Set file permiszions to prevvent anonymous |15 uzers from performing these actiong:
¥ Bunning system utilities [for example, Cmd.exe. Tip.exe]

W “wiiting to content directories

[+ Disable ‘\w'eb Distibuted Authoring and Yersioning [wdebDay)

< Back I Mest » I Cancel

Help

16.8 — Ensure all boxes are checked.
Click Next

The URLScan screen will appear



%, Internet Information Services Lockdown Wizard x|

URLScan =
IIRLS can improves the secunty of this server. -_T?'_\_

IRLSzan zoreenz all incoming requests ta thiz zerver and filters them based on a set of
rulez. 'ou can cuztomize the iles bazed on the role of your server.

[ Inztall URLScan filker on the serves

Impartant: The server template that vou've selected chooses a filker configuration that most clozely
matches paur zerver environment. For some server environmentz, it may enable functionality you do
not reguire, for athers it may dizable funchionality you need. After completing the Internet Information
Services Lockdown *Wizard, Microgzoft recommends vou read the URLscan documentation, and tune
the URLSzan.ini file bo mest vour zpecific needs. |n addition, remember that no toal replaces the
need for timely installation of service packs and hotfizes. For more information, click Help.

< Back I Mest » I Cancel Help

16.9 — Ensure the box “Install URLScan filter on the server” is checked.
Click Next.

The Ready to Apply Settings screen will appear.



%, Internet Information Services Lockdown Wizard

Ready to Apply Settings
Y'ou can now apply the secunty setlings pou selected.

P,

Selected changes:

Digable ‘Index Server Web Interfface [idg, .hbw, .ida]' script map

Digzable ‘Internet Data Connectaor [Lids]' script map

Dizable 'Server zside includes [.shtml, .zhtm, ztm]' zcnpt map

Digable . HTR =cripting [htr]* zcript map

Dizable ‘Active Server Pages [.asp]' soript map

Dizable ‘[nternet printing [ printer]’ script map

R emowve the printer wirtual directon

Dizable 'web Diztibuted Authaoring and Yerzioning fa'ebDal]

Set file permizzions bo present anonymouz 115 ugers fram writing to content directonies
Set file permizzions bo prevent anonymous 1S wsers from unning sestem ubilities

To change wour zelections, click Back. To apply the new zettingz, click Mesxt.

< Back Cancel

Help

Click Next

The Applying Security Settings screen will appear.




%, Internet Information Services Lockdown Wizard ; x|

Applying Secunty Settings ==
. . . . . . o
Fleaze wait while the wizard appliez the secunty settings you zelected. -1I?-\_
iR
Status:
Digzabling unneeded script mappings... ‘I

Removing printer wirkual directany. ..

Remowving 115 Samples virtual directary. .

Femoving MSADC wirtual directon,...

R ermowving Scrpts wirtual directaorny. .

R ermowving 115 Admin virual directan..

Removing ISHelp virtual directony...

Denying execute permizzion for spetem utilities to anonymous user account...

D enying write permizsions to web content directaries to anonymous wser account. ..
Restarting web zervice. ..

Finizhed.

[4]

Wiew Report

< Back I Mest » I Canzel Help

16.10 - Click View Report if you wish to see what changes have been made.

Note: To see exactly what this does, look at this file c:\winnt\system32\inetsrv\oblt-log.log

16.11 - Click Next

16.12 — Click Finish

Note: Most settings that have been applied here are reversible by running the wizard again. The default

URLScan configuration file (C:\winnt\system32\inetsrv\urlscan\urlscan.ini) should work for you as is. If you
need to make any changes, please consult with an Information Security representative.

Step 17 — Disabling Protocols and Setting a Fixed IP for the Server

17.1 — Right click on My Network Places and choose Properties.

17.2 — Right click on Local Area Connection and choose Properties. Choose the appropriate Local Area
Connection and right click on it and choose Properties.



L Local Area Connection Properties 7] x|

General I Authentication I Advanced I

Connect using:

I B& AMD PCHMET Family PCI Ethermet Adapter

Thiz connechion uzes the following items;

Il % Cliert for Microzoft Metworks

[l .@ Metwork Load Balancing

[l .@ Fil= and Frinter Sharing for Microsoft Metwaorks
Enternet Pratocal [TCPAP)

[nztall... | Whrirztall Properties

— Description

Tranzmigzion Contral Pratocalf|nternet Pratacal. The default
wide area netwaork. protocaol that provides communicatian
across diverse interconnected netwarks.

™ Show izon in notification area when connected

k. Cancel

17.3 — Uncheck Client for Microsoft Networks
17.4 — Uncheck File and Printer Sharing for Microsoft Networks
17.5 - Select Internet Protocol (TCP/IP) and click on the Properties button.

17.6 — Choose Use the Following IP Address and input your static IP address, Subnet Mask and Default
Gateway.

17.7 — Choose Use the following DNS Server Addresses and input your DNS Addresses. (NOTE: The DNS
addresses in the below example are for illustration purposes only.)



Internet Protocol {TCP/IP) Properties 7] ]

eneral

Yau can get IP settings azsigned autarmatically if your netwark, supparts

thiz capability. Othenwize, you need to azk pour nebwork, adminiztrator for
the appropriate [P zettings.

£~ [Obtain an IP address automatically

—{%" Use the following IP address:

|P address: | 1010 .10 . 5
Subnet maszk: I 285 .028R 2550 0
Default gateway: I m .1 .10 .1

£ Obtain DN 5 server address automatizally
—{% Use the following DMS server addiesses:

Preferred DMNS server: I 192 168 . 100 . 10

Alternate DS server: I 172 . 21 . 200 . 100

Advanced... |
] I Cancel |

17.8 — Click on the Advanced button.

Under the DNS Tab

17.9 — Uncheck Register this connection’s address in DNS.



Advanced TCP,/IP Settings 7] ]

IP Settings  DMS | wiNg | Options |

DMS zerver addreszes, in order of Lge:

172.21.200.100 |
L

Add... Edit... Femoyve

The following three zettingz are applied to all connections with TCRAP
enabled. For rezaolution of unqualified names;

' Append primary and connection specific DNS suffizes
¥ append parent suffizes of the primany DMS suffis
" Append these DNS suffizes (in order);

i
2

add | Edi Femove |

DS zuffis for this connection: I

™ Register this connection's addresses in DHS:

™| Use this connection's DS suffiz in DS registation

()% I Cancel

Under the WINS Tab
17.10 — Remove any WINS entries if they exist.
17.11 — Uncheck Enable LMHOSTS lookup

17.12 — Choose Disable NetBIOS over TCP/IP



Advanced TCP,/IP Settings 7] ]

IP Settings | DN~ WINS | Dptions |

— W IMNS addreszes, in order of Lge:

| &
| %]

Add.. Edi. Remaye |

[F LMHOSTS lookup iz enabled, it applies to all connections for which
TCPAP iz enabled.

[~ Enable LMHOSTS lookup [t LRAHESETS.

" Enable MetBIOS aver TCPAR
* Dizable MetBIOS over TCPAAR
" Use NetBlOS setting from the DHCP server

()% I Cancel

You may get a pop-up box warning you that a WINS address is not available, like this one.

Microsoft TCP/IP |

This connection has an empty primary WINS address, Do you wank
ko conkinue?

Click Yes to continue.

Under the Options Tab

17.13 — Choose TCP/IP Filtering and click on the Properties button
17.14 - Click on Enable TCP/IP Filtering (All adapters)

17.15 — Change the Permit All radio buttons to Permit Only

17.16 — Add ONLY the explicitly needed ports and protocols.

TCP Port UDP Port IP Protocol

22 - SSH 161 - SNMP 6-TCP

80 -HTTP 162 -SNMP Trap | 8 - ICMP




| 443 -HTTPS

TCP/IP Filtering

[V {Enable TCP/IP Filtering (Al adaptersk

™ Pemit Al " Permit Al " Pemit &1
— % Pamit Only — % Pemmit Only — % Pemit Only
TCF Parts | UOP Partz |P Protocals
22 161 g
an 162 a
443 17
Add.. Add... Add...
Bemove | R emove | Femove |

o]

Cancel |

17.17 - Click OK to apply the filters.

17.18 — Click OK to return to Internet Protocol (TCP/IP) Properties
17.19 — Click OK to finalize all configurations.

17.20 — Click Close to close the Local Area Connection Properties.

17.21 — Select Yes when prompted to reboot.

Step 18 - Disable NetBIOS over TCP/IP

18.1 - Click on Hardware Tab > Device Manager box.

18.2 — Click on View > Show Hidden Devices

18.3 — Click on View > Devices by Connection

18.4 — Right click on NetBios over Tcpip > Properties > Disable



=g Device Manager !EI
il

chion  Wiew |J1--P| ||@

----- Microcode Update Device ;I

- mnmdd
- MOUNEMQY
----- _» MAL PO Agent Install

- MDIS System Driver J
- MDPromy

\> MetBios over Topip
- MetDetect

e p Mull

----- = parallel Class Enumerator ;I

A pop up window should open that looks like this:

MNetBios over Tcpip E |

Disabling this device will cause it to stop functioning, Do wou really
want ko disable it?

Yes

18.5 — Choose Yes

System Settings Change |

Your hardware settings have changed. You must reskart wour
computer for these changes to kake effect,

Do wou wank bo restark wour computer now?

18.6 — Choose Yes when prompted to reboot.
Step 19 - SNMP Community String
19.1 - Right Click on My Computer > Manage

19.2 — Under Services and Applications, select Services



_ioix]
=] File  pction  Wiew window  Help == x|
= OEHE @] r s 1w
Q Computer Management (Local) Marne £ | Descripkion | Skakus | Skartup Twpe | Lag on As | :l
Elﬁ% System Tools %Secnndary Logan Enables st..,  Started Aukomatic Local System
@ Bvent Viewer %SEcurity Accounts ... The startu,,,  Starked Aukomatic Local System
% S T 88 Server Supports fil..,  Started Aukomatic Local System
2 BT % hel Hardware Det... Providesn... Started  Automatic Lacal Systemn
; %Smart Card Manages a... Manual Local Service
EI@ Strage %SNMP Sepvice . Enah!es Si...  Skarked Aukornatic Local 5';.-'5t|.3|'|'|
-2 Removable Storage %SNMF‘ Trap Service Receives tr... Mariual Local Service
JB§ Disk Defragmenter %Special Administrati...  Allows adm... Marual Local Swskem
24 Disk Managementt %SSH Secure Shel 2 Started Aukormnatic Local System
EI--@ Services and Applications %System Ewent Motifi,., Monitors 5., Started Autornatic Local System
a Telephony %Task Scheduler Enablesa ... Started Aukomatic Local Syskem
%TCF‘J‘IF‘ MetBIOS Hel.,. Provides s...  Started Autornatic Local Service
% WL Control %Telephnny Prowides T... Manual Local System
g Indexing Jervice %Telnet Erables ar... Disabled Local Service
--P'J Internet Information Service %Terminal Services Allows user,..  Starked Marial Local System
%Terminal Services 5., Enables a ... Disabled Local System
%Themes Provides u... Disabled Local System
%Uninterruptible Pow.,., Manages a... Manual Local Service
%Uplnad Manager Manages ... Manual Local Syskem
8 virtual Disk Service Provides s.., Manwal Local Svskemn LI
1] | | Extended #, Standard 7

Step 19.3 — Scroll Down and right click on SNMP Service and select Properties

Under the Security Tab

Step 19.4 — Ensure that Send authentication trap is selected.

Step 19.5 - Click Add

SMMP Service Configuration

Commnity rights:

[READ OMLY

Carmmunity M ame:

=

Canizel |

STROMNG P

D GOES HERE

2l

Step 19.6 — Select READ ONLY for Community Rights

Step 19.7 — For Community Name (aka Community String), choose a strong password and type it into the box.
This community string (password) will need to be provided to anyone requesting SNMP access to this machine.

Step 19.8 — Choose Accept SNMP packets from these hosts.

Step 19.9 — Click Add and add the SNMP hosts as supplied by your Network Admin.




SNMP Service Properties (Local Computer) |

Generall Log I:InI Fiecwer_l,ll Dependenciesl Agent I Traps  Securty I

v Send authertication trap

— Accepted community names

Comrmunity | Rights |
STROMG_PASSWORD_GOES_H... READ OMLY

Add.. Edit... Bemove

" Accept SNMP packets from any host
— % Accept SHMP packets from thesze hosts

your SMMP hosts. oo here

Add...

Femove |

F, | Cancel | Apply

Step 19.10 - Click on the Traps Tab and in the Community Name white-space, type: public

Step 19.11 - Click on the Add button and add your trap destinations as provided by your Network Admin.



SNMP Service Properties (Local Computer) |

Generall Log I:InI Fiecwer_l,ll Dependenciesl dgent  Traps |Security|

The SHMFP Service provides netwaork management aver TCPP
and PSP protocolz. If raps are required, one or more
community names muzst be specified. Trap destinatiohz may be
host names, IP addrezses or [P addresses.

— Community name
rublic =] Selimle |

Remowve from list |

Trap destinations:

your. SMKP trap. hosts. go here

bgd.. | Edt.. |  Femove

F, Cancel Apply

Step 19.12 — Click Apply then click OK to exit.

Step 19.13 — Close the Computer Management window.

Step 20 - Setup the IPSec Policy to allow only necessary ports.

20.1 — Place ipsecpol.exe, ipsecutil.dll and text2pol.dll in your C:\winnt\system32 directory.
20.2 — Download the IPSec Policy File.

20.3 — Review the file and remove any IPSec filters that you do not explicitly need.

By default, the following services are configured in the IPSec Policy file:

IIS 5.0 DMZ Server IPSec Network Traffic Map

Service |Protocol | Source |Destination| Source |[Destination| Action Mirror
Port Port Address | Address

SSH TCP ANY 22 ANY ME ALLOW YES
DNS TCP ANY 53 ANY ME ALLOW YES
DNS UDP ANY 53 ANY ME ALLOW YES
HTTP TCP ANY 80 ANY ME ALLOW YES
SNMP UDP ANY 161 ANY ME ALLOW YES
SNMP

TRAP UDP ANY 162 ME ANY ALLOW YES
HTTPS TCP ANY 443 ANY ME ALLOW YES
SYSLOG UDP ANY 514 ANY ME ALLOW YES
NetBackup TCP ANY 13700 ANY ME ALLOW YES




NetBackup TCP ANY 13782 ANY ME ALLOW YES
ICMP ICMP ANY ANY ANY ME ALLOW YES
All Other

Inbound ANY ANY ANY ANY ME BLOCK YES
Traffic

20.3 — You can copy and paste the lines from the IPSec Policy file into a command shell window to install the
policy.

Step 21 — Configure Terminal Services
21.1 — Go to Start > Programs > Administrative Tools > Terminal Services Configuration (TSC).

21.2 — Over in the right panel, right mouse click on RDP-Tcp and choose Properties.

JR1=TE
J Ackion  Wiew |J1- -P|||@
Tree I Conneckion | Transporkt I Twpe | Cornrmenkt I

, Terminal Services Configuration S2ROP-Tcp tep Microsoft RDP 5.0

----- a Connections

CI Server Settings

Under the General Tab:

21.3 — Change the Encryption Level to High.



RDP-Tcp Properties d bl

Fiemate Control I Client Settings I Hetwork Adapter I Permizzions
General I Logon Settingz I Seszionz I E nvironment

oy ROP-Tep

Type: bicrozoft ROP 5.0

Transport; tcp

Camment:

— Encryption
Encroption level: High j

&l data zent between the client and the zerver iz protected by
encryphion bazed on the server's masimum key strength.,

[ Use standard ‘Windows authentication

k. I Cancel Smply

Under the Sessions Tab

21.4 — Check the first Override User Settings, then choose:
End a Disconnected Session: 3 Hours

Active Session Limit: 1 Day

Idle Session Limit: 30 Minutes

21.5 — Check the second Override User Settings and choose: Disconnect from Session.



RDP-Tcp Properties

Fiemate Control I Client Settings l Hetwork Adapter I Permizzions

General I Logon Settingz Session:

I1ze thiz tab ko zet Teminal Services timeout and reconnection settings.

E nvironment

2l xi

W ‘Owernide user settings

End a disconnected session; |3 hours j
Active session limit: |1 day j
|dle zezzian limit; ISEI rintes j

v Oweride user zettings

When zezzian imit iz reached or connection 1z braken:

* Dizconnect from session

" End zession

™| Dweride user settings
Allow reconnection:

£ From any client

€ From previous client

k. I Cancel

apply

Under the Remote Control Tab

21.6 — Choose Do not allow remote control




RDP-Tcp Properties d bl

General | Logon Settings I Sezzionz I E rvironment
Femate Control | Client Settings I Metwork Adapter I Permissions

Y'ou can use remote control o remotely control or obzerve a user's
ZESEION,

" Use remate contral with default uzer settings

+ Do nat allow remote controb

" Use remate contral with the following settings:

T o reguire the uzer's permizzion to control or obzerve the session,
zelect the following check box:

I¥| Bequire user's permizsion

[Lewel af cantral
% Yiew the session

= |nteract with the sezsion

k. I Cancel Apply

Under the Client Settings Tab:

21.7 — Uncheck Use Connection Settings From User Settings
21.8 — Uncheck Connect Client Printers at Logon and Default to Main Client Printer

Under the Disable subsection:

21.9 — Check all boxes except Clipboard Mapping.



RDP-Tcp Properties d bl

General I Logon Settings | Sezzionz I E rvironment
Femate Contral Client Settings I Metwork Adapter I Permissions
— Connection

[ Uze connection settings from user settings
¥ Connect client dives at logan
[T Connect client printers at logon

[ Default to main client printer

v Limit taximum Color Depth

[ 16 it =

Dizable the following:

¥ Diive mapping [V COM port mapping

[V ‘Windows printer mapping
¥ LPT port mapping ¥ Awudio mapping

k. I Cancel Apply

Under the Network Adapter Tab:

21.10 - Click on the Maximum Connections radio button and ensure the number is set to no more than 5.



RDP-Tcp Properties d bl

General I Logon Settings | Sezzionz | E rvironment
Femate Contral I Client Settings Metwork Adapter | Permissions

The following network. adapters are compatible with the zelected transport
twpe. Select the netwark, adapter you want to Lze.

Metwork adapter:

All network, adapters configured with thiz protocol j

= Unlimited connections

¥ b grimum connections: 5 =

k. I Cancel Apply

21.11 — Click Apply and then close the window.

21.12 — In the left hand panel, under Server Settings, change Active Desktop to Disable

=TT
J Ackion  Wiew |J &= -P|||@

Tree | Settings | attribute |

Terminel server mode Femote Adrministration
Delete temporary Folders on ewxit Yes
Llse kemporary Folders per session  Yes
Internet Connector licensing Disable
Ack op Disable
F‘ermissien Compatibiliky Windows 2000 Users

, Terminal Services Configuration
-] Connections

----- 5] Server Settings

21.13 — (Optional) If you wish to enable clipboard file transfer between client and server, do the following steps
(Steps 21.14 — 21.23). Otherwise skip to Step 22.

On the Server:



21.14 — Open Start > Run > Regedt32

21.15 — Navigate to HKLM\SYSTEM\CurrentControlSet\Control\TerminalServer\AddIns\Clip

Redirector

“* Registry Editor - [HKEY _LOCAL_MACHINE on Local Machi
H Registry  Edit Tree Wiew Security Opkions Window  Help

— 0 Setup

— 0 Stillmage

— 3 SystemPesources

— (& Terminal Servar

— =1 Addins

':r% Clip Redirectar]

— 3 AuthorizedApplications

—C1 Dos

1 Terminal Server Redirector

— 1 DefaultUserConfiguration

-0 x|
— |7 =]
Nl rame : REG_S7 : rdpclip

Type : REG_DWORD : 0x3

21.16 — Change the value data in the Name Value from RDPCLIP to FXRDPCLP

String Editor

String;

]

If:-:ru:lpn::lp

o]

Cancel |

Help |

21.17 — Navigate to HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd

= Registry Editor - [HKEY_LOCAL_MACHINE on Local Machine]
n Registry Edit Tree Miew Secority Options  Window  Help

— 3] lanatahle

— 3 Utilities

— ] WVIDED

- =1 WWds

@‘ rodpwd

- & WinStations

— 3 TimeZonelnfarmation
— 0 Update

— 3 UshFlags

— 3 KeyhoardType Mapping -

=101 %]
=181 %]
v REG_DWORD - 0 ]
‘StartupPrograms : BEG _of rdpelip
stopBits . REG_DWWORD - 0
WdDLL  REG_SE : rdpwd

WiFlag : REG_DWORD : 0x36
WiName : REG_5Z : Microsoft RDF 5.0
WidPrefic: BEG_SZ : RDOF

#offChar: BREG_DWORD : 0«13

WexDLL : REG_SE : rdpwsx
#onChar: REG_DWORD : 0x11 -

21.18 — Change the value data in the Startup Programs from RDPCLIP to FXRDPCLP

String Editor

String;

X

If:-crdpclp

o |

Cancel | Help

21.19 — Copy the file, fxrdpclp.exe to the C:\WINNT\System32 folder.




21.20 — Copy the file, fxfr.dll to the C:\WINNT\System32 folder.

On the Client:

21.21 — Copy the file, fxfr.dll to the C:\Program Files\Terminal Services Client folder on the client PC.
21.22 — Rename the rdpdr.dll file in the C:\Program Files\Terminal Services Client folder to rdpdr.pss
21.23 — Copy the file, rdpdr.dll to the C:\Program Files\Terminal Services Client folder.

Step 22 — Set up Terminal Services to run over SSH

22.1 — Open the SSH Secure Shell Client

22.2 — Select the folder named Profiles > Add Profile

22.3 — Give the Profile a Name and then click the Add to Profiles button.

Add Profile x|
IServer_N ame_Here A&dd to Prafiles

22.4 — Select Profiles folder again and select Edit Profile.
22.5 - In the left window, choose the Server profile that you wish to edit.
Under the Connection Tab:

e Enter Hostname of your server.
e Enter User name that you are authenticating with.

NOTE: This User Name will have to be changed to match that of the name in step [number here]



Profies x|

e E Quick Connect Colors I Tunneling I File Transter I Favarite Folders

E||:I Frafiles Connection | Cipher List | Authentication | Keyboard
e ‘Web_Server_Mame

Configure pratocol zettings far the connection. Mew zettings will take effect
upon next login.

Specify * az the hozt name or the uzer name to be prompted far the
information when the profile iz chozen for connecting.

Host name: IWEI:S erver_Mame_Goes_Here

Uszer name: |.-'1'-.dmin_N ame_Goes_Here

Bart number; |22

Encroption algarithn: I <Default: I 128 j

I
MAL algorithm: |<Default> j
LCompressian: I <Moner j

=

Terminal answerback: IVH 0o

[ Caonnect through firewal

[ Bequest tunnels only [dizable terminal]

(] Cancel

Under the Authentication Tab:

22.6 — Under Authentication methods, choose Password. Move Password to the TOP of the list using the
black arrows.



po ﬂ Quick Connect
=] Profiles
L Web Server_MName

Colors I Tunneling I File Transter I Favarite Folders
Connection | Cipher List Authentication | Kevboard

Configure uzer authentication methods and their prefered arder.

Authentication methods: HE A S

Password

Public Key
Kevboard Interactive

Configure public-key authentication methodz and their preferred order.

Public-key authentication methods: R G S

53H Accession Certificates
55H Accession Kevs

PKCS #11 Certificates
PECS #11 Keys

ser Cettificates

User Keys

— Authentication Agent fanwarding

Configure agent formarding for S5H2 and SSH1 connections. This
feature iz available with 55H Accezsion, which provides single
zign-on to gervers that allow public-key authentication.

¥ Enable for 55H2 connections
[~ Enable 55H1 agent forwarding for S5H2 connections
[ Enable for 55H1 connections

X

(] Cancel

Under the Tunneling Tab:

22.7 — Ensure that the Outgoing frame is selected and click on the Add button.



CETTN x|

&1 Quick Conrect Connection | Cipher List I Authertication I Kevboard I

ED Profile:s Calars Tunneling | File Tramzfer I Favarite Folders
Server_MName_Here

Configure secure outgoing tunnels that are intiated from the local computer

to the server. Communication will be zecured bebween the local compuker

and the server, but ingecure beyond the zerver.

The zettingz will take effect upan hext lagin.

Outgaing | Inn::n:nmingl

Mame | Ligten Part | Dest Host | Dest Port | Allane

1 | i

Add.. Edt. | EY—

=17 tunneling

Enable zecure tunneling for =17 graphic connections. An & server
hag to be alzo running in pazsive mode on the local computer,

[ Turnel ¥11 connections

k. Cancel

22.8 - When the Add New Outgoing Tunnel prompt comes up fill in the following information:

Display Name: Terminal Services
Listen Port: 3389
Destination Port: 3389

Add New Outgoing Tunnel

Dizplay M ame: ITerminaI Service

Tupe: I TCP - I
Lizten Port: ISSBEI n

¥ Allow Local Connections Only

L Cancel
Destination Host; II::u:thu:ust

Destination Part: |3335 Help

il

Click OK to complete the Profile Setup.

22.9 — Open the Profiles folder and choose the profile that you just created to connect to your server.



After secure key negotiation, the warning box below will pop up.

Click OK to continue.

x
'_7] WS RHINGHT
READ THIS BEFORE ATTEMPTIMNG TO LOGOM

Thiz Syztem iz for the uze of authorized wzers only. Individualz uging thiz computer without authaority, or in excess of their
authority, are subject to having all of their activities on this system maonitored and recorded by systemn personnel. [n the
courze of monitonng individuals improperly using thiz zpztem, or in the courze of spstem maintenance, the activities of
authorized users may alzo be monitored. Anyone using thiz zpztem expreszly consents to such monitaring and is advised
that if zuch monitoring reveals pozsible criminal activity, spstem personnel may provide the evidence of such monitoring
to law enfarcemnent officialz.

The Password prompt box will pop up.
22.10 — Enter the correct password and click OK to continue.

22.11 — After you have successfully authenticated and logged in, open your Terminal Services Client and
connect to Localhost.

2 rRemote Desktop Connection = 10| x|

CormnpLiter: IIu:n::thn:nst j

Connect I Cancel Help | Optiong >

You will now be running Terminal Services over one of the most security-scrutinized protocols ever. This is
our only approved remote management for W2K Servers in the DMZ.

Step 23 - 11S 5.0 Configuration

23.1 - Go to Start > Programs > Administrative Tools > Internet Service Manager.



¥ Internet Information Services O] =|

|J Action  View |J<:=-P||><|I§|J@| 20N

Tree | Marme | path | status |
% Internet Information Services E help. gif
= = * w2k-haseling 9 iisstart asp
28 R0eFaulk Web Site (Stopped) E localstart, asp
Q W2k DMZ Baseline E e, gif
E pagerror, gif
E prink. qif
E warning. gif
E web, gif
8] winz000.gif

23.2 — Choose the Default Web Site and Stop it by clicking on the black square on the taskbar.

23.3 — Right click on the PC Icon above and choose All Tasks > Backup/Restore Configuration.

x
— Previous backups
Backups:

Location | # | Crate/Time "

=| iizchema-update 1] 6/3/2004 3:33:14 AM

=| iizchema-update 1 6/3/2004 3:35:27 AM
oblt-rb 1] E/3/2004 3:35:00 Pk
oblt-once 1] E/3/2004 3:35:00 Pk
LCreate backup... | Bestare | | Delete I

.......... I: II:lse.\,l HEID |

23.4 — Select Create Backup, name your backup file and click OK to complete the task.

Once completed, you should see the file that you just created in the list.

Configuration Backup x|

Configuration backup name:

Ipre-n:n:nnfiguratin:nn backup

s I Cancel

Click Close to complete the task and continue.

23.5 — Right click on the computer name within the Internet Services Manager



23.6 — Choose Properties and under the Master Properties subsection, ensure that WWW Service is selected
and click Edit.

* w2k-haseline Properties |

|nternet [nformation Services |

— kM azter Properties

E dit the properties inherited by all zites created on this
camputer.

Mazter Properties:

Service Edit...

— Enable Bandwidth Throtting

LLirmt metwark Bandwadth avalable for &l tWWeb and ETE stes o thiz
computern.

fl i etwork Lse; 1.024 A e

— Computer MIME Map

T Configure the MIME types for all web
ey 2ites on thiz computer. Edit...

d44
a4

0k, I Cancel Spply | Help

23.7 — Choose Properties > Edit The Master Properties For The WWW Service.



WWW Service Master Properties for wZk-baseline x|

Documents Directory Security I HTTF Headerz I Cuztom Errorz I Semice
w'eb Site Operatars I Perfarmance I [S&P Filters I Haorme Directaory

—'w'eb Site [dentification

Dezcription: I

|F &ddress: I[.-“-‘-.II IInazsigned) j BAdvanced... |
TR Fort: IE“:I 551 Port: I

— Connections
% Lnlimited

" Limited To: I 1,000 connections
Connection Timeout; I 900 zeconds

[V HTTP Keep-tlives Enabled

—Iv Enable Logging

Active log format;

IWBE Estended Log File Farmat j Froperties... |

(] I Cancel | Apply | Help

Under the Web Site Tab:

23.8 — Ensure that the Enable Logging box is checked and is in W3C Extended Log File Format. Click on
Properties.

23.9 — Change the New Log Time Period to When The File Reaches 50 MB and click OK.



Extended Logging Properties 5[

Gieneral Properties | Extended F'n:upertiesl

—Mew Log Time Peniod
= Hourly
= Daily
ekl
= Manthly
£ Unlimited file size

& “when file size reaches

a0 _I tE

[T Uze local time: for fle naming and rollaver

Log file directone:

IZ"v\r‘inDirZ\SystemSEHLDgFiles Browsze. .. |

Lag file name: W3SV Cehertendd log

0k, I Cancel | Spply | Help |

23.10 — Click on the Extended Properties Tab and add checks for Cookie and Referrer and click OK.

Extended Logging Properties 5[

General PTDDETtiES Extended F'n:uperties |

— Extended Logging Optionz

- [] Protocol Wersion [ cz-version | ;I
- [] Hogt [ cz-host )

- [w] Uzer Agent [ ca(Uzer-bgent] )

- [w] Cookie [ cz(Cookie] )
R i =ferer [ cs[Feferer] |
[[] Process Accounting

- W] Process Event [ s-event )

- v Process Tepe [ s-process-type |

- [wf] Total Uzer Time [ z-user-time |

- [wf] Total Kemel Time [ z-kernel-time |

- [wf] Total Page Faults [ z-page-faults )

- [wf Total Processzes [ z-total-procs |

- [wf] Active Processes [ s-active-procs |

- [ Total Terminated Processes [ s-stopped-procs |

ak. I Cancel Spply Help

Under the Home Directory Tab

23.11 — Under the Application Settings subsection, choose Configuration.



Application Configuration il

App Mappings l App Dptions ] Process Ophonz I App Debugaing I

W iCache 154P1 applications

—Application kM appings

Estenszion | Euecutable Path | Werbe -
it C:ANMNT \System32webhits. dll GET HEAD
ida CAWANNT \SpstemI2adg dl GET HEAD
.idg C:WINMNT WSustem32idg di GET HEAD
.a5p C:5w NN T WSystemI2Anetsndiazp.dll GET HEAD
el CNWANMNT YSystemI2Ainetsrhazp.dll GET HEAD
.o AW INNT \Spstem I netsrviasp dil GET HEAD
.asa CAWINNT WS pstem 32 unetsrviaszp.dll GET HEAD
.htr C:5wINMNT WSystem32Anetsndsismdll GET.POST
idc CAwANMNT WSestem32Ainetsrvihittpodbe. dil OPTIONS,
.shitm CAwANNT \SpstemIPAnetsrvizsinc. dll GET.POST
.zhitml C:WWINMNT YSystem3Aineterviesine. dl GET.POST
:T WM T 4 Casobarn T P imabord cine dll =ET DniTI_I

A,dd | E i Hemowve |

(]S | Cancel Anply Help

23.12 - Remove all Application Extensions, as referenced below:

Extension Filetype

.asa ASP files to declare objects with session or application scope
.asp Active server pages

.bat Batch files

.cdx Scripts to create Channel Definition files
.cer Scripts for digital certificates

htr Scripts for remote password change

htw Index server hit highlighting

.ida Index server performance monitoring
idc Internet Dbase connection

idq Index server query definition

.printer Internet Printing

shtm , .shtml, .stm  |Server Side Includes

NOTE: Remove them ALL and add back in as needed but only for a known specific purpose.

23.13 — For the remaining extensions, consider limiting the HTTP verbs the extension will accept. Instead of
using all the verbs (DELETE, GET, HEAD, PUT, and TRACE), use only GET for static Web pages and PUT if
you have forms on your site; this way we explicitly allow only the minimum actions needed per extension.



Under the App Options Tab

23.14 - Uncheck Enable parent paths.

Application Configuration |

&pp Mappings  App Options | App Debugging I

— Application Configuration

[¥ Enable seszion statel

Seszion limeout; |2|:I minutes

¥ Enable buffering

[" Enable parent paths
Default ASP language: IVBSCTiDt

ASP Seript timeout: IEIEI secands

(] 4 I Cancel | Spply | Help

23.15 - Click OK to close the Website Properties window.
23.16 — Click OK to get out of edit mode.

23.17 — Highlight the PC icon, right mouse click and select New > Web Site.



Webh Site Creation Wizard X|

Welcome to the Web Site
Creation Wizard

Thiz wizard helps you create a new Web zsite an thiz
computer.

To continue, click Hext.

Click Next to continue

Cancel |

¢ Back

23.18 - Give your Web Site a Description

Weh Site Creation Wizard

Wweb Site Desciption
Dezcribe the \wWeb zite to help administrators identify it

Tupe a description of the Web site.

Deszcrption:
our_|15_Website_Mame_Here

¢ Back I MHewt > I Cancel

Click Next to continue

23.19 — Add the IP address and Port Number (the defaults are usually appropriate).



Weh Site Creation Wizard

IP Addrezs and Port Settings
Specify an IP addrezs, port zetting, and host header for the new 'Web zite.

Enter the [P address to use for thiz Web site;

[All Unazzigned] j

TCF port this *eb site should use [Default: S0);
0

!

Huost header faor this *eb site [Default: Mone]:

For more information, read the (15 product documentation.

¢ Back I MHewt > I Cancel

Click Next to continue

23.20 — Choose a drive that is NOT your system partition for the path of your new web site. You will have to
click on Browse, select the drive and create a new directory.

Select a directaory:

El---:_r;_f_j Deskkop

-5 My Documents
EE My Compuker
-2 3% Floppy (4:)
--g Local Disk {Z:)
@ Compack Disc (D)
Elg Mew Yolume (E:)

: S FLest website
--g SHARED FOLDERS (2:)
E§|-- My Metwork Places

7] Screenshots

~{_] URLScan

I I Cancel

23.21 - Click OK to select the newly created directory.



Weh Site Creation Wizard

Wweb Site Home Directory
The home directary iz the root of pour Web content subdirectonies.

Enrter the path to pour home directory.

Fath:

IE:"-.test_weI:usite Browse. .. I

v allow anonymous access to this Web site

¢ Back

Cancel |

Click Next to continue

23.22 — Choose the minimum set of permissions here for your web site by un-checking the Run scripts (such
as ASP) box.

Web Site Creation Wizard

Web Site Access Permissions
Set the acceszs permizzions for thiz Web site.

Al the following permiszions:

[ Fun scripts [such as A5P)

[T Execute [zuch az 154P applications or CG)
[ wiite

[ Browse

To complete the wizard, click Hext .

< Back I Mewxt = I Cancel

Click Next to continue

23.23 — Click Finish to complete the Web Site Creation Wizard



23.24 — (Optional) Microsoft recommends configuring a separate directory for each file type so that you can
easily set ACLs. Best Practice:

This is a good idea if you have the ability to do so. For example, if your website base directory was
E:\test_website then you would setup your web site such as:

E:\test_website\static (.htm, .html)

E:\test_website\include (.inc)

E:\test_website\script (.asp, .pl, .cgi)

E:\test_website\bin (.dll) - VisualStudio likes bin when building projects.
E:\test_website\images (.gif, .jpg, .jpeg)

23.25 — Disable the Default Web Site. It is better to disable the default web site rather than remove it as it may
come in handy later.

23.26 — Right click on the Default Web Site. Select Properties > Directory Security > Authentication and
Access Control > Edit

23.27 — Uncheck all the boxes.

Authentication Methods x|

Mo uzer name/pazsword required to access this resounce.

Account used for anonymous access: Edit... |

— &uthenticated access

Far the fallowing authentication methods, user name and password are
reguired when

- ahonymous access iz dizabled, or

- access iz restricted using MTFS access contral lists

[ Baszic authentication [password is sent in clear text]

Select a default domain; Edit... |

™| Digest authentication for Windows domain semvers

[ Integrated Windows authentication

| ] 4 I Cancel Help

You will receive a warning box as shown:

115 W Configuration |

The authentication options you have selected will resulk in all access being denied,
Are you sure you wank ko do this?

Yes

23.28 — Select Yes

23.29 — Click OK to complete the task.



23.30 — Check for and remove all 11S Sample Directories

e Admin Scripts C:\InetPub\AdminScripts
e 1ISHelp C:\Windows\help\iisHelp
e 1ISadmpwd C:\Windows\System32\inetsrv\iisadmpwd

Remove Internet Printing
23.31 — Delete the printer's virtual directory at C:\Windows\web\printers
Back up the Metabase again

23.32 - Go to Start > Programs > Administrative Tools > Internet Service Manager.

[ss]

23.33 — Right click on the PC Icon above and choose All Tasks > Backup/Restore Configuration.
[ss]

23.34 — Select Create Backup, name your backup file and click OK to complete the task.

Configuration Backup x|

Configuration backup name;

Ipu:-st-u:u:unfiguratiu:un backup

(] Cancel |

Once completed, you should see the pre and post configuration files that you created in the list.

Configuration Backup/Restore 5[

— Previous backups

Backups:
Location | # | L atedTirne "
=| iizchema-update 1] 6/3/2004 3:33:14 AM
=| iizchema-update 1 6/3/2004 3:35:27 AM
=| oblt-mb 1 6/8/2004 3:35:00 P
oblt-once a 6/8/2004 3:35:00 P

6/21/2004 10:03:12 Ak
£/15/2004 1:06:45 PM

post-configuration backup
é pre-configuration backup

=¥

LCreate backup... | Bestore | Delete

Cloze I Help |

Click Close to complete the task and continue.

Disable Web Based Printing - Internet printing can automatically re-appear. To stop this,



23.35 — Go to Start > Run > gpedit.msc
Under Computer Configuration > Administrative Templates > Printers

23.36 — Change Web Based Printing to disabled.

=10 x|
Jﬁctinn Yigw JQI' "‘|||@

Tree I Palicy | Setting |
@ Local Computer Policy @ Allow prinkers to be published Mot configured
EI@ Computer Configuration @ Automatically publish new prinkers in Ackive Directory Mot configured
-] Software Settings @ Allows pruning of published printers Mot configured
- (L Windows Settings % Printer browsing Mat configured
ElI:l Administrative Templates @ Prune printers that are not automatically republished Mot configured
I:l Windows Components @ Direckory pruning interyal Mok configured
|:| Swstem @ Directory pruning retry Mot configured
: (1 Metwark 1 Directary pruning priarity Mok configured
{3 Printers @ Check published state Mok configured

EI@ User Configuration - ased printing Disabled

D Software Settings @ Custom support URL in the Printers Folder's left pane Mot configured
D '-.-'-.-'inl:.h:n.ws Sn.attings @ Computer location Mot configured
- (0 Administrative Templates @ Pre-populate printer search location bext Mot configured

Under Network > Network Configuration

23.37 — Change the value for Prohibit use of Internet Connection Sharing on your DNS Domain Network
to enabled by right clicking and choosing Enable.

g
J Action  Wiew |J<}=' -P|||@
Treel Falicy | setting |

@ Local Computer Policy N F' Enabled

EI@ Computer Configuration

-1 Software Settings

-2 Windows Settings

=1-[Z Administrative Templates
-] Windows Components
-] System
=[] Metwork (I
{13 Offline Files

rohibit configuration of connection sharing

------ 3 F'rinters. -

— i, -

Right click on My Computer > Manage
Step 24 — Applying the High Security Web Server .inf file

24.1 — Download the www-w2k-dmz.inf file to your desktop.



24.2 — Go to Start > Run > MMC

24.3 - Click on File > Add/Remove Snap In

Add/Remove Snap-in ed |
Standalone | E:-:tensiu:unsl
I1ze this page to add or remove a standalone Snap-in from the console.
Shap-ins added to: [% el e -l
— Dezcription
Add... Bemowve Aot |
ITI Cancel

24.4 — Click on the Add button and scroll down to Security Configuration and Analysis



Add Standalone Snap-in 7] x|

Awallable Standalone Snap-ins:

Shap-in | Yendor |i|
@ Link to'Web dddress Microzoft Corparation

ﬁ Local Uzers and Groups icrozoft Corporation

ﬁ Performance Logs and Alertz bdicrozoft Corporation

E Femaote Deskiops bicrozoft Corporation

(_‘: Removable Storage bManagement ticrozoft Corporation
Resulkant Set af Palicy ticrozoft Corparation

E Routing and Remote Access ticrozoft Corporation

. Security Configuration and Analysiz ticrozoft Corporation

@ Securty Templates icrazaft Carparation

% Services Microzoft Corporation LI
— Dezcription

Security Configuration and Analysis iz an MMC shap-in that provides
gecurity configuration and analyziz for Windows computers using security
template files.

Add Claze

24.5 — Click the Add button then Click the Close button
24.6 — Click the OK button on the Add/Remove Snap In window to continue.
24.7 — In the Left Pane, right click on Security Configuration and Analysis and choose Open Database

21.8 — Navigate to the C:\WINNT\Security\Database directory and give your database a name in the form
LOCALSERVERNAME_SECPOL_LGPO and click Open



2| x|
Look jn: IE} Databasze j 'J _? = B

Liezkto Ju]

Y

by Documents

W
ot

by Computer

File name: [w2K3DMZ =l gpen |
Filez af type: ISecurit_l,l Database Files [*.2db) j Cancel |

This will open another pop-up box asking for the template file.

Laak ir: I@ Desktop j = = ER-

__'} wi-w2k3-dmz. inf

4] [

File name: w2k 3-drnz.inf Open

Fil=z of bupe: ISE::urit_l,l Template [.inf] j Cancel |

" Clear thiz database before importing

&

24.9 — Navigate to your Desktop and type in the name of the .inf file that you previously downloaded.
24.10 — Click Open to continue.
24.11 — Right click on Security Configuration and Analysis and choose Configure computer now.

24.12 — This will pop up a box asking where you wish to write the log file. You can choose the default and
click ok.



Configure System 2 x|

Error log file path:

Istratnr'&My DocumentshSecunty Logs DS 2K 3 og Browsze .. |

] I Cancel |

The computer will now apply the INF file

Configuring Computer Security

Configuring:

¥ Uszer Rights Assignment ™ System Services
¥ Restricted Groups Securty Palicy
¥ Hegisty

+ File Spztem

24.13 — When the configuration is done, you can close the Consolel window.
Step 25 - Rename and change the password to the IUSR_<machinename> account.
25.1 — From the Desktop, right click on My Computer > Manage

25.2 — Double click on Local Users and Groups and choose the Users folder. In the right pane, choose the
Administrator account. Right click and rename this account using the syntax <machinename>_adm

Example: the name of the machine is DMZ-Baseline, so the newly renamed Administrator account would be
DMZ-Baseline_adm



e
J Ecticunlﬁiew |J<}=' -P||><|@

Tree I Marne | Full Marne | Descripkion
Q Computer Management (Local) %Guest Euilk-in account for guest acce
= ﬁ% System Tools QIUSR_WZK-BP.SELINE Internet Guest Account Built-in account For anonymou
. @ Event Wiewer IWP.M_WZK-BP.SELINE Launch II5 Process Account  Builk-in account For Inkernet Ir
I @ Systern Information mﬂbscure_mame Internet Guesk Account Built-in account For anonymou
I ﬁ Petformance Logs and Alerks Baseline_adm Built-in account For adminisker

Shared Folders @TslnternetUser TsInkernetlser This user account is used by T
g Device Manager

= @ Starage

------ i) Disk Managerment
------ E Digk, Defragmenter
----- iwi=2) Logical Drives

I @ Removable Storage

EEI--B# Services and Applications 4 | | _,I

25.3 — Choose the IUSR_<machinename> account.

25.4 — Right click and rename this account to an obscure name. (Remember this new name, you will need it
later in Step 27.6). Note that, even though you rename the IUSR_<machinename> account, it will show up
again in the list of local users. You should right click on the regenerated IUSR_<machinename> account, and
disable it. It is safe to ignore it after performing this step.

25.5 — Refer back to 22.5 and change the User name to match the name in Step 25.2.

R
J Ackion  View |Jﬂ=' -P||><|@

Tree I Marmne | Full Marme I Descripkion
Q Compuker Managernent (Local) EG'—'ES'Z Built-in account For guest
= @ Systemn Toaols QIUSR_WEK-BASELINE Internet Guest Account Built-in account For anom
. @ Event Yiewer @IWAM_WEK-BASELINE Launch II5 Process dccount  Builk-in accounk For Inkerr
I @ System Information Obscure_Mame_Here Inkernet Guest Account Built-in account For anans
I ﬁ Performance Logs and Alerts @WEK-EaseIine_ﬂdm Built-in account For admin

I -L 7] Shared Folders @TslnternetUser TsInternetlUser This user account is used
E-, Device Manager

&

-- Local Users and Groups

= @ Starage

------ -] Disk Managerment
------ E Disk Defragrmenter
----- ii=3 Logical Drives

I @ Remaovahle Skarage

EEI--@ Services and Applications 4 | | _,I




25.6 — Right click on this newly renamed account and choose Set Password. (Remember this password, you
will need it later in Step 27.7).

25.7 — You can now close the Computer Management window.

Step 26 - NTFS Permissions

26.1 — Double click on My Computer

26.2 — Right click on the C:\ drive and choose Properties > Security
26.3 — Ensure that the Web Anonymous Users Group is highlighted

Local Disk {C:) Properties |

Generall Toolz I Hardware Security | Cluota I Wwieb Sharingl

Name | Add.
ﬁ Administrators [DMZ-BASELIME \Administ...
ﬁ Backup Operators [DMZ-BASELIMENB ac. .
ﬁ Poweer Users [DMZ-BASELIMENPower Us...
€7 SvSTEM

YWwheb Anonymous Users [DMZ-BASELIME...

Permizzions: Bllones Dermy
Full Cantral O
b odify O
Read & Execute O
Lizt Folder Contents O
Read O
Wit O

Advanced... |

k. I Cancel e 1

26.4 — Choose Deny Full Control. A pop up box will appear:

ecorty |

Caution! Deny entries take priority over Bllow entries, which can
cause unintended effects due to group memberships,

Do wou wish bo conkinue?

26.5 — Choose Yes and then click on the Advanced button.

This will bring up the Access Control Settings for Local Disk C:\



Access Control Settings for Local Disk {C:) [ 2] |

Fermiszions | Auiditing I Owrer I

Permizzion E ntries:

Type | Marme | Permizsion | Apply o |
é Deny  ‘wWebdnonymous Ueerz.. Full Contral T hiz folder, subfalders and files
T dllow  Administrators [DMZ-B4 . Full Conrol Thiz folder, subfolders and files
%}% Alloy  Backup Operatorz ([OM... Modify Thiz folder, subfolders and fles
T dllow  Power Users [DMZ-BA.. Full Control Thiz folder, subfolders and files
T allow  SYSTEM Full Cantral Thiz folder, subfolders and files

Add... Remowve Wiew E dit...

Thiz permigzion is defined directly an thiz object. Thiz permizsion iz inkerted by child objects.

I R ezet permizzionz on all child objects and enable propagation of inheritableé

pErmisEons.
] I Cancel Spply

26.6 — Place a check mark in the “Reset permission on all child objects and enable propagation of
inheritable permissions.”

This will bring up another pop-up warning box:

Security |

This will remove explicitl defined permissions on all child objects
and enable propagation of inhetitable permissions to those child
objects. Only inheritable permissions propagated From Local Disk.
(C33 will kake effect,

Do wou wish ko conkinue?

Mo |

Click Yes to continue. You can ignore any Pagefile warnings.

26.7 — Repeat these steps for all other volumes.

26.8 — For each path in the below table, repeat the Steps 26.9 — 26.18 below.

IMPORTANT: Note which folders to apply the permissions to. The 1% column is the directory that you

should navigate to and the 2" column is the collection of folders and files that you should apply these
permissions onto.

| Directory | Apply onto |




CAWINNT This Folder Only
C:AWINNT\System32 This Folder Only
C:\WINNT\System32\inetsrv This Folder Only
C:\Program Files\Common Files This Folder, Subfolders and Files
E:\path_to_your IS installation This Folder, Subfolders and Files

I’ll walk you through the first instance:
26.9 — Navigate to C:\WINNT, Right click on the Directory and select Properties
26.10 — Click the Security Tab and then click on the Advanced button

26.11 — Uncheck the “Allow inheritable permissions to propagate to this object” box.

Access Control Settings For YWINNT [ 7] |

Permizzions | Auditing I Olwarer I

Permizzion E ntries:

Tvpe | M ame | Permizsion | Apply to I
% Allow  Administrators [DMZ-BA.. Full Contral Thiz falder, subfalders and files
% Allow  Backup Operators (DM, Maodify Thiz folder, subfalders and files
T dllow  Power Users (DMZ-BA...  Full Contral Thiz folder, subfolders and files
T dllow  SYSTEM Full Cantral Thiz folder, subfolders and files

%}% Allows  Webdnonymous Users... Read & Exec...  Thiz folder only

Add... Bemove Wiew /B it

Thiz permizzion iz defined directly on thiz object. Thiz permizzion iz inhented by child objects.

[ allow inkeritable permizsions from parent to propagate ta this object

r Reset permizzions on all child objects and enable propagation of inheritable

PEIMIEEIoNs.
] I Cancel Sppl

This will bring up a Security box.




Security | x| |

2)

'ou are preventing any inherntable permiszions from propagating o this
object. ‘what do pou want to do’?

- To copy previouzly inherited permizzions ko this object, click Copy.

- To Remove the inhented permizzions and keep only the permizsions
explicitly specified on thiz object, click Remove.

- To abort thiz operation, click Cancel.

Bemowve Cancel

Choose Copy and you will be able to edit the permissions

26.12 — Highlight the Web Anonymous Users group and click View/Edit

26.13 — Under Apply onto: select This folder only from the drop down box

26.14 — Click the Clear All button and give individual permissions to:

Traverse Folder / Execute File

List Folder/ Read Data

Read Attributes

Read Extended Attributes

Read Permissions

Permission Entry for WINNT [ 2] |

Obiject |

M arne: IWEI:: Anonprnous Users [DMZ-BASELIM

Apply onto:; IThis folder anly

Permizzionz:

=

Deny

—

Traverze Folder / Execute File
Lizt Folder / Read Data

Fead Attributes

Fead Extended Attibutes
Create Files / \Write Data
Create Folders / Append Data
Wwiite Attributes

Wite Extended Attibutes
Delete Subfolders and Files
Delete

Read Permissions

Change Permizzions

T ake Dwnership

Sppli these permieaione o abjests andar Clear All |

cortaimers withim s eontarmer ol

O
[

DDiDDDDDDEEEE%
OOO0O00Ooooooon

=

ak | Cancel |




26.15 — Click OK and your resulting screen should resemble the one below.

Access Control Settings for WINNT [ 2] |

Fermiszions | Auiditing I Owrer I

Permizzion E ntries:

Tope | M ame | Permizzion | Apple bo |
T dllow  Administrators [DMZ-BA.. Full Contral Thiz falder, subfalders and files
?‘e« Allovw  Backup Operators (DM, Madify Thiz falder, subfalders and files
T dllow  Power Users [DMZ-BA . Full Control Thiz folder, subfolders and files
T sllow  SYSTEM Full Cantral Thiz folder, subfolders and files

% Allowe  web dnonymous Users..., FRead & Exec...  Thiz folder only

Add... Remowve Wiew E dit...

Thiz permigzion is defined directly an thiz object. Thiz permizsion iz inkerted by child objects.

[ Allow inheritable permissions from parent bo propagate to thiz object

r R eszet permizzionz on all child objects and enable propagation of inheritable

PErMmisFons.
] I Cancel Sl

26.16 — Click Apply

26.17 — Click OK to exit the editing mode.

26.18 — Click OK to exit the permissions tab.

Remember to complete this for all of the paths and directories listed above.

Step 27 - Change the Web Site to use the renamed IUSR account and associated password.
27.1 — Go to Start > Programs > Administrative Tools > Internet Services Manager.

27.2 — Right mouse click on the web site that you created and select Properties > Directory Security



WZ2K Baseline Properties

Wwieb Site ] Dperators ] Performance ] [S&P Filters ] Home Directory ]
Cocuments Directory Security l HTTF Headers ] Custom Errars ]

Anonymaous accezs and authentication control

Enable anonymouz access and edit the
% authentication methods for this resaurce. | Edi |

|F addresz and domain name restictions

| [Grant or deny acceszs bo thiz resource wsing
IP addreszes or internet domain names.

Edit.. |

Secure communications

Require secure communications and c Certficat
=@ enable client certificates when this 2EMVEr LEMNEALE. .
resource iz accessed, |

] Cancel | Help |

27.3 — Under the Anonymous access and authentication control subsection, select Edit.

Authentication Methods

Mo uzer name/pazsword required to access this resounce.

Account used for anonymous access: Edit...

Authenticated access

For the fallowing authentication methods, user name and password are
required when

- ahonymous access iz dizabled, or

- access iz restricted using MTFS access contral lists

[ Basic authentication [pazsword is zent in clear text)

Select a default domain:

-

[ Inteqrated Windows authentication

| ] 4 | Cancel | Help |

27.4 — Under the Anonymous access subsection, select Edit




Anonynous User Account |

— Anorypmous ger

Select the Windows Lser Account used to access thiz computer when an
anonhymous uger connects to this site.

Usermame: IDMZ-B.-’-‘-.SELINE'\D bzcure_Mame_Hers Browse. .. |

Pazsword: I xxxxxxxxxx

[T Allow 115 to contral passwaord

()% I Cancel Help

27.5 — Uncheck “Allow 11S to control password”
27.6 — Browse to your renamed IUSR_<machinename> (from Step 25.4) account and select OK.

27.7 — In the Password: field, type in the strong password that you previously set for the renamed
IUSR_<machinename> account (in Step 25.6)

27.8 — Confirm the new password

Confirm Password Ed |

Please re-enter the paszwaord to confirm;

k. I Cancel

27.9 — Click OK to return to the Main Menu

27.10 — Click OK to exit from editing mode.

Step 28 — Firewall rules
28.1 — Have your Network Administrator set up the proper ACLSs to allow traffic to your website.
Example ACL for router to permit SSH, HTTP, HTTPS, SNMP

access-list 150 permit tcp any host yourwebserver eq 80

access-list 150 permit tcp any host yourwebserver eq 443

access-list 150 permit tcp SSH Client networks yourwebserver eq 22
access-list 150 permit udp SNMP Server networks host yourwebserver eq 161
access-list 150 permit udp SNMP Server networks host yourwebserver eq 161
access-list 150 permit udp SNMP Server networks host yourwebserver eq 162
access-list 150 permit udp SNMP Server network host yourwebserver eq 162
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