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I Motivation — mnemonic statistics from 2014

150 critical Threat Intelligence
security incidents (TD)
14300 security Incident Response
incidents (IR)
Today

ACT



IACT, TOCSA and Oslo Analytics

*Semi-Automated Cyber Threat Intelligence (ACT)

-Open Source Threat Intelligence Platform
- https://www.mnemonic.no/research-and-development/semi-automated-cyber-threat-intelligence/

*Threat Ontologies for Cyber Security Analytics (TOCSA)
-Ontologies
-PhD Project

- https://www.mnemonic.no/no/research-and-development/threat-ontologies-for-cybersecurity-analytics/

- http://www.mn.uio.no/ifi/english /research/projects/tocsa
*Operable Subjective Logic Analysis Technology for Intelligence in Cybersecurity (Oslo Analytics)
-Analytics
-Subjective Logic (quantifying uncertainty)
-Trust Networks

-Academic
- http://www.mn.uio.no/ifi/english /research/projects/oslo-analytics/


https://www.mnemonic.no/research-and-development/semi-automated-cyber-threat-intelligence/
https://www.mnemonic.no/no/research-and-development/threat-ontologies-for-cybersecurity-analytics/
http://www.mn.uio.no/ifi/english/research/projects/tocsa/
http://www.mn.uio.no/ifi/english/research/projects/oslo-analytics/

Academic Paper: «Semantic Cyberthreat Modelling»

Extended abstract presented at the Semantic Technology for Intelligence, Defense,
and Security (STIDS) 2016 conference
http://stids.c4i.gmu.edu/
Collaborative work:
Threat Ontologies in Cyber Security Analytics (TOCSA)
Operable Subjective Logic Analysis Technology for Intelligence in Cybersecurity (Oslo Analytics)
Semi-Automated Cyber Threat Intelligence (ACT)



http://stids.c4i.gmu.edu/
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What is Threat Intelligence?

Threat intelligence is , including context, mechanisms,
indicators, implications and actionable advice, about an existing or emerging
to assets that can be used to regarding the

subject's response to that menace or hazard.

- Gartner (2013)



| Evidence-Based Knowledge

224 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
n

Payment will be raised on B Can 1 Recover My Files?
52172017 09:53:02 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
me Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt=.

. i But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

m

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

me Left Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

ent, click <Check Payment=. Best time to check: 9:00am - 11:00am

A T3

512572017 09:53:02

Send $300 worth of bitcoin to this address:

Plea=ar i a0 | 12t9YDPgwueZ9NyMgw519p7AABisjrs SMw
Contact Us Check Payment



Evidence-Based

www]|.]iugerfsodp9ifjaposdfjhgosurijfaewrwergweal.Jcom




I'Threat Intelligence Categories

+ . .
o Attribution w ( « Tactics
Long Term  Goals  Techniques
« Strategy  Procedures
— . _
Strategic
Operational
e )
« Campaigns » Tools
Short Term « Artifacts
« Indicators
N J L J

»
»

Less Detailed More Detailed



I'Threat Information vs Threat Intelligence

Level of ambition:
Information and intelligence products

— — — —» |ntelligence products

Prediction
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THREAT INTELLIGENCE PLATFORMS
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I Evalutation of existing platforms

Threat Intelligence Sharing Platforms: An Exploratory
Study of Software Vendors and Research Perspectives

Clemens Sauerwein', Christian Sillaber', Andrea Mussmann', and Ruth Breu!

! University of Innsbruck, Department of Computer Science, Innsbruck, Austria
{Clemens.Sauerwein,Christian.Sillaber,Andrea.Mussmann, Ruth.Breu}
@Guibk.ac.at

Abstract. In the last couple of years, organizations have demonstrated an
increased willingness to exchange information and knowledge regarding
vulnerabilities, threats, incidents and mitigation strategies in order to collectively
protect against today’s sophisticated cyberattacks. As a reaction to this trend,
software vendors started to create offerings that facilitate this exchange and
appear under the umbrella term “Threat Intelligence Sharing Platforms”. To
which extent these platforms provide the needed means for exchange and
information sharing remains unclear as they lack a common definition,
innovation in this area is mostly driven by vendors and empirical research is rare.
To close this gap, we examine the state-of-the-art software vendor landscape of
these platforms, identify gaps and present arising research perspectives.
Therefore, we conducted a systematic study of 22 threat intelligence sharing
platforms and compared them. We derived eight key findings and discuss how
existing gaps should be addressed by future research. http://aisel.aisnet.org/wi2017/tracko8/paper/3/



Key findings
There is no common definition of threat intelligence sharing
platforms
STIX is the de-facto standard for describing threat intelligence

Platforms primarily focus on sharing of indicators of
compromise

The majority of platforms is closed source

Most platforms focus on data collection instead of
analysis

Trust issues between users and platform providers are
mostly neglected

Academic and commercial interest in threat intelligence sharing
increases

Many manual tasks make the user the bottleneck

http://aisel.aisnet.org/wi2017/tracko8/paper/3/



EXAMPLE: APT REPORT
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'Report Contents

ShimRat core ShimRat core loader DLL

Filenamedz) elogeer.dat Fileramets) elogger.dll

Releted campaign “Myanmar®, see section 5

CzURL https: _com/ he_check.php

MDs 3eb3ddca4BedSechch- MDs £34c623967d70F-
49Fa1e3b4267d5 23ceB228d207176637

SHAz255 Bee3fcSccef751e898cde- SHAzgh 355R0ceITc I 7d-
64b36e8b5c95d- AAGTATISAR I ATS T TabAbd -
c48473ac83330059d]8e - 6bB8a3Ea7e15a17Tae 6Bk
a32F9046F9

Filename{s) VMWAP e~ UM EHe

Rebted campaign Global campaign®, see section 6.4

CzURL Ihttps://ie upd: ind i -com/my/js/i .php

MDs

SHAZE

‘ShimRat core ShimRat core loader DLL

Filenamedz) =logger.dat Filenzmeis) =logger.dll

Rebted campaign -

CzURL http://www. tinFoofpopeorn.con/adming fekeditor) samples/ plugins/samples.php

MDs5 a3f7895faed5Fal2laded3d- MDs 5965731F2F237a-
d3595c366 12f7a34873e3e37658a

SHAzsE 3c5cAdEEAEFaES2BE3T Fbda SHAzsE a83bdSEeceedFiTheh-
Feb6a7097ecTdlf- 59c6f4d19bFEa651eeb5Th-
1d6a738bb8B64bb 86T - baebb7fB84192b2226616e68

‘ |

Fileramedz) suchost.exe

Releted campaign -

CzURL http://update.nfkllyuisyshooapis.com/js/jz/i5.php
MDs

SHAzsE

Filenametz) suchest.exe

Beleted cxmpzign -

CaURL http:/fumw.go-gga.con/jex pany/log/logon.php
MDs

SHA256 731

Filenamelz) svchost.exe

Related ampaign “yanmar®, see section 5

C2 URL ht /i 1/1 by
MDs

SHAz5E 2b11

Related ampaign -

CURL hEtp: /. dpacking. cok dmin/data/483 php
MDs f

SHA5E

Filenam iz} =

Releted cempaign “HSME DEFEXPO®, zee zection 6.1

Cz AL http://i indi findex.php

MDs5

SHA25E f dadBdE

ps exe
Related ampaign “Global Campaign”, see section 6.4

Cz URL http://update. micrdzoft.confinage/i phe
MD5 of =




Approach

Manually create csv files
Design simple graph structure
Transform csv files to graph DB using Python



! Graph Structure

Filename Path

usesURLPath

hasFilename

Sample

name: hash isMalwareType Malware

usedinCampaign

usesDomain

Campaign Domain resolvesTo IPAddress



I Knowledge Graph
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ICampaign Links —) @
ﬁf ‘”"‘b«»...e

%
) ' i
- v S ; é
§ 2d40ca \ ﬁ“ % §
.
Citrix lure elogger.dat e5bcb5. g
\ ;
5 £
p H
%2 v helpsarvice.exe
LTS e &
m%.. ‘a"‘ée
MATCH p=(n:Campaign)<--(:Sample)-->(0)<--(:Sample)-->(m:Campaign) @

WHERE NOT o:Malware AND m <> n RETURN p mnemonic



ITP addresses with multiple domains

MATCH p=(n:Domain)-->(0:IP)<--(m:Domain) RETURN p mnemonic



IRelations to IP address

MATCH p=(m)<—(-[*1..3]->(n:IP {name: "178.209.52.72"}) WHERE NOT m:Malware AND mnemonic
NOT m:Filename AND NOT m:Path AND NOT m:IP RETURN p



I Knowledge Graph from STIX

® o © mnemonic
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I Semi-Automated Cyber Threat Intelligence (ACT)

The main objective of the research project is to develop a platform for cyber threat
intelligence to uncover cyberattacks, cyber espionage and sabotage.

The project will result in new methods for data enrichment and data analysis to
enable identification of threat agents, their motives, resources and attack

methodologies.

In addition, the project will develop new methods, work processes and
mechanisms for the generation and distribution of threat intelligence and
countermeasures, to stop ongoing and prevent future attacks.



ACT Project Goals

Holistic workspace for analysts
Automation
Repetitive tasks
Processing of unstructured data
Sharing
Threat information
Countermeasures
Advanced automated analysis
Advanced enrichment
Manual analysis
Efficiency
Accuracy
Improve our knowledge of threat agents



Data Model

Objects
Global
Example: IP address
Facts
Connected to a single object or multiple objects (relation)
Immutable
Timestamped
Owner
Role-based and explicit access control
Backed by evidence and comments



I'The Detection Maturity Level (DML) Model
puL-o (T identity )

om-s (T Goals T
om-7 (I Strategy T

Attacker identity

Attacker goals
and strategy

Attack execution

plan and methods 3

Traces of attack <
execution

(DML-6 ( Tactics J
DML-5 ( Techniques )
DML-4 ( Procedures )

_DML-3 [ Tools )
DML-2 [ Host & Network Artifacts |
DML-1[  Atomic Indicators
DML-0 None or Unknown

http://ryanstillions.blogspot.com/2014/04/the-dml-model_21.html

uolisioald

<

AN

Robustness




Causality and Classifiers for the DML Model

Classifiers
External
Intelligence

Attacker goals,
strategy and identity

J Classifiers

)

Causality

Attack execution
plan and methods

Causalityl

Traces of attack
execution

External
Intelligence




Semantic Feature Extraction

‘Formal definitions of
-Goals
-Strategy
-Tactics
-Techniques
-Procedures
*Relevant initiatives
-MITRE CAPEC
*https://capec.mitre.org
-MITRE ATT&CK
*https://attack.mitre.org
-MITRE CAR
*https://car.mitre.org

m Common Attack Pattern Enumeration and Clas
I ¥R .« 1o and Understanding Altac

CAPEC VIEW: Mechanisms of Attack

Vi 0 1000 ——

~ View Objective

rapressnt the difecs

* Relationships

1000 - Mechanisms of Attack
. stk ot
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Ihe ATTSCK made. It wsuaih nicn they ¢
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Features - ? R h"m‘” Insertace Catection Extiiration Port.
By pass Liser Expotation of Execution miough .
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) 3 B Remavable Media
p— SRS, MR —

Case Sgang
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https://capec.mitre.org/
https://attack.mitre.org/
https://car.mitre.org/

I APT Report Example: Tactics, Techniques and Procedures

Network hopping and
exfiltration

Once APT10 have a foothold in victim networks, using either
legitimate MSP or local domain credentials, or their sustained
malware such as PlugX, RedLeaves or Quasar RAT, they will
begin to identify systems of interest.

The operator will either access these systems over RDP, or
browse folders using Remote Access Trojan (RAT)
functionality, to identify data of interest. This data is then
staged for exfiltration in multi-part archives, often placed in
the Recycle Bin, using either RAR or TAR. The compression
tools are often launched via a remote command execution
script which is regularly named ‘t.vbs’ and is a customised
version of an open source WMI command executor which
pipes the command output back to the operator.

https://www.pwe.co.uk/issues/cyber-security-data-privacy/insights/operation-cloud-hopper.html



| Example Procedure: Authentication with stolen credentials

Environment: Windows cmd.exe command line

1. ping -n 1 HOSTNAME
2.net use \\HOSTNAME\ipc$ "PASSWORD" /user:"DOMAIN\USERNAME"



| Example Procedure Detection

Prerequisite: logging of cmmd.exe command line (e.g. Sysmon)

for each COMMANDLINE in cmd.exe process:
if COMMANDLINE matches ‘ping -n 1 HOSTNAME’:
if next COMMANDLINE starts with ‘net use \\HOSTNAME\ipc$’:
Trigger alarm



I'TTP Knowledge Graph

r l
Example: netexe
]  Threat Actor Uses Tool —
P
Uses
Uses ——3 Tactic Red arrows show relations
that are described in the
MITRE ATT&CK taxonomy
Implements
Uses
Is used in
Is used in
Indicator \ 5| Technique
E le: 127.0.0 tses
. - 1 1
rample: Is used in
Is used in
Implements Command
(WIArGUMENS)  [ifm—
Example: net user [user
name] /[domain
L

Procedure

e
Implements Is usedin

Is used in
%

Procedure e
step




I'Traces Knowledge Graph

probeEvent

hasProbed

hasProbed

hasLoggedCOn
ADGroup

isMemberOf

Username

LogonEvent

hasProbed

LHESUSEFNEF‘IE—J

hasLoggedOnTo

hasSubdomain

~ hasIPAddress

Filename Path Filetype Tag
hasRegisiryACCess ———
hasFilename hasPath
isFiletype
hasUsed ——3» hashutex —3»
) hasTag Execution "
hasDownloaded == FileEvent pame-LLUD )
hasUploaded =i —
—_—
wasExecuted
 —
ThreatAgent File - - \
name. name: hash ———— isMalwareType —— Malware
. |
wasFoundOn
wasDownloadedFrom isToolType —_—
hasConfig
Tool

LS S

Host ) [
type hasCampaign|D —————————>

Server/Client URL Config usesC2IPAddress Campaign
org: — protocol
location: / usesC2Domain port
protocal:
port:
haslPAddress hasCommunicatedWith
IPAddress protocal: 4
MasDOMain se— port
hasHostname Domain hasCommunicatedWith

protocal:
port:

resolvesTo

P
Registry
type: riwid
name: key
| S

R

Mutex




Unstructured Data — Natural Language Processing

No corpus for the cyber security domain
Snowball: Extracting Relations from Large Plain-Text Collections *
Test case: APTNotes (https://github.com/aptnotes/data)

1: http://www.cs.columbia.edu/~gravano/Papers/2000/dloo.pdf


https://github.com/aptnotes/data

'APTNotes NLP processin

<

o

moomo

"

"o

)

"

"

"

©

©

©

~

"

"

description
indicators.cve
indicators.email

indicators.fadn

indicators.ipv4
indicators.ipvé

indicators.mds

indicators.msid
indicators.shal
indicators.sha2sé
meta:creation-date
meta:save-date
modified

nlp.dates

nlp.Tocations

np.moneys

nlp.organizations

eamd
eam
aamd
aamd

eamd
eamd
eamd

eamd
eamd
aamd
aamd
aamd
Qam
Qam

aam

aamd
aamd

*
*
*
*

* *

*

*

*

The report focuses on a targeted threat group that we call APT 238 (Advanced Persistent Threat group 28) and details onge

nato_smtp@mail.ru, nato_pop@mail.ru, Tisa.cuddy@windOws.kz, dr.house@windows.kz

www. nytimes. com, www.nytimes.com, police.ge, mia.ge.gov, uropa.eu, www.freedorhouse.org, www.upi.com, voicesfrussia.com
gov.hu, q0v.pl, mail.qOv.pl, gov.pl, mail.gev.pl, poczta.mon.qdv.pl, peczta.men.gov.pl, www.mil.ee, www.kam.1t, nato.n:
om, windous.kz, windows.kz, dr.house, windOws.kz

272f0fde35dbdfccheale33373b3570d, 8b92fed6c5b7a%e34f433a6fbacdbc3a, 9eebfebe3ssrfec3c395594dc57alc4c, da2a6s7dc69d7320:
48656a9379ba39410763a2196aabc67f, Sc4farlicSezb00911l4addarsBadca4s

ms12-27

October 27th 2014, 23:28:50.000
October 27th 2014, 23:29:32.000
October 27th 2014, 23:29:32.000

12 August 2008, 2008, August 2010, 2010, 2007, 2008, 2008, six years, 2007, 2013, Over 96, Monday, Friday, 2007 to Sept
005, June 2014, June 2014, June 2014, 8251, 2014, 2014, June 2014, Today, June 2014, 2010, February, 2010, 2012 16, 201
5285, 2196, April 2013, April 2013, 2004, 2004, 2004, 2004, April 2013, 2007, 2007, 2007, 2014, 0413, 0409, 0000, 0800
v October December January July August October November December @ 1 2 3 4, 5 6, 7 8 9, 0400, Over 96, Monday, Friday,

5, 5555, last four, This, This, 63 6, 0001, 0001, 1001, 1101, 1301, 0002, 1002, 1102, 1302, 1602, 0001, 0002, This, 110:

Russia, Caucasus, Caucasus, Caucasus, Moscow, St . Petersburg, Russia, Georgia, Russia, Moscow, St . Petersburg, Moscow
Armenia, Azerbaijan, Moscow, Caucasus, Georgian, Georgia, Georgian, Caucasus, Georgia, Georgia, Georgian, Thilisi, Georc
ia, Georgia, U . § ., Caucasus, Caucasus, Georgia, Russia, China, Iran, Caucasus, Moscow, Caucasus, Russia, Sweden, Russ
nia, Baltic, Russia, Russia, Soviet Union, Russia, Russia, Europe, Europe, Russia, U . S ., London, Turkey, Russia, Eurc
a, Russia, Moscow, St . Petersburg, Moscow, St . Petersburg, Moscow, Russia, Caucasus, Eastern Europe, Baltic Host, Cauc
Russia, Russia, HKU, Russia, Cisco, Russia, Russia, Russia, 55zFKIR 4 1 0, Russia, Russia, Russia, Russia, Russia, 267(

69 b 5 6, 46 36 66 35 61 68, 10 41 70 41 10 42 33, 3, § . 1, 87 88 35, 56 34 4, 1 * versus

Georgian Ministry of Internal Affairs, MIA, Georgian Ministry of Defense, NATO, Defense Exhibitions, Nation State Inter
aty Organization, NATO, Georgian Ministry of Internal Affairs, Ministry of Defense, RUSSIA Chechnya GEORGIA Abkhazia TUI
rgian Ministry of Internal Affairs, Georgian Ministry of Internal Affairs, MIA, Georgian Ministry of Defense APT, MOD, I
ouse Press Release, Kremlin, NATO, Eastern, European Ministry of Foreign Affairs, Malaysia Airlines, Eastern, Baltic Ho:
Defense, NATO, NATO, NATO, Russian Federation, NATO, NATO, Organization for Security and Cooperation, NATO, NATO, NATO
ration, Attache Corps, AMAC, Defense Exhibitions, SMi Group, Energy, SMi Group, Army, Nawy, Defense Contractors, Europe:

3
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IMachine Learning

THIS 15 YOUR MACHINE LEARNING SYSTET?

YUP! YOU POUR THE DATA INTO THIS BIG
PILE OF UNEAR ALGEBRA, THEN COLLECT
THE ANSLERS ON THE OTHER SIDE.

WHAT IF THE ANSLERS ARE LJRONG? )

JuaT STR THE PILE NTIL
THEY START [DOKING RIGHT.




I'Triplets and semantic reasoning

«Things»

«Relationship»
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Triplet




I'Triplets and semantic reasoning
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I'Triplets and semantic reasoning

Martin l i Jing
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I'Triplets and semantic reasoning
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I'Threat Intelligence Platform

-Data model and architecture done
-Objects and immutable facts (relations/predicates)
-ACL on facts
-Queues and workers
* Platform core, API and GUI under development and testing
*Github project
-https://github.com/mnemonic-no
*Ongoing research:
-Threat ontologies
-Analysis techniques
-Enrichment techniques
-Sharing and Countermeasures
-Workflow orchestration

ACT Service Modules

ObjectsFacts

Workflows

ccccc

Object/Facts service

Workflow Module

B

o=

Jobd (Warkflow A} A\ :

%maah.A ‘ L%mu;zz ‘%;;m ’—W
_ l


https://github.com/mnemonic-no

Feedback and ideas

Useful, formal definitions of TTPs

Examples of predicates («marriedTo») for Threat Intelligence
Experiences, use cases

Any other clever ideas
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