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Whoami
@work

> 25 years in Cyber: Engineering, Forensics and IR

System Administrator - Phd in Statistics

Worked – Government, Corporate, Defense, Law 
Enforcement, then

n

From Brisbane, Australia

Went to my first, ‘FIRST’ conference in 1999!

Contact and Slides at end of talk
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#FUNinJapan
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#FUNinOz!

Welcome
To
Australia!
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#FUNinOz!
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Talk Outline

• Sharing Intel – it can help you, and others

• When might we want to share?

• What is stopping us?

• Describe a way to make this easy

• Hopefully this can help all of us..
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Intel Sharing is 
Valueable

• FIRST’s mission:

“to foster cooperation and coordination in incident 
prevention, to stimulate rapid reaction to incidents, 
and to promote information sharing among 
members and the community at large.”

• Theme of #FIRSTCON24: 
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Lack of Sharing - Widely Recognised as an Issue
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Lack of Sharing - Widely Recognized as an Issue

( https://dl.acm.org/doi/10.1145/3576915.3623144 - Proceedings of the 2023 ACM SIGSAC Conference on Computer and Communications Security )
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Sharing Intel Rapidly – what’s stopping us?
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Scenario 1: your company is breached because 
of  a 3rd party compromise

• Example: Breach occurred from your use of the MOVEit 
managed file transfer software

• Your Incident Response revealed artifacts that could be 
used to identify compromise

• How to share these to help others?

• Without revealing that your organization has been 
breached??
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Scenario 2: your Intelligence detects likely 
compromised Organisation

• Eg. Darkweb monitoring indicates that a company - *may* 
be compromised –  Threat Actor auctioning access

• Initial Access Brokers (IAB) do this to sell to eCrime groups

• Essential to alert the compromised company fast… before 
ransomware operators move in to achieve their mission….

• You believe you have identified the compromised company
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Scenario 2: your Intel detects likely 
compromised Company
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Scenario 2: your Intel detects likely 
compromised Company

Threat Actor has 
redacted (most) 
information
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Scenario 2: your Intel detects likely 
compromised Company – You Identified Them!
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Scenario 3: critical vuln in VPN product – many 
vulnerable instances found on internet

• Eg. A VPN vendor has another CVSS 10.0 bug released

• You scan your attack surface to check your footprint 

• Shodan/Censys scanning shows many exposed hosts

• You would like to alert the owners of these hosts 

• It’s the right thing to do – but how?
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Scenario 4: you have found details in dark web 
leak

• Eg. As result of investigation into a case, you have found 
data in threat actor’s leak site – eg. Acme Corp

• Want to share this information with the Acme Corp cyber 
team – completely anonymously
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Scenario 5: You Have Been Hacked 
               – you Need Help

• Eg. Your company has been ransomed – you have some 
samples of what you believe are the encryptors and other 
IOC’s

• How can you share them?

• Because sharing them, as yourself, will indicate to others 
that your company has been breached..

18



Questions for Audience

• Who has been involved in an incident response case?

• Do any of these scenarios sound familiar?

• Did you wish that you could anonymously share lessons or 
info you learned about the case?
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Hopefully, have explained the problem

• These scenarios highlight the problem of sharing

without revealing your identity.

• Let’s talk about a possible solution….
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Introducing

Secret 
Squirrel

https://en.wikipedia.org/wiki/Secret_Squirrel 21



Secret Squirrels – 
a mythical and fictional Sharing Community

Background: 

• The Secret Squirrels are an association of Cyber Security professionals

• They use a Slack Workspace to communicate and share information

• Membership is only by invitation – you have to be vetted/introduced by someone else already 
in the Secret Squirrels Community

• A lot of Sharing Communities work like this 

• (NOTE: nothing special about Slack – this can also be done for Teams/Discord/Mattermost)
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Secret Squirrel Intel Sharing

• Secret Squirrel Slack workspace has a channel dedicated to 
sharing useful threat intelligence - #threatintel

• Usually, information is shared here from Open Source

• Other times members might share early released 
information not yet published…

• We show how you can add the ability to post information 
anonymously to #threatintel
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#threatintel channel

- This channel has a pinned message:

“To publish intel anonymously – go to this Website”

- The Website hosts a Form with fields for:
- Name: (optional)
- Email address: (optional)
- Message field: The Text that you want to share.

- When the form is filled out, and Submitted
it Posts a new message to the #threatintel channel
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How it looks 
in the Secret 
Squirrel slack
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Web site for 
anonymous submission

• Hosted on a ‘hidden’ URL

• Can be password protected

• Optionally supply name / email /message

• Even upload a file

• Clicking submit sends a message to 
Slack/Teams/Discord/Mattermost 
channel
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Example: • Anonymous submission of Threat Intel to channel
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Let’s Revisit the earlier Scenarios

• We’ll show some examples of how you could use this 
service
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Scenario 1: your company is breached because 
of  3rd party compromise

• Example: Breach occurred from your use of the MOVEit 
managed file transfer software

• Your Incident Response revealed artifacts that could be 
used to identify compromise

• How to share these to help others?

• Without revealing that your organization has been 
breached??
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Scenario1 : your company suffered a breach 
from use of 3rd party software
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Scenario 2: your Intel detects likely 
compromised Company

• Eg. Darkweb monitoring indicates that a company - *may* 
be compromised – Threat Actor auctioning access

• Initial Access Brokers (IAB) do this to sell to eCrime groups

• Essential to alert the compromised company fast… before 
ransomware operators move in

• You believe you have identified the compromised company
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Scenario 3: worried you have been hacked

• Eg. Your company has detected something 
• Unusual
• strange

• How can you ask others?

• Asking directly, will indicate to others that your company 
may have been breached..

• So, Ask Anonymously
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Scenario: You have been hacked – need help

• Eg. Your company has been ransomed – you have some 
samples of what you believe are the encryptors and other 
IOC’s

• How can you share them?

• Sharing them, will indicate to others that your company has 
been breached..

• So, ask for help, anonymously
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Scenario: Afraid to ask silly questions

• Unfortunately some people are afraid to ask for help

• The ‘Culture’ of the shared workspace might be an issue

• Anonymous questions might help in this case
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Scenario 4: Just sharing good old OSINT

• Sometimes, you just want to share something interesting

• Without fear of receiving a negative response:
“That has already been shared”
“That’s old news” 
etc
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Sharing information – bidirectionally

• Sharing information one way is (mostly) straightforward

• How to share both ways – ie. how to communicate back to the 
anonymous poster?

• In our SS #threatintel example - potentially they might Direct Message

• An alternative – when sharing info – the Anonymous poster could 
provide a Signal Handle/Anon email address for Out-Of-Band 
communication

• It depends…. On the Sharing Community .. And What Works for You..
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One Key Benefit of this 
- It Encourages Sharing

• Some users will prefer to post anonymously:

• Less fear of criticism

• Or repercussions

• In a vetted Sharing Community this could work well

37



How to set it up - yourself

• High level overview
• Setup Incoming Webhook in your Slack/Teams/Discord channel
• Configure webserver front end and host it on internet (or Tor)
• Webserver has web form – takes inputs from user

• Can be obscure URL
• Or password protected

• When user submits data to web form, data is parsed and sent to 
Webhook in your messaging platform

• Users who are in the WebHook enabled channel will see the message
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Implementation - Overview

• Configure a Google Compute Cloud instance
• (New customers also get $300 in free credits to run, test, and deploy)

- Run Python Flask webserver in Google App Engine
- Can provide example code as template/guide

- Change code to use your webhook
- Create your version of the web form

- Costs very little to run
- Very little to no maintenance
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Implementation – Google Cloud

• Chose Google Cloud to host webserver
• simple, economical and easy – sample code shortly in my Github repo

• Steps are detailed there – but an overview:

• 1. Create new GCP Project

• 2. Create python Google App engine and upload Python Flask Web app
• Application has web server configuration for different URL paths
• Configured with webhooks used to send data to Instant Messaging Platform

• 3. Configure Google Storage Bucket for files uploaded to Web app
• Set Lifecycle for storage to auto delete after required period (24h in my eg)
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Python Webserver Configuration Overview

• Configure Webhook(s) in your messaging platform

• Create html frontend template for your desired look/feel

• Configure Python Webserver with mappings to webhook(s):

•  @app.route('/secretSquirrelUrlPath', methods=['GET', 'POST'])
def secretSquirrel():
    # CODE to handle requests goes here
    # if GET then return web form
    # if POST then handle web form input and send to WEBHOOK
    #  with unique link to storage location for any uploads
#end def secretSquirrel()
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Web Frontend supports multiple webhooks

• Handlers with unique URL paths can be configured
• Can host multiple different front-end pages or Urls

• each can be associated with different webhooks

• Eg. One for #threatintel another for #anonymousFeedback or 
#helpneeded

• And – this works with webhooks go to almost any 
messaging platform Slack/Teams/Discord/Mattermost
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Webhooks don’t support uploading files – how 
we solved

• You might want to offer ability to upload files to your channel

• File upload could be screenshots/suspected malware/zip and could of 
course be encrypted by user before uploading.

• We Solve This by implementing file upload option in web form

• The Python Flask webserver uploads files to a Google Cloud Storage 
Bucket and returns a ‘hidden’ link to the file

• Eg. https://storage.googleapis.com/.../6a933c3d-3ac6-4d0d-969b-
aae81e9b1ffe/684f3af1-7aba-4183-ab0a-507f37c8e00d/47744832-
28cc-4eb8-a860-f8622c4cf07a
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File upload – how it looks to user
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Potential Issues

• Really Need Good instructions on how to use this

• People could upload but say they are other people

• Consider the sensitivity of information being shared

• This system might be best implemented in a vetted 
information sharing environment where everyone has a 
common mission
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What about automation?

• Wrote some simple command line tooling
• It enables sending messages to the webhook destination - *via* 

the front-end website

• Webhook is kept ‘secret’ – sends via the same URL used by users

• Might be useful for automating sending of anonymous Intel to the 
messaging workspace
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Example ‘api’ usage: ‘squirrelApi’

• For fun – call this the squirrelApi:

•

• Script is configured with the special website location and username/password (if required)

• Could be used to automate feed of information into channel
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Many Other Use Cases

#CERTonly – channel for CERT 
members only

- Eg. Anon ‘tip-offs’ to your CERT 
team

- Used for Emergency Incident 
Response team members only

- Hosted via a Different URL / 
webhook



BONUS

Could share this URL to 
members or publicly



BONUS



BONUS



BONUS



Other use cases

Not just limited to #intel …. 

- ‘anonymous’ comms can be used in lots of situations

- As with everything – there can be downsides so needs good 
planning..
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Summary

• Talk was about a way of sharing information in a ‘secret-like’ 
manner

• Flexible, and straightforward to implement

• Way of enabling sharing of information ‘anonymously’ that 
could help with Incident Response and Intel Sharing
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Thank you!!

- Why not - Set up your own Secret Sharing System 
- QR code has link to my contact details
-   Any questions? Please contact me:

            https://linkedin.com/in/drdavematthews

                             dave.matthews 

- Sample code is going up at github.com/forensicdave
- Can give you access to the Secret Squirrels Slack to 
try out – if you like! DM me J

https://linkedin.com/in/drdavematthews

