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Introduction

• Integrated development environment (IDE)

− Source-code editor

− Debugger

− Build automation tools

• Web IDE == Online IDE == Cloud-based IDE (CDE)

• Start projects quickly, avoid local setup

• Code from anywhere with a browser + internet



5 | ©2024 Trend Micro Inc.

Introduction

Gartner predicts that 60% of cloud workloads will 
be built and deployed using CDEs - Blog (gitpod.io)

https://www.gitpod.io/blog/gartner-2023-cde-hypecycle
https://www.gitpod.io/blog/gartner-2023-cde-hypecycle
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Introduction

Popular CDEs

− GitHub Codespaces

− GitPod

− CodeAnywhere

− AWS Cloud9

− Eclipse Che
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GitHub Codespaces Overview

https://docs.github.com/en/codespaces/overview

https://docs.github.com/en/codespaces/overview
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GitHub Codespaces Overview

https://docs.github.com/en/codespaces/overview

https://docs.github.com/en/codespaces/overview
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GitHub Codespaces Overview

Multi-region deployment options

VM configuration options
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GitHub Codespaces Overview
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GitHub Codespaces Overview

https://docs.github.com/en/codespaces/getting-started/deep-dive

https://docs.github.com/en/codespaces/getting-started/deep-dive
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GitHub Codespaces Overview

• Codespace == ‘--privileged’ Docker container

• Isolated (i.e., Codespace VMs are not shared)

https://gist.github.com/ideaengine007/98478586f4e42f4eef642af5d9c622b9

https://gist.github.com/ideaengine007/98478586f4e42f4eef642af5d9c622b9
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Feature: Exposing Ports
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Feature: Exposing Ports
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Feature: Exposing Ports

• Modes of exposing ports

− Private

− Private to the organization

− Public (Expose ports publicly without authentication)

ideaengine007-turbo-space-orbit-9qq7vp5vrwwf779g-8080.preview.app.github.dev

Username Codespace Name Port
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Feature: Exposing Ports
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Feature Abuse: Open Directories
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Feature Abuse: Open Directories
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Feature Abuse: Open Directories

codespace-port.app.github.dev
Ingress Controller

User
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Feature Abuse: Open Directories

• IP-based fingerprinting ineffective

• Exposed Codespace ports evade Shodan, Censys, etc.

• Abuse vectors (not limited to):

− Stealthy open directories

− Stealthy C2 servers

− …
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Feature: Reproducible Environments

• Devcontainers (https://containers.dev/)

• Containers as fully-featured development environments

• Configuration in JSONC (devcontainer.json)
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Automate opendir creation = gh CLI + Devcontainers

Feature Abuse: Reproducible Environments



Selected Malware Campaigns



25 | ©2024 Trend Micro Inc.

Selected malware campaigns 

• Deltastealer

− Rustlang / Electron / NodeJS dropper/installer variants

− Distributed likely via gaming forums/social media and disguised as game 

installers, hack tools, etc.

“Discord Account Generator.exe”

“Adventure Island Setup.exe”

“Neus Setup.exe”

“Cheat Fortnite.exe”

“BattleTalent-LaserEyes.exe”



26 | ©2024 Trend Micro Inc.

Deltastealer – Rustlang variant

• Anti-sandboxing, anti-debugging, anti-analysis features

• Steals:

− Basic OS information

− Browser credentials (Chromium-based)

− Cryptocurrency wallets

− Discord & Steam data

• Exfiltrates to 

− third-party cloud storage 

− publicly exposed port on cloud IDE instances as webhook
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Deltastealer – Rustlang variant

• Methods in Rustlang

− malware::anti_debug::detect::hfc268b042e05af6a

− malware::browsers::steal_data::h8cac638d5caa2249

− malware::wallet::steal_data::ha62d557a043a8b95

− malware::discord::steal_tokens::hc30751d76c4b8f0b

− malware::discord::inject::h90f034412c7e38ad
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Deltastealer – Anti-debugging/analysis

• Evade sandboxes such as VirusTotal
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Deltastealer – Anti-debugging/analysis
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Deltastealer – Rustlang variant

Sample

api.gofile.io/getServer Browser credentials

Crypto wallets

Discord, Steam

Packed collected data

storeX.gofile.io

Stolen dataPublicly exposed 
CS instance

gofile.io URL
public IP
browser name
Computer name
Username
No. of stolen credit 
cards, cookies, 
passwords
Steam, Discord status

Infected Discord client Stolen data

Credit card info
PayPal status
Discord email and 
password
Discord token
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Deltastealer – Rustlang variant

• Official Discord client written in Electron framework

• Stealer injects malicious code into Discord client

− Replaces core.asar module in discord_desktop_core

− executes malicious script in the context of client’s BrowserWindow

• force to logout and then login again

• install listeners before and after each web request to

− prevent from logging using QR code (force logging using email + password)

− capture tokens, login credentials, credit cards, PayPal status
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Deltastealer – Rustlang variant

• core.asar -> package.json -> app/index.js -> cdn.js
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Deltastealer – Rustlang variant

• core.asar -> package.json -> app/index.js -> cdn.js

− Force logout

− Log credentials
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Deltastealer – Rustlang variant

• core.asar -> package.json -> app/index.js -> cdn.js

− Disable login with QR code; return empty JSON object as response to callback
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Deltastealer – Rustlang variant

• Creates file call.json with captured credentials

• Logged events:

− save (token)

− login (password, token)

− email_changed (email, password, token)

− password changed (new password, old password, token)

− card added (card number, expiration, CVC, token)

− paypal_added (token)
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Deltastealer – Rustlang variant

• Examples of exfiltration requests
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Deltastealer – Electron variant

• NSIS package -> Electron app -> resources/app.asar -> package.json
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Deltastealer – Electron variant

• NSIS package -> Electron app -> resources/app.asar -> 

/dist/webpack/main.js

• resources/app.asar -> /dist/webpack/libdelta.dll
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Deltastealer – Electron variant

• (encrypted) libdelta.dll -> decrypt with AES-CBC -> executable in Rust

− Contains embedded .asar archive
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Deltastealer – NodeJS variant

• NSIS package -> Electron app -> resources/app.asar -> src/index.js

• Downloads 2nd stage – 2 files: stealer and uploader written in NodeJS
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Deltastealer – NodeJS variant

• Uploader

− written in NodeJS, packaged into executable with ‘pkg’
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Deltastealer – NodeJS variant

• Stealer

− written in C++, inside a dropper written in NodeJS

− packaged into executable with ‘pkg’

− command line utility without network functions



43 | ©2024 Trend Micro Inc.

Deltastealer – Public Chat Groups

• Using Codespaces
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Deltastealer – Public Chat Groups

• Using Codespaces & Swagger for API development
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Deltastealer – Public Chat Groups

• Using ‘pkg’ to package NodeJS scripts
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Deltastealer – Public Chat Groups

• Stolen cookies



Hunting Tips
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Hunting

• Domain relations tab: app.github.dev  (preview.app.github.dev)
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Hunting

• (behaviour|content):"app.github.dev” (“preview.app.github.dev”)



Updates to GitHub Codespaces
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Codespace Domain Updated (July 14, 2023)

https://github.blog/changelog/2023-07-14-codespaces-port-forwarding-domain-name-updates/

https://github.blog/changelog/2023-07-14-codespaces-port-forwarding-domain-name-updates/
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Codespace Documentation Updated (Nov. 29, 2023)

Previously: “do not have access to the outer Linux virtual machine host.”

Currently:  “have limited access to the outer Linux virtual machine host.”

Change in GitHub Official Documentation (Git Commit on github/docs)

https://github.com/github/docs/commit/42570400de8413d9e12d137f153fa6972ab18623
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Codespace Public Port Access Prompt



Conclusion
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Observation

• Bar to create resources is low

• Ease of use is high

• Dev features arm attackers

• Evade traditional defenses

• Short-lived, replicable environments
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Conclusion

• While using Codespaces: “trust, but verify”

• Vet container images, code repositories, etc.

• Verify dev-container configurations for local dev. environments

• Audit Codespace and access token usage from GitHub logs

• Segregate developer and production environments
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