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S2W

TALON

BLKSMTH HOTSAUCE

• APT Intelligence
• Threat Actor tracking
• Detailed Malware analysis

• DDW Intelligence
• Open-source Intelligence
• User profiling
• Cryptocurrency tracking
• Incident Response

• Offensive Research
• Core Technology Research

• Systematize methodology
• Strategic intelligence
• Leveraging DevOps
• Automation Technologies 

to boost threat intelligence

IntelOps UNREAL
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1,999 

656 

412 411 402 
296 266 226 217 176 

LockBit BlackCat CLOP PLAY BlackBasta 8Base BianLian AKIRA Medusa Conti

Ransomware Activity Top 10 (Jan 2022 ~ Apr 2024)



Who is LockBit?
Background

Infrastructure 
HostingDeveloper Money 

Launder

RaaS Group

Affiliate

Negotiation 
Staff Tester

RaaS Operator

RaaS Group

RaaS Operator

Developer Negotiation 
Staff
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Rebranding

Service Stop

or



Who is LockBit?
Background

Why not rebrand in these two months and 
enter the market as a new locker?

LockBitSupp

Forum User

Rebranding won’t help …

But, LockBit has never rebranded...
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1.0

LockBit History

Branding ABCD ransomware as LockBit

[Cryptolocker LockBit affiliate program]

The development of the lockbit has been 
underway since September 2019, they could not 
decrypt it, there were attempts…
The Software is written in C and assembler…



1.0

LockBit History

Forum User posted reviews of the LockBit ransomware.

Wexford

I paid 20% of the ransom for the 
product to be stable and not break 
files… It does not encrypt, but only 

renames files.



1.0

LockBit History

GDI design

AD Policy

Native API

Hire specialists in various fields
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2.0

LockBit History

LockBit RED

Update LockBit 2.0 ! StealBit



2.0

LockBit History

LockBit Linux/ESXi



2.0

BlackMatter Coder work for LockBit

After BlackMatter shut down…

LockBit History

... Either the security guys will hack Lockbit , 
or they will merge their own builders. You 
earn millions of dollars, but you’re wasting 
your money on coders’ salaries. Shame on 
you all, colleagues. A shame!

LockBitSupp

When you sat down a point after the 
ColonialPipeline and took with you several 

large payments from advertisers (who now 
work for me and know that you stupidly 

rebranded), your former coder was smart 
enough to run over to me…

BlackCat
(Ex-BlackMatter)
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3.0

LockBit History

LockBit Black

Update LockBit 3.0 !



3.0

LockBitSupp

BlackMatter Coder

“After the release, I get 10% of the money he receives 
from adverts for further support of the 3.0 project. 
The payment of these interests will occur every first 
day of the month, after the release.”

“Due to low activity and online presence during the 
development process, I refused to pay him and 
offered payment through a guarantor with post-
payment after the work was completed…”

After LockBit 3.0 release…

LockBit History



3.0

LockBit History

Leaked LockBit Black Builder by BlackMatter Coder



3.0

Bl00dy Shadow SchoolBoyz

Based on Leaked LBB (LockBit Black)

LockBit History



3.0

The original was patched and used

LockBit History

The leaked LockBit Black seems to have an 
encryption flaw.

LockBitSupp

Forum User

There are no bugs in the original.
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After…

LockBit History

LockBit Green



After…
LockBit MacOS version?

LockBit History

LockBit MacOS



LockBit History
After…



Operation CRONOS

Seized 
Infrastructures

LockBit data 
published

Infrastructures seized 
again

Additional LockBit data 
disclosures

02/19

02/20 ~ 02/23

05/05

05/07

After…

LockBit History



CVE-2023-3824

How did the operation occur?

After…

LockBit History



After…

LockBit History



Operation CRONOS (First)

LockBit Backend Data

Affiliate Username
&

Create Time

After…

LockBit History



Operation CRONOS (Second)
After…

LockBit History



What LockBit Did After Operation CRONOS?

LockBit’s Statement

On February 19, 2024 penetration 
testing of two of my servers took 
place…
… I relaxed and did not update PHP in 
time, the servers had PHP 8.1.2 
version installed, which was 
successfully penetration tested …

After…

LockBit History



Find the Dmitri Contest !

Whoever is the first to write 
and find out how the poor guy 
is doing, whether he’s alive or 
not, healthy or not so healthy 
anymore, will get 1000 dollars.

What LockBit Did After Operation CRONOS?

After…

LockBit History



TOX Status-Updates

LockBitSupp: The FBI is bluffing, I m not Dimon, I feel sorry for 
the real Dimon ))) oh and he will get pussy for my sins )))

LockBitSupp: Can you figure out how to prove that I'm not a 
Dimon? How can we show the whole world that the FBI made a 
mistake or deliberately framed a Dimon?

What LockBit Did After Operation CRONOS?

After…

LockBit History



After…

LockBit History

In Operation CRONOS…

LockBit-NG-Dev



After…

LockBit History

New payload targeting nutanix environment
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LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit-NG-Dev

LockBit’s Arsenal



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



LockBit RED

LockBit’s Arsenal

LockBit LockBit RED LockBit BLACK LockBit GREEN

Basic Feature

API Resolving FNV1a

Printing Bomb

Self-Spread (GPO)

Adding features from legacy LockBit



LockBit’s Arsenal

Update wallpaper via GDI

Would you like to earn millions of dollars?
Our company acquire access to networks of carious companies,
as well as insider information that can help you steal the most
valuable data of any company

LockBit REDLegacy LockBit
(LockBit 1.0)

Change Layout

LockBit RED



LockBit’s Arsenal

Add self-spreading to AD environment

Group PolicyDomain Controller

Other System

Other System

LockBit RED



LockBit’s Arsenal

Added Printing Bomb
LockBit RED



LockBit’s Arsenal

EgregorLockBit RED

(Sources: analyst1)

LockBit RED



LockBit’s Arsenal
LockBit RED



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



LockBit’s Arsenal

LockBit LockBit RED LockBit BLACK LockBit GREEN LockBit-NG-Dev

Basic Feature Based on
LockBit

Based on 
BlackMatter

API Resolving FNV1a RoR13 + XOR

Printing Bomb

Self-Spread (GPO)

Encrypted Memory

Password Guardrail

Security ⇪

LockBit Black



LockBit’s Arsenal

LockBit RED

LockBit Black

Features added in LockBit Black
LockBit Black



LockBit’s Arsenal

Features added in LockBit Black

Encryption Key

RtlEncryptMemory

RtlDecryptMemory
Protected Key

LockBit Black



New Parameter beyond those used by BlackMatter

LockBit’s Arsenal

Features added in LockBit Black

LockBit Black

Added Parameter in LockBit Black



LockBit’s Arsenal
LockBit Black



LockBit’s Arsenal

Who uses Leaked LockBit Black Builder?

LockBit Black



LockBit’s Arsenal

Section HashTimeStamp

Leaked Builder

LockBit Black



LockBit’s Arsenal

(EXE)
TimeStamp 2022-09-09 01:27:01 UTC 2022-09-1 23:30:57 UTC

Section MD5 Hash (.text) cfbda2c44e51b3b0b00bcbbc767c62a2 57ad8095d0d1b2e0663fbd3ef4405410

Section MD5 Hash (.itext) 6f4cd57381bb5584c0a0755384d25180 0adcc204eb91a7bbe4f95e6c65202fe1

Section MD5 Hash (.rdata) bd829aa493ecd52fe5bec776d207f206 9264ea7f335858b063b39397d3c51d14

Section MD5 Hash (.reloc) 3f87e4c23650dfad0bee7da98889ba94 68a4352eca889669f544bd64baa3f961

(DLL)
TimeStamp 2022-09-09 01:27:08 UTC 2022-09-13 23:31:03 UTC

Section MD5 Hash (.text) f8ab18e0bfbd0004a80bcebcf532343a 25daf073d97d73bb80d8914fdbc28e1a

Section MD5 Hash (.itext) cd4af6ba5a134688efd0ac2ec0d14db4 dd0955a2f9ce023b0f38d8364083634a

Section MD5 Hash (.rdata) 27a341926a3ac1f0ec9362037fe96453 eb51a9196a386b2a314f42f823a6affd

Section MD5 Hash (.reloc) 36e3dfe630cbdf2fc5b330e9d27cc6dd 331d3773bf65049a3d59a6e22111815f

(Reflective DLL)
TimeStamp 2022-09-09 01:26:27 UTC 2022-09-13 23:31:10 UTC

Section MD5 Hash (.text) 82dab83476a4f0d8d45c2b7888f7d400 9580c791df2e6fb2d69380d24bfa7a42

Section MD5 Hash (.itext) 4f07d3a1da418dc00ee94ade03d8f897 69ce49de89357d50159262cb1e3f509c

Section MD5 Hash (.reloc) 45eafaa8681394b9fb50e447d793710f 49d290bb6d3a8651b266c5b81e78c897

@protonleaks
@ali_qushji

Same value created with the leaked builderLockBit Black



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



LockBit Green

LockBit’s Arsenal

LockBit LockBit RED LockBit BLACK LockBit GREEN LockBit-NG-Dev

Basic Feature Based on 
BlackMatter

Based on
Conti v3

API Resolving FNV1a RoR13 + XOR Murmur

Printing Bomb

Self-Spread (GPO)

Encrypted Memory

Password Guardrail

Why?



LockBit’s Arsenal

2019 2020 2021 2022 2023 2024

LockBit 1.0

LockBit 2.0

LockBit 3.0

After

(2022-08)
LockBit Black Builder Leaked

(2023-01)
LockBit Green released

LockBit Green



LockBit’s Arsenal

Decrypting extensions Decoding RSA Public Key Update RansomNote

Features added in LockBit Green

Readme.txt

!!!-Restore-My-Files-!!!.txt

LockBit Green



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



LockBit-NG-Dev

LockBit’s Arsenal

LockBit LockBit RED LockBit BLACK LockBit GREEN LockBit-NG-Dev

Basic Feature Based on
LockBit

Based on 
BlackMatter

Based on 
Conti v3 Based on -

API Resolving FNV1a RoR13 + XOR Murmur -

Printing Bomb

Self-Spread (GPO)

Encrypted Memory

Password Guardrail

Execution date limit

Update Later?



LockBit-NG-Dev

LockBit’s Arsenal

.NET

Min-Max Date

Encryption
Method



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



Linux/ESXi

LockBit’s Arsenal



Linux/ESXi

LockBit’s Arsenal



Linux/ESXi

LockBit’s Arsenal

버전 별 기능 변화
- v1.0 ~ v1.3

Version 1.0 Version 1.1 Version 1.2 Version 1.3

Basic Features Updated Encryption Logic 
& Logging File name

Error Handling

VM Discovery

Exclude Paths /etc/sudoers.d, /usr/share

Additional Parameters

-p/--pass
-f/--full

-a/-delay
-y/--noexts
-v/--vmdk
-t/--wipe

List Items Directories, Processes, Usernames



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit-NG-Dev

LockBit’s Arsenal



LockBit MacOS

LockBit’s Arsenal



LockBit MacOS

LockBit’s Arsenal

Linux/ESXi V 1.2MacOS



Arsenal

LockBit Linux/ESXi

LockBit MacOS

StealBit

LockBit RED

LockBit Black

LockBit Green

LockBit’s Arsenal

LockBit-NG-Dev



StealBit

LockBit’s Arsenal

Affiliate Contact
Victim or Law Enforcement 

Access Fail

StealBIT

Steal Data



StealBit

LockBit’s Arsenal

StealBit 1.1StealBit 1.0



StealBit

LockBit’s Arsenal

StealBit 1.0 StealBit 1.1

API Resolving FNV1a Shift + XOR

Parameter <Path>

<Path>
-hide/-h

-delete/-d
-net/-n

-once/-o
-file/-f

-skipfiles
-skipfolders

CIS Check O X

Anti-Debugging O O

I/O Completion O O



StealBit

LockBit’s Arsenal

Similarities Function to LockBit RED

Anti-Debugging API Resolving (FNV1a)

Check CIS Debugging shortcut key
(Shift + F2)



StealBit

LockBit’s Arsenal

Why don’t use StealBit?

Frequently detected and blockedThe function does not work
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Lesson

Conclusion

LockBitSuppForum Users

Many functions of Lockbit that are similar to those of 
Conti, indicating that Lockbit has likely taken 
numerous snapshots of code from the Conti source 
code

1. I have said more than once that I want to collect 
as many top lockers as possible in one panel … 

2. It would be a sin not to take the sources of the 
main competitor when they deliberately made 
them publicly available …

Constantly Looking for source code !



Lesson

Conclusion

Immediate analysis and detection points for 
leaked ransomware 



Lesson

Conclusion

Also…



Lesson

Conclusion

Keep track of LockBit's arsenal by identifying its key features



About
S2W

S2W is a big data intelligence 
company specialized in hidden 
channels and cryptocurrencies. 

The information contained in this document is proprietary and confidential. 
If you are not the intended recipient, please note that any use or circulation of this document may be cause for legal action.

Contact info@s2w.inc

S2W captures massive amount
of data from various channels and 
conducts analysis with the unique AI 
based multi-domain analytics 
engine.

S2W Offers a threat intelligence 
solution S2-XARVIS, 
cryptocurrency anti-money 
laundering solution S2-EYEZ, 
digital fraud detection system 
S2-TRUZ.

For any queries, please contact www.s2w.inc
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