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Japan’s online environmentJapan s online environment

Broadband 
users

80%~80%



A tiAverage connection:

93 6 Mb93.6 Mbpsp
$34.21 USD per month$34.21 USD per month



E b ki t tiE-banking penetration:

45 9%45.9%
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OS shareOS share

%5%

MS Windows
95%



ThreatsThreats

• Regional specialties
– Winnie (P2P) data disclosure( )

• The usual
M li i il tt h t– Malicious email attachments

• Bots
– SQL injection / malicious web sites
– Targetedg



Intro to theIntro to the

Cyber CleanCyber Clean 
C tCenter

(CCC)(CCC)
A tool for cleaning botnet infectionsA tool for cleaning botnet infections





www.ccc.co.jp



CollectionCollection



AnalysisAnalysis



AnalysisAnalysis



AnalysisAnalysis

Goals:
• Trend prediction• Trend prediction
• Countermeasure improvementp
• Vendor tool improvement

– via sharing samples
• Identify supporting infrastructureIdentify supporting infrastructure

– Secondary malware hosts, C&Cs, config files



NotificationNotification



Monthly collection average until now:*Monthly collection average until now:

512k 
non-unique samples

55k 
unique

samples q psamples

54k 1k
notdetected by AV not 

detected

* Subject to significant variance each month





CCC CleanerCCC Cleaner



CCC featuresCCC features
• Check:• Check:

– Windows Update on?
– Broadband router?
– Hosts file

• Explain:
Ri k f i Wi 9– Risk of running Win 9x

– What to do if malware can’t be removed
• Report (optional)

Summary of scan results– Summary of scan results
– Send to CCC for statistical purposes



CCC notification flowCCC notification flow



363 559 notification emails363 559 notification emails

sent to

77 60177 601 recipients

Around 47% of notifications are for re-infections.



Of 

7760177601
email 

recipients
65% go65% go 
to CCC 
website. 38%

download 
CCC 

cleaner.
21% file 

finishfinish 
report



Improving user acceptanceImproving user acceptance

1: Why don’t people download the tool?

Multi-page explanation 
t l d t h i lwas too long and technical.

Use single pageUse single page
Use simple language 



Improving user acceptanceImproving user acceptance

2. Engaging education

htt //b tk j jhttp://botkujo.jp



Improving user acceptanceImproving user acceptance

3. Security software confusion

Anti-virus
P l fi llPersonal firewall

Anti-spyware
Security suites

What does what?



Improving user acceptanceImproving user acceptance

4. ISP security services misunderstood

“I’m sure my ISP will protect me.”



ChallengesChallenges

• Currently honeypots only
– Honeypots + mail scanning + web site yp g

monitoring etc offer better coverage
• CCC only checks for Windows Update• CCC only checks for Windows Update

– Doesn’t check 3rd party apps
• Can’t repair infected system files

– Current suggestion to users: formatCurrent suggestion to users: format
• Bot countermeasures

– Download site takedown work complex
– Difficult dealing with “bullet-proof” hosting



Thank you!y
office@jpcert.or.jpjp jp


