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Core problem
uniting CTI

Mounting pressure
to do more with
less time, budget,
and headcount




The solution:

prioritized topics that
stakeholders need int'élllgence
on to make better decisi




How to Start Using Priority
Intelligence Requirements
(PIRs) on a Budget



Overview

Day 1-30 Day 31-60 Day 61-90
Project setup Process runthrough Iterate and repeat



Day 1-30



Why take the stakeholder

interview approach?



Stakeholder interview benefits

1 Tap into experience
2 Relationship-building mechanism

3 We don't know what we don’t know



A system to track time investment
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Win leadership’s approval

The Case for Implementing Priority Intelligence Requirements

Priority Intelligence Requirements (PIRs) a set of mission critical topics that stakeholders need intelligence on to inform their decision-making. Here are some of the key benefits:

Benefits for the CTI Team

. Provides clear direction and focus [1]

. Allows efficient allocation of limited resources [2]

. Enables effective prioritization [3]

. Provides metrics to demonstrate value [4]
Benefits for Stakeholders

. Aligns intelligence collection to their needs [5]

. Provides visibility into relevant threats [6]

. Enables stakeholder participation [7]

Benefits for the Business

. Focuses limited resources on critical threats [£]
. Provides intelligence tailored to the organization [9]
. Demonstrates return on investment [8]

In summary, PIRs enable CTI teams to provide maximum value to stakeholders while efficiently allocating limited resources. This ultimately translates to better security outcomes and demonstrated ROI for the business. | would be happy to discuss this further and address
any additional questions or concerns.
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The Case for Implementing Priority Intelligence Requirements

Priority Intelligence Requirements (PIRs) a set of mission critical topics that stakeholders need intelligence on to inform their decision-making.
Here are some of the key benefits:

Benefits for the CTl Team
° Provides clear direction and focus [1]
° Allows efficient allocation of limited resources [2]
° Enables effective prioritization [3]
° Provides metrics to demonstrate value [4]
Benefits for Stakeholders
e Aligns intelligence collection to their needs [5]
° Provides visibility into relevant threats [6]
° Enables stakeholder participation [7]
Benefits for the Business
° Focuses limited resources on critical threats [8]
° Provides intelligence tailored to the organization [9]

e  Demonstrates return on investment [8]

In summary, PIRs enable CTl teams to provide maximum value to stakeholders while efficiently allocating limited resources. This ultimately
translates to better security outcomes and demonstrated ROI for the business. | would be happy to discuss this further and address any
additional questions or concerns.
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Research your organization

“If you understand your business,
you'll understand your stakeholders”

- A famous person













Map your stakeholders
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Map PIR process in prep
for first run through
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Day 31-60



Book first stakeholder interview
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Stakeholder Interview Scheduling Email template



https://feedly.com/ti-essentials/posts/how-to-collect-prority-intelligence-requirements-pirs-with-stakeholder-interviews

Do (a lot of) interview prep
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Tailor questions

What is your top concern related to cyber
threats that could affect your team's
operations?

What are the most critical assets that your
team needs to have protected?

How would you ideally like to receive
intelligence?

L"’

LOGO TEXT

tagline here

Section 2: Intelligence support

Record the use-cases requiring intelligence support and deliverables. Ask your stakeholder the following
questions:

4. Generally, what intelligence information do you need to do your job? What keeps you up at
night?

5. What is your success criteria? How will you be satisfied with the intelligence support we provide
you?

6. What use cases do you need intelligence support for?
check all that apply
[ Network and endpoint protection
[ Penetration testing and attack emulation
[ Vulnerability and patch management
3 Insider threat
[ Threat hunting
3 Risk and compliance
3 Fraud
3 Identity management
3 Other:

7. What type of product/service do you prefer for intelligence support?
check all that apply
A Formal Report
1 Regular Briefing
3 10C feed data
1 On demand requests for information (RFI)
[ Other:

8. How do you prefer to submit requests for information (RFI) to us?


https://feedly.com/ti-essentials/posts/how-to-collect-prority-intelligence-requirements-pirs-with-stakeholder-interviews
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Tip during the interview

Go hande free

Talk about the weather

Show gratitude post-interview



How to go hands free

4 Catch up
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Generate a transcript by uploading your audio file
(.wav, .mp4, .m4a, .mp3) or start a recording.
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What makes a
good PIR question?

Singular question
Intel answerable
Specific
Time-sensitive

Support decisions




Document PIRs in simple spreadsheet

Priority level Collection plan Intel deliverable

\V £\ \V

Collection plan Deliverable(s)

# PIR Priority (1-10) Stakeholders Threat intel feed CTI Vendor OSINT Darkweb Scrapper Ad-Hoc Threat Intel Brief Instant Message Monthly Intel Report
1 Which vulnerabilties relevant to our tech stack are being actively exploited? 10 SOC, IR, VM, MGM  x X X X X

2 What proof of exploit, proof of concept, and zero-days could impact our strategic vendors? 9 SOC, WM, IR X X X X

3 Which threat actors are targeting the healthcare sector? 8 TH, MGM X X X X

4 What are the most recent TTPs used in ransomware attacks this quarter? 8 SOC, TH, VM X X X X

5 What new and emerging malware families could impact the healthcare sector? 6 SOC, MGM X X X X

6 What are the latest data breaches in the UK's healthcare IT software supply chain? 6 SOC, IR, VM, MGM  x X X X X
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Day 61-90



Self-reflect, analyze cost,
and improve process

- What did you do well, ok, and badly?
- What took up most time?

- How many stakeholders do you have
the capacity to collect PIRs from?

-> How can we track ROI?

MAR 18 - 24, 2024
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Gather and action feedback
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- Run through process W|th VIP stakeholder




Then expand...
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Recap on Day 1-90

Day 1-30: Project setup

1.

2.
3.
4.

Set up system to track time

Present business case to leadership for approval
Research organization, threats, and stakeholders
Document process in prep for first runthrough

Day 31-60: Process runthrough

~ovmNoOO”

1
1

Book first stakeholder interview

Do a lot of interview prep

Tailor questions

Go hands free during the interview

Process the interview data with LLMs
Document PIRs in simple spreadsheet

Share the PIRs and intel deliverable prototypes

Day 61-90: Iterate and repeat

12.
13.
14.
15.

Self-reflect, analyze cost, and improve process
Gather and action feedback, improve process again
Run through process with VIP stakeholder

Expand PIR collection to more stakeholders

Questions?

Josh Darby MacLellan
Josh@feedly.com

www.linkedin.com/in/josh-darby-maclellan/



