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download here https://goo.gl/qoCHtn
or from http://isog-j.org/e/

https://goo.gl/qoCHtn
http://isog-j.org/e/
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CSIRT

SOC

IT System Team
CSIRT

at each Phases (When)
has different needs (Why) information.
Then,  (What) wants is also different.
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• vulnerability identifier

• CVE or patch number

• affected systems

• system type

• version

• conditions (e.g. configuration)

• can security products prevent it?
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���� Initial handling necessity
��� This information affects our organization?

Vulnerability information (What) Attacking related information (What)

• name that specifies the attack

• campaign

• malware/incident name

• target of attack

• attack vector

• from where the attack comes
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27th Annual FIRST Conference (2015), Lightning Talk: "Four Easy Pieces", Tom Millar (US-CERT, NIST)
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download here https://goo.gl/qoCHtn
or from http://isog-j.org/e/
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