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Who am I?
Hi, I’m Jon (aka Darakian) 👋

• GitHub since 2021


• Security since 2018


• Tech since 2008


• Nerd since time immemorial 


• https://github.com/darakian/
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We are the GitHub Security lab
We want to secure your software



What do I do?
I’m a librarian 📚

• I curate advisories for the 
advisory database


• Ensure correctness, 
completeness and conciseness


• Quality over quantity


• https://github.com/advisories


• https://github.com/github/
advisory-database 
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First and foremost what are we doing here?
Fixing code!

• People don’t want to ship vulnerable code


• People don’t want their time wasted by fuzzy matching


• People do understand that vulns are nuanced


• People do appreciate a best effort job when the effort is obvious


• People will forgive you for (understandable) mistakes



First and foremost what are we doing here?
What are good outcomes?

• Minimize time from public disclosure to code fix deployed


• Minimize false positives to save developer time


• Maximize utility per advisory


• Maximize human curation impact


• Avoid the tar pit



The developer perspective
2023-07-18

https://nvd.nist.gov/general/nvd-dashboard

but which ones do I care about? 
🤔 Surely not all of them



Scope
https://github.com/github/advisory-database#supported-ecosystems

We can do anything so long as we don’t do everything

(Ecosystem, Package Name) => one and ONLY one thing

(Ecosystem, Package Name) <= one and ONLY one thing
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CPE is not bijective
Four different roots

https://nvd.nist.gov/vuln/detail/CVE-2018-3721

https://nvd.nist.gov/vuln/detail/CVE-2023-45143

https://nvd.nist.gov/vuln/detail/CVE-2022-25883

https://nvd.nist.gov/vuln/detail/CVE-2017-1001003



CPE is not bijective
Index for the benefit of the scanner

https://nvd.nist.gov/vuln/detail/CVE-2018-3721

https://nvd.nist.gov/vuln/detail/CVE-2023-45143

https://nvd.nist.gov/vuln/detail/CVE-2022-25883

https://nvd.nist.gov/vuln/detail/CVE-2017-1001003

https://github.com/advisories/GHSA-fvqr-27wr-82fm

https://github.com/advisories/GHSA-wqq4-5wpv-mx2g

https://github.com/advisories/GHSA-c2qf-rxjj-qqgw

https://github.com/advisories/GHSA-pv8x-p9hq-j328



Anatomy of an attack
A chain of supply

💁📀 👉👷🖥 👉🧑⚕🩻🤒
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Anatomy of an attack
Where bugs manifest in the web
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Anatomy of an attack
The alert chain
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Signal to noise
Alert fatigue is the enemy



Signal to noise
What are we doing here?

https://nvd.nist.gov/vuln/detail/CVE-2022-28470
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Signal to noise
What are we doing here?

https://github.com/joajfreitas/marcador/issues/5
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We cannot 
expect better 
unless we 
enable better 



How do we do that?
Where are we in the web?

• Our readers: Developers


• We can inspect their source code


• We cannot inspect their build systems


• We cannot inspect their deploy environment



How do we do that?
What tools are at hand?

• We have source code to inspect


• Manifest and lock files are common


• We can know exactly what packages get used


• We can know roughly what versions get used


• We can model this in a database and index security claims



How do we do that?
The plan

• Index vulns on packages


• Zero false positives by design 


• Quick delivery in the developer workflow


• Common language to discuss vulns


• Security claims are verifiable 


• Security claims are contestable



Anatomy of an advisory
The alert pipe

💁📀 🤏💁📀 🐛
🕵🚨



Anatomy of an advisory
The alert pipe

💁📀 🤏 💁📀 
🐛

🕵📜 🏬 📀



Anatomy of an advisory
The alert pipe

💁📀 🤏 💁📀 
🐛

🕵📜 🏬 📀



Anatomy of an advisory
And it scales
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Alerts must flow
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Fastest patch in the west! other geos also supported! 

https://blog.sonatype.com/why-did-log4shell-set-the-internet-on-fire



Fastest patch in the west! other geos also supported! 

https://blog.sonatype.com/why-did-log4shell-set-the-internet-on-fire https://www.sonatype.com/resources/log4j-vulnerability-resource-center



The long view

Chart that goes up and to the right goes here



Open source
It’s a trust building exercise



We are not perfect
nor do we pretend to be 

https://github.com/github/advisory-database/issues/2900



We get it wrong
but we make it right

https://github.com/github/advisory-database/pull/2057



We can’t do it all
The siren song of the tar pit

https://github.com/github/advisory-database/issues/2963



We’re on a journey
join us won’t you?



Write advisories?
Call out your artifacts



Read advisories?
Call out errors



Want something we don’t provide?
Build it. If it’s good they will come, we might help.

https://twitter.com/emmycacao/status/1673342457407315971



We’re librarians 📚
What do we do?



https://github.com/github/advisory-database#contributions 
https://creativecommons.org/licenses/by/4.0/

Help us improve our data, it’s available  
for free, for everyone, forever.

https://github.com/github/advisory-database#contributions 
https://creativecommons.org/licenses/by/4.0/

PRs welcome 👍
CC-BY-4.0 licensed!
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Questions?
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Global API

https://docs.github.com/en/rest/security-advisories/global-advisories?apiVersion=2022-11-28

Want to use our data for your own tools?



Repo API

https://docs.github.com/en/rest/security-advisories/repository-advisories?apiVersion=2022-11-28

Want to get at raw user provided data?



Private Vulnerability Reporting

https://docs.github.com/en/code-security/security-advisories/working-with-repository-security-advisories/configuring-private-vulnerability-reporting-for-a-repository

Want to not have 0 days dropped on you?



Dismissal Rules

https://docs.github.com/en/code-security/dependabot/dependabot-alerts/using-alert-rules-to-prioritize-dependabot-alerts

Want to fine tune what alerts you see?


