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Alpha-Omega Mission

Catalyze sustainable 
security improvements 
within the most critical 
open source projects and 
ecosystems.



Alpha-Omega Grants

$23M Raised
AI Libraries Airflow Apache (ASF) Clang Eclipse FreeBSD 

Homebrew Jenkins JQuery Linux Kernel LLVM NodeJS 

Omega OpenJS OpenSSL PHP Python Rubygems Rust



𝛂 →Leverage

𝛀 → Scale

Alpha-Omega Explained



A Wake Up Call



Open Source Supply Chain Risk

Size != Risk Free Puppies Not Free Beer Most of your code is OSS



Scaled Open Source Security Is Very Hard

Automation is noisy

Maintainers are wary

Impact is diffuse



From Pacific Garbage Patch to Beach Cleaning

Narrow Focus

Actionable Impact

Community Momentum



Selecting The Right Beach

Well Resourced Project Community

Security Culture

Supply Chain Inventory 



So let’s talk about 
Airflow Security





Airflow by numbers



Users and Contributors





Security improvements in 2023-2024
● Dedicated security team

● Created and documented detailed process

● Introduced security model

● Canned responses to issues

● Disabled inherently insecure features

● Hardened CI workflows

● Introduced reproducible builds (provenance)



Airflow  

● Active security team (15 people, ~ 5 more active)

● Airflow: 66 committers, 33 PMC members

● 3200+ (!!!) contributors

● Airflow is big “enough” to attract funding

○ Stakeholders

○ Sovereign Tech Fund : 2023

○ Alpha-Omega Fund: 2024



Dependency tree

579



Supply chain in OSS



United effort
● Apache Software Foundation

● Airflow PMC

● Python Software Foundation

● Alpha-Omega Fund



Goals and Principles

● We want to review ALL our dependencies (700+ !)

● We are leading and learning and adapting

● Automation to scale

● Your project’s “perspective” is important

● Always remember the people



Inventory - automated in about 50% 



Assessment



The Human Component In Security Bug Reporting



Experiment in 
progress …



Actions
● 16 projects to start with

● Add security policies

● Follow up on unsecure workflows

● Propose Trusted Publishing

● Follow up on unpatched vulnerabilities

● Propose mandatory code reviews



Responses from maintainers

● No response

● Happy to get help

● Great to get help

● I am also a security freak

● Croniter 



The 3 Fs of your supply chain

Fix
Fork
Forgo



Example cases



Croniter (Fork)

● Maintainer threatening to remove the project

● Discussion started (public issue)

● People volunteered to fork

● Eventually - moved to Pallets-eco and we became 

maintainers



Werkzeug (Fix)

● Transitive dependency

● Held by few other dependencies

● Google security team works on patching



Connexion (Forego)

● Difficult to upgrade

● Google security team works on patching it

● We switched to Fast API



Long term targets
● Full automation (AI?) and coverage

● Target ALL projects

● Regular, incremental process

● Spread the methodology / findings

● Contribute to other efforts (PSF)



Learnings?



One Thing

OS project’s security depends on Their 

engagement with their supply chain



Takeaways

Supply chain relationships are a human problem

The transitive problem: every (new) dependency creates 
exponential risk over time

Current vulnerabilities are less important than sustained 
security handling and project health

Make security a first-class priority in every project plan



Q&A
SLSA

SSDF

Alpha-Omega Project

Case Study Eclipse Temurin: Pioneering 
Software Supply Chain Security

Open Source Software Foundation

Airflow Security

Python Security

https://slsa.dev
https://csrc.nist.gov/Projects/ssdf
https://alpha-omega.dev
https://outreach.eclipse.foundation/adoptium-temurin-supply-chain-security
https://outreach.eclipse.foundation/adoptium-temurin-supply-chain-security
http://openssf.org
https://airflow.apache.org/docs/apache-airflow/stable/security/index.html
https://www.python.org/dev/security/

