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CISA Vulnerability Management
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§ VM Mission | Reduce the prevalence and impact of vulnerabilities and exploitable 

conditions across enterprises and technologies, including through assessments and 

coordinated disclosure of vulnerabilities reported by trusted partners.

§ Stakeholders | Federal, Civilian, Executive Branch (FCEB) Agencies; State, Local, 

Tribal, and Territorial (SLTT) Governments; and Critical Infrastructure (CI).
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CVD, KEV, CSAF, SSVC
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Design goals
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Goal Implementation

Provide useful data for vulnerability 

management
SSVC, KEV, CVSS, CWE, CPE

Leverage existing capabilities
CISA vulnerability triage and analysis, 

CVE ecosystem, first production ADP

Transparency
Public repository, documentation, 

resolve issues and change requests

Accuracy
Do not override CNA, easy to request 

changes
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Information sources
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Information Source

SSVC CISA

KEV CISA

CVSS CNA or CISA

CWE CNA or CISA

Additional references CNA and CISA

CPE CNA and NVD
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Vulnrichment by the numbers
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Tooling for transparency
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Transparency by the numbers
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Information Source

Issues 2 open, 97 closed

Pull requests 0 open, 67 closed

Forks 62

Average comments 2.1

Average days open 6.5

CVSS arguments 2 fought, 0 won
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Labels
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blocked 4

bug 170

cpe 108

cvss 40

CWE 28

documentation 64

feature 24

kev 12

out of scope 2

question 18

references 2

ssvc 28
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Lessons Learned: CVSS
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Lessons Learned: Community
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Vulnrichment provided CPE from April to December 2024

§ A committed experiment

It’s possible to generate syntactically correct CPE

§ But is it correct? Who decides?

§ As designed, only the NVD can, through the CPE Dictionary

§ CVE Record Format partially supported CPE at the time

§ Distracted from core analysis/competency

Who uses CPE? Who uses it effectively?

§ Feedback that Vulnrichment implementation was not helping

Lessons Learned: CPE
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Future
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§ Continued 

community 

engagement and 

transparency

§ CISA VM mission 

as a public service

§ “Test in production” 

experiments (CPE, 
SSVC, what else?)
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Thanks!

https://www.cisa.gov

https://github.com/cisagov/vulnrichment


